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 Image information security plays a vital role in computing and 

communication technologies. This paper describes a new concept of expand 

and shrink to enhance the strength of chaos based image encryption 

technique. This method consists of both permutations as well as substitution 

process for image scrambling and encryption. In permutation plain image is 

shuffled using chaos technique. Input image undergo two times chaos 

permutation in-between expand and shrink process leads to substitution. 

Permutation decreases the correlation between the pixel and substitution 

increases the entropy of encrypted image. Proposed encryption technique 

works for both gray-scale and color image. From the experiment highly 

scrambled image is obtained at the end of encryption process. Decryption 

process employs exactly reverse process of encryption which results in the 

reconstructed images. 
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1. INTRODUCTION  

  With the development of computer network technology, digital image is widely used in various 

fields of society. However, due to openness of the network, the security of image is threatened seriously, so 

the image encryption becomes the most effective way to guarantee transmit security of images. Chaos is 

seemingly a random movement of deterministic system. Chaos system has the properties of ergodicity, 

boundedness, sensitivity to initial conditions. Therefore, using chaotic system in image encryption can meet 

certain security requirements. However, the chaotic encryption algorithms,which utilize one-dimensional 

chaos map, multi-dimensional chaos map and ultra-dimensional chaos map are all to transform the image 

pixel position and pixel values.  

xindyuan Wang.et[1] presented a novel chaotic image encryption algorithm based on water wave motion and 

water drop diffusion models. secret keys will be processed by key generator before they can really be used in 

the encryption scheme, and in this stage this paper associates plain image with secret keys; Secondly, by 

imitating the trajectory of water wave movement, encryption algorithm will do scrambling operations to the 

image. Thirdly, combines water drop motion and dynamic look up table to realize diffusion operations. For 

an 8 bits pixel, this algorithm will just dispose the higher 4 bits, which is because the higher 4 bits contain the 

vast majority of information of the image. Ahmed A.abd El-Latif.et[2] all have proposed a hybdird choatic 

syatem and cyclic elliptic curve for image encryption and provides a external secret key of 256 bit and one 

generalized chaotic logistic map. using the cyclic elliptic curve to derive generated keystream are mixed with 

key sequences. Ruisong Ye [3] presented a novel chaos based image encryption scheme with an efficient 

permution diffusion mechanism. generaly permutaton diffusion ,echanism permuting the positions of image 
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pixels in order to reduce the high correlation between adjacent pixels of plain image and gray value 

sequences for a two-way diffusion of gray values. The proposed encryption scheme is easy to manipulate and 

can be applied to any image with unequal width and height as well.Xingyuan Wang [4] have proposed A 

novel colour image encryption algorithm based on chaos . they uses chaotic system to encrypt the R,G,B 

components of a colour image at the same time and makes these three components affect each other. so it can 

reduces correlation between R,G,B components and secrity is increased. G.A.Sathish Kumar et. [5] all 

proposed A Novel algorithm for image encryption by integrated pixel scrambling plus diffusion [IISPD] 

utilizing duo chaos mapping applicability in wireless systems.The algorithm makes use of full chaotic 

property of logistic map and reduces time complexity. The algorithm calculates the permuting address for 

row by bit xor´ıng the adjacent pixel values of original image. Similarly, the algorithm calculates the 

permuting address for column by bit xor´ıng the adjacent pixel values of original image.The diffusion is 

performed after scrambling and is based on two chaotic maps. Liu Hongjun, Wang Xingyuan [6] proposed 

Color image encryption based on one-time keys and robust chaotic maps. piecewise linear chaotic map as 

used for the generator of a pseudo-random key stream sequence. The initial conditions were generated by the 

true random number generators, the MD5 of the mouse positions. Hongjun Liu , Xingyuan Wang [7] 

presented Color image encryption using spatial bit-level permutation and high-dimension chaotic system. 

Bit-level permutation and high-dimension chaotic map used to encrypt color image. Firstly, convert the plain 

color image of size (MN) into a grayscale image of size (Mx3N), then transform it into a binary matrix, and 

permute the matrix at bit-level by the scrambling mapping generated by piecewise linear chaotic map 

(PWLCM). Secondly, use Chen system to confuse and diffuse the red, green and blue components 

simultaneously. Fariborz Mahmoudi.et [8] all, presented Image Encryption Using Chaotic Signal and 

MaxHeap Tree. Based on chaotic sequence signal and Max-Heap tree image is pixel values are permuted. 

Zhi-liang Zhu [9] presented A chaos-based symmetric image encryption scheme using a bit-level 

permutation. Bit level permutation is not only changes the position of the pixel but also alters its value. Here 

image cryptosystem employing the Arnold cat map for bit-level permutation and the logistic map for 

diffusion. The rest of this paper is organized as follows. Section 2. briefly explain the concept of chaotic map. 

Section 3. Explains basics of expand-shrink process.Section 4. describes the proposed different encryption 

algorithms. Performance analysis and experimental results described in section 5.. Section 7. concludes the 

paper. 

 

 

2. CHOATIC MAP 

  An important step in any digital chaotic encryption is the selection of the map. Chaotic maps have 

different behavior regarding complexity, chaotic properties cycle length, chaotic interval, periodic windows, 

etc., sensitivity to initial conditions and reaction to trajectory perturbations, etc., that influence the structure 

or behavior of the chaotic encryption system. In fact, some systems have been broken for not considering the 

weaknesses of the chosen chaotic map and efficiency, it is desirable to provide some independency between 

the cryptosystem and the chaotic map under consideration. This independency means that, a full knowledge 

of the selected chaotic map is not needed to fulfill the security and efficiency requirements of a good 

cryptosystem. For their mathematical simplicity there are two options: logistic map and tent map. The 

logistic map is represented by 

 

            (1) 

 

The logistic map chaotic signal used has primary values of   

 

 

3. EXPAND-SHRINK CONCEPT 

Generally image is represented by a matrix of pixels and each pixel represented by 8 bit intensity 

value. Expand-Shrink process consists of row-expansion and column-expansion. In row-expansion, image of 

size m * n  is expanded into binary image of size m * (n * 8) as shown in Figure 3 and in column  expansion, 

image of size m * n is expanded into binary image of size (m * 8, n) as shown in Figure 3 (rotated by 90 

degree). In shrink process m (n * 8) or (m * 8) * n binary image is converted into m * n gray scale image. 

 

 

4. PROPOSED METHODS  

 This section describes two proposed methods along with the basic chaos method for image 

scrambling. Method 1 explains general chaos based permutation, method 2 explains chaos based encryption 

by using expandshrink 
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process and method 3 explains colour image encryption by using chaotic map and expand-shrink process. 

 

 

 

 

Figure 1. Lena image Figure 2. Row-expanded binary image 

 

 

4.1. Method 1 

 Block diagram of method 1 in shown in Figure 4.3.. Detained Encryption process explained below. 

Step 1:Input image of size m                                                            n is converted into one dimensional vector 

I = I1, I2, ::::::::::::::::::, Im * n 

Step 2:With a given initial parameter and r=3.99999 by using Eq.1 chaotic sequence generated. 

X = X1, X2, ::::::::::::::::::::::::, Xm * n. 

Step 3:The chaotic sequence X is sorted in ascending order and we get a new set 

Y = sort (X) = y1, y2, :::::::, ym * n. 

Step 4:According to set Y value, Input image is permuted and to get an encrypted image. 

 

4.2. Method 2 

 Block diagram of proposed Method in shown in Figure 4.3.. Input image undergo row-expansion 

process and steps involving in row-expansion process is explained below. 

Step 1:Input image of size m * n is expanded in row wise into binary image of size m * (n * 8). 

Step 2:Binary image is converted into one dimensional vector. I = I1; I2; ::::::::::::::::::; I m * (n * 8) 

Step 3:With a given initial parameter and r=3.99999 by using Eq.1 chaotic sequence generated. 

X = X1, X2, ::::::::::::::::::::::::, Xm* (n * 8). 

Step 4:The chaotic sequence X is sorted in ascending order and we get a new set 

Y = sort(X) = y1, y2, ::::::::::, ym* (n * 8). 

Step 5:According to set Y value, Binary image is permuted and get a Permuted Binary image. 

Permuted Binary image is converted back into permuted gray scale image of size m * n using shrink process. 

 

Permuted gray scale image obtained from shrink process is applied to column-expansion process. Steps 

involving in column-expansion process is described below. 

Step 1:Permuted image of size m * n is expanded in column wise into binary image of size (m * 8) * n. 

Step 2:Binary image is converted into one dimensional vector I = I1, I2, ::::::::::::::::::, I (m * 8) * n 

Step 3:With a given initial parameter and r=3.99999 by using Eq.1 chaotic sequence generated. 

X = X1, X2, ::::::::::::::::::::::::, X (m * 8) * n. 

Step 4:The chaotic sequence X is sorted in ascending order and we get a new set 

Y = sort(X) = y1, y2, ::::::::::, y (m * 8) * n. 

Step 5:According to set Y value, Binary image is permuted and get a Permuted Binary image. 

Step 6:Finally encrypted image is obtained from shrink process. 
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Figure 3. column-expanded binary image (rotated by 

90) 

 

 

 

 

Figure 4. Method 1  Figure 5. Method 2 

 

 

 

4.3. Proposed Method 3 

Block diagram of proposed method 3 is as shown in Figure 4.3.. In color image encryption RGB 

image of 24 bit planes are expanded into binary image of size m * (3n * 8). Remaining process same as 

explained in method 2. 

 

 

5. PARAMETERS FOR THE EVALUATION OF IMAGE ENCRYPTION SCHEME 

5.1. Histogram analysis 

An image histogram illustrates that how pixels in an image are distributed by plotting the number of 

pixels at each gray scale level. The distribution of cipher-text is of much importance. More specifically, it 

should hide the redundancy of plain-text and should not leak any information about the plain-text or the 

relationship between plaintext and cipher-text. The histograms of plain-images and its ciphered images 

generated by the proposed schemes are tabulated. It´s clear from that the histograms of the cipher-images are 

fairly uniform and significantly different from that of the plain image and hence do not provide any clue to 

employ statistical attack. 

 

 

  
Figure 6. Method 3 

 

 

5.2. Information Entropy Analysis 

In information theory, entropy is the most significant feature of disorder, or more precisely 

unpredictability. To calculate the entropy H(X) of a source x, we have: 

 

 

                         (2) 
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where X denotes the test image, xi denotes the i
t
h 

possible value in X, and Pr(xi) is the probability of X 

=xi, that is, the probability of pulling a random pixel in X and its value is xi. For a truly random source 

emitting 2N symbols, the entropy is H(X)=N. therefore, for a ciphered image with 256 gray levels, the 

entropy should ideally be H(X)=8. If the output of a cipher emits symbols with entropy less than 8, there 

exists certain degree of predictability, which threatens its security. 

 

5.2.1. Mean Square Error (MSE) 

Mean Square Error (MSE) is the cumulative squared error between two digital images and can be 

used to check the avalanche effect. Let C1 and C2 are input image and encrypted image respectively, then 

MSE can be calculated as in Eq. 3 [12]. 

 

                 

                 (3) 

 

 

where M, N is the width and height of 

digital images and C1(i,j) is input image and C2(i,j) is encrypted image. 

 

5.2.2. Peak Signal to Noise Ratio (PSNR) 

Peak signal-to noise ratio can be used to evaluate an encryption scheme. PSNR reflects the 

encryption quality. It is a measurement which indicates the changes in pixel values between the plaintext 

image and the ciphertext image. Mathematically as in [12]. 

   

 

        (4) 

 

 

Where MSE is mean square error between input image and 

encrypted image and can be calculated by using Eq. 3 

 

5.2.3. UACI and NPCR 

A well-designed encryption algorithm should be highly sensitive to plain-image and keys, so a slight 

change in plain-image or keys will make the cipher-image quite different. If an encryption scheme contains 

no confusion or diffusion stage, it would easily be destroyed by differential attacks. In order to confirm 

whether the proposed encryption algorithm is sensitive to plain image and keys, this paper brings out two 

tests: Number of pixels change rate (NPCR) and Unified average changing intensity (UACI) [13]. The 

equation to calculate UACI is Eq. 5. 

 

 

                             (5) 

 

 

Where, M stands for image’s width, 

N stands for image’s height, C1(i,j) and 

C2(i,j) are the input and encrypted image respectively. NPCR can be calculated by Eq. 6. 

 

 

             (6) 

 

 

Where, M stands for image’s width, N stands for image’s 

height and where D(i,j) defined as follows 
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where C1(i,j) and C2(i,j) are the input and encrypted image respectively. 

 

 

Table 1. Resultant Encrypted Images and its 

histogram of method 1 for Gray images 

Table 2. Resultant Encrypted Images and its 

histogram of method 2 for Gray images 

  

 

5. RESULTS AND DISCUSSION 

 

 

 

 

 

 

 

 

 

 

 

Experimental results are tabulated in tables from 1 to 11. Results obtained from method 1 for gray 

scale and colour image are tabulated in table 1 and 3. From this two tables we observed that histograms of 

both input and encrypted images are same and hence there is a need for better encryption.  Results obtained 

from method 2 for gray scale and colour image are tabulated in table 2 and 4. From this two tables we 

observed that histograms of input and encrypted images are different and hence encryption by method 2 is 

better than encryption by method 1. Results obtained from method 3 for colour image is tabulated in table 5. 

From this table we observed that histograms of input and encrypted images are different and there is an 

improvement in histogram distribution as compared to resultant histograms of method 2. In tables 6, 7, 8 

entropy of input image and encrypted image are same for method 1 but they are different for method 2. Other 

parameters are changed according to amount of scrambling. In table 8 and 9 entropy of colour encrypted 

image is more for method 3 and it is near to 8 fentropy of random image with uniformly distributed 

histogramsg. Results of proposed methods are tabulated and compared with existing methods in table 10 and 

11. 

 

 

7. CONCLUSION 

This paper presents an improved version of chaos based image encryption using expand-shrink 

concept. Generally chaos based permutation only alters the position of the pixel, so entropy remains 

unchanged. But in proposed method input image undergo chaotic permutation between expand-shrink 

process which leads to both position and pixel manipulation. The efficiency of colour image encryption is 

improved in method 3 due to the scrambling of information takes place between RGB layers. From 

experimental results method 2 and method 3 are more efficient respectively for gray scale and colour images 

as compared to existing techniques. 
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Table 3. Resultant Encrypted Images and its histogram of method 1 for color images 

 

 

 

Table 4. Resultant Encrypted Images and its histogram of method 2 for color images 

 

 

 

Table 5. Resultant Encrypted Images and its histogram of method 3 for color images 
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Table 6. Performance parameters of gray images for 

method 1 and 2 

Table 7. Performance parameters of color image for 

method 1 

  

 

 

Table 8. Performance parameters of color image for 

method 2 

Table 9. Performance parameters of color image for 

method 3 

  

 

 

Table 10. Entropy Comparison of Lena gray image for method 2 and existing methods 
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Table 11. Entropy Comparison of Lena color image for method 3 and existing methods 
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