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 The aim of this paper is to measure the security and related verification 

method in requirements engineering (RE). There are a few existing 

approaches to measure RE performance like IEEE Software Requirements 

Specification (SRS) and Security Quality Requirements Engineering 

(SQUARE). However, these existing approaches have some limitations such 

as lack of flexibility and require long implementation period. In order to 

address these issues, this paper intends to propose a new set of tools. First is 

the Effective Security Check List (ESCL), which is a check list with security 

questions that should be considered for measuring security. Secondly, the 

Traceability Matrix(TM), which is a two dimensional matrix to measure 

security during RE. Thirdly, Requirement Engineering Assessment 

Document (READ), which is a tool containing all statistical information 

about security performance during RE.  The combination of presented 

approaches had been implemented in a case study. The outcome results are 

encouraging and illustrated integrated outcomes within existing RE model. 

The security level had also been properly measured. 
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1. INTRODUCTION  

Requirements engineering is a field of software engineering that uses clear techniques and 

procedures to produce a high quality requirement [7]. Nowadays, RE [21], [22], [23] is widely used in 

software companies to reduce RE failure probability. However there are still issues that have not obtained 

much attention, for example security requirement. Security in RE is considered one of the main important   

attributes to build a strong system. Increased problems in RE have caused many errors during design, 

implementation and testing stages that further lead to vulnerable software. Thus, this paper focuses on the 

measurement of security in RE and the related quality verification methods. RE has many different processes 

during its life cycle. Based on previous research [1], RE typically has four main processes, i.e. elicitation, 

analysis, verification, and management as shown in (Figure 1). 
The rest of paper is organized as follow: section 2 presents a brief background about requirements     

engineering. Section 3 presents few issues in previous approaches, advantages and limitations. Section 4 

outlines the presents proposed model with all details about model structure. Section 5 presents a simple case 

study has been conducted in UTM University to verify the effectivity of presents model. Section 6 presents 

few discussions about present‟s techniques. Section 8 outline limitations as any research based work there is 

no perfect research in this section a brief descriptions a bout same points could be considered as limitations. 

Section 8 presets future work and what to be done to make enhancement in RE techniques .Section 9 

conclude the paper. 
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2.     BACKGROUND OF REQUIREMENT ENGINEERING (RE) 

A more precise definition of RE is “a systems and software engineering process which covers all of 

the activities involved in discovering, documenting and maintaining a set of requirements for a computer-

based system”[13].There are many other definitions, but a common agreement is that RE is a sub discipline 

of systems and software engineering and is concerned with establishing the goals, functions and constraints 

of hardware and software systems[14][15].The term RE first appeared in 1979 in a TRW technical report 

[16], but it did not come into general use until the 1990s with the publication of an IEEE Computer Society 

tutorial [17] and the establishment of a conference series on RE. In the traditional waterfall model of the 

systems or software engineering, [9]10[11] [12] [18] RE is presented as the first stage of the development 

process with the outcome being a requirements document or software requirements specification. In fact, RE 

is a process that continues throughout the lifetime of a system as the requirements are subject to change and 

new requirements must be elicited and documented and existing requirements have to be managed over the 

entire lifetime of the system. For example, the project [19] maintains an extensive bibliography of RE. The 

sub-processes that are parts of a general RE process vary widely depending on the type of system being 

developed and the specific practice of the organization developing the requirements[20]. Activities within the 

RE process may include: requirements elicitation, requirements analysis, requirements verification, and 

requirements management. 

 

 
 

 

 

 

 

 

 

 

 

 

 

Figure1.  Existing RE processes 

 

 
3. ISSUES IN PREVIOUS APPROACHES 

There had been few existing approaches to measure RE performance like IEEE Software 

Requirements Specification (SRS) and Security Quality Requirements Engineering (SQUARE). However, 

these existing approaches have their limitations. 

 

Table1. Comparison between different RE techniques 

 

Tool Name Main Features Limitations 

SRS Preserve integrity 

strong requirement 

building 

take long 

time to 

implement 

SQUARE  processing speed  

security strength 

makes requirement 

analyses easier 

lack of 

flexibility 

 
As shown is (Table 1)  the main strength of SRS over other models is its ability to preserve integrity, 

build strong requirement and provide detail software requirement specification. SRS reduces failure 

opportunities and cover most software requirements and constraints. Activities are organized in a clear way 

[3]. Nevertheless, SRS is time consuming; it takes longer time to be implemented than other techniques. The 

SQUARE model, on the other hand, is superior in processing speed and security strength [4].  Another 

advantage of SQUARE model is that it makes requirement analyses and documentation much easier. Even 

so, it lacks flexibility. 
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4.   PROPOSED MODEL 

In order to measure security quality, a set of approaches had been proposed in this paper. These 

approaches will be explained individually to clarify the function of each tool. In this work, a new phase 

called “security” was added into the RE process as shown in (Figure 2). Its basic role is to enhance and 

increase security performance and is consisted of three main tools. 

                                    

                                                                                                                                                                                                                                                                                                             

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure2.  Proposed RE model 
 

 

4.1.   Effective security check list (ESCL) 

 This section presents the design overview of ESCL. It contains a set of security question as shown in 

(Table2).The security questions have to be chosen and categorized in a systematic way. ESCL provides a 

better security measurement where the list is based on previous RE studies and techniques [1], [2], [5] with 

more enhancements on security strength. The ESCL is used during the four processes of RE as mentioned 

earlier (elicitation, analyses, validation, management). 

 
 

Table2.  ESCL during requirements elicitation 

 
 Level of security 

Security Questions UN VL L A H 

1-Have you using any 

feasibility study before the 

beginning of new project. 

     

2-Have you use secure 

prototype for non-

understood requirement. 

     

3-Have you use secure 

scenario before the 

beginning of elicit 

requirement. 

     

 

Official use 

overall  level of security  

number of security 

questions 

 

average level of security  

 

UN= unknown=0 , VL=very low=1, L=Low=2, 
A=average=3, H=high=4 
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 As shown in(Table2), all listed security questions need to answer properly according to its level of 

security into unknown (UN), level 0; very low (VL), level 1; low (L), level 2; average (A), level 3; and high 

(H), level 4. To start, all questions must be read and understood before choosing the appropriate required 

security level. In the column of” Official use”, all item numbers have to be counted and inserted into the 

appropriate column. This technique is repeated during all RE processes. 

 
4.2.   Traceability Matrix(TM) 

The basic role of Traceability Matrix (TM) is to confirm confidentiality, integrity, availability, and 

complexity of risk assessment. TM has a two-dimensional table with many rows and columns. Security 

questions are listed in rows and the corresponding security items are listed in columns, as shown in (Table 3). 

The TM can also be used during all RE processes.TM works with high-level requirement [6] and can be used 

to measure security in RE. 

Table3.  TM during requirements elicitation 
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been tested 

         

Times Security Items been 
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1.0Confidentiality      

2.0 Integrity       

3.0 Availability       

4.0 Complexity         

5.0risk assessment      

For official use 

  

total times security 

questions been tested 

 

non tested security questions  

 

As described earlier, (Table 3) shows that TM is consisted of many rows and column. To illustrate 

the usage of TM, in the first column that stated “time security questions have been tested”, values should be 

inserted horizontally.  In the subsequent security items (confidentiality, integrity, availability, complexity, of 

risk assessment), the values have to be written vertically. This column shows how many times the security 

items have been tested. On the last column “Official use”, all numbers have to be counted. 

 

4.3.   Requirements engineering assessment document (READ) 

Requirements Engineering Assessment Document (READ) provides all statistical results of 

measuring security practices. As shown in (figure3) .By using READ, the security level can be assessed 

based on its statistical results. READ is a visualized tool used to assess overall project efficiency and security 

level. 
 

 
 

Figure3.  READ big picture. 
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Data used in READ is collected from ESCL and TM. It presents a detailed assessment of all RE 

assessment, thus contains all data analyses and collected data in all phases. Visualized results are important to 

convert the tables, numbers and statistics into easily readable format. The following (Table 4) describes the 

READ items and its contents. The values are just samples to explain and clarify READ techniques and how 

they work. 

 
 

Table4.  Percentage of highest/ lowest security level questions in ESCL 

 

RE  Process Highest 

Security Level 

Questions 

Lowest 

Security Level 

Questions 

Requirements 

elicitation 

40%  

(Q2,Q3) 

40% 

(Q1,Q4) 

Requirements 

analysis 

 

40%   

(Q1,Q3) 

 

60%  

(Q4,Q5,Q6) 

Requirements 

validation 

60% 

(Q1,Q4,Q5) 

 

20%  

(Q2) 

Requirements 

Management 

40% 

(Q7,Q9) 

60%  

(Q1,Q3,Q4) 

 

 

As shown is (Table 4) the percentage of highest/lowest security level is presented. The security 

question is presented by the letter “Q” means the question number. The first column “RE process” represents 

the elicitation, analysis, verification, and management processes. The second column (highest security level 

questions) presents the percentage of highest security level questions. To calculate the percentage of highest 

security level questions in ESCL, all highest security level questions in ESCL must first be counted and then 

multiplied with the total number of question. The last column shows the percentage of lowest security level 

questions in ESCL. This means that these security questions have a low security level and thus need to be 

enhanced. As shown in (Figure 4). All figure values are brought from (Table 4). 

 

 

 
 
 

Figure4.  Percentage of highest/ lowest security level questions in ESCL 

  
5.   CASE STUDY 

This study had been conducted using ESCL, TM and READ at the Centre of Information and 

Communication Technology (CICT), University Technology Malaysia (UTM).  
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 5.1.   Implementation of ESCL 

 The ESCL in this study was designed as shown in (Table 5).The questions were chosen and 

categorized in a systematic way.  

 

Table5.  ESCL during requirements elicitation 
 

 Level of Security 

Security Questions UN VL L A H 

1-Have you using any 

feasibility study before 

the beginning of new 

project. 

 

 

   

2-Have you use secure 

prototype for non 

understood requirement. 

    

 

3-Have you use secure 

scenario before the 

beginning of elicit 

requirement. 

   

 

 

 

Official use 

Overall  level of 

security 

8 

Number of security 

questions 

3 

Average level of 

security 

2.6 

UN= unknown=0 , VL=very low=1, L=Low=2, 

A=average=3, H=high=4 

 
 

5.2.   Implementation of TM 

The implementation of TM is as shown in (Table 6). 
 

Table6.  TMduring requirements elicitation 
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timessecurity items been 
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1.0confidentiality 3 

   

2.0 integrity 0     

3.0 availability 2  

  

4.0 complexity  1   

 

  

5.0risk assessment 2 

  

 

for official use total times security questions 
been tested 

8 

non tested security questions 0 

UN= unknown=0, VL=very low=1, L=Low=2, 

A=average=3, H=high=4 
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To illustrate the usage of TM, Question 3 will be taken as an example.  This question has a value of 

2 in the column stated “Times Security Questions had been tested”.  This corresponded to the number of 

question item being tested, i.e. confidentiality and availability.  In the “confidentiality” column, the number 3 

had been written, signifying that the security item had been checked three times using different security 

questions.  Similarly, for “availability”, the security item had been verified twice using different security 

questions as well.  In the last column stated “Official Use”, all numbers had been summarized. 

 
5.3.   Implementation of READ 

The implementation of READ is already done as shown in (Table 7).  Explanation on the usage of 

READ has been provided in Section 4.3. 
 

 

Table7.   Percentage of highest/ lowest security level questions in ESCL 

RE  Process Highest 

Security Level 

Questions 

Lowest 

Security Level 

Questions 

Requirements 

elicitation 

20%  

(Q2) 

60% 

(Q1,Q4,Q5) 

Requirements 

analysis 

40%   

(Q1,Q3) 

40%  

(Q4,Q5) 

Requirements 

validation 

60% 

(Q1,Q4,Q5) 

20%  

(Q2) 

Requirements 

Management 

60% 

(Q7,Q9,Q10) 

20%  

(Q1) 

 

 

 

 
 

Figure5.  Percentage of highest/ lowest security level questions in ESCL 

 

The (Figure 5) presents percentage of highest/ lowest security level questions in ESCL. All figure 

values were brought from (Table 8). 

As shown in (Table 8) the percentage of tested/untested security questions in TM.  Similar to that in 

ESCL, the letter “Q” represents the question number, “RE process” signifies the four RE processes, and 

“Tested Sec. Questions” represents the percentage of tested requirements in TM. The high values of tested 

items are considered a technical advantage and have to be tested and organized properly. The “Untested Sec. 

Questions” column lists down the percentage of all untested requirements in TM and also need to be 

organized and tested properly.  These are the limitations of the company as they can cause technical 

weaknesses and add more ambiguity to the project. The information in (Table 8) is graphically presented in 

(Figure 6). 
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Table8.  Percentage of tested /untested security questions in TM. 

 

RE  Process Tested Sec. 

Questions 

None  Tested 

Sec. Questions 

Requirements 

elicitation 

20% 

 

80% 

(Q1,Q4,Q5) 

Requirements 

analysis 

30% 

 

70% 

(Q4,Q5) 

Requirements 

validation 

30% 

 

70% 

(Q2) 

Requirements 

Management 

20% 80% 

(Q1) 

 

 

 
 

Figure6.  Percentage of tested /untested security questions in TM 
 

 

Table9.  Classification of Security Level using ESCL 

Requirements elicitation; B 

Requirements analysis; B 

Requirements validation; A 

Requirements management; C 

 

Security Level  are classified as shown in (Table 9) using ESCL there is three level of security A,B and C. 

The data in (Table 9) is graphically presented in (Figure 7). This security classification is an efficient 

technique to give a clear classification of security level.  
The letter‟ A‟ ranges from level 5 to 4 

The letter „B‟ from level 4 to 2 

The letter „C‟ from level 2 to zero 
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Figure7.  Classification of Security Level using ESCL 

6.   DISCUSSION 

The main target of this paper was to measure the security in RE and how the quality of the security 

can be verified using ESCL, TM and READ.ESCL had been successfully tested within the four RE 

processes.  In regard to TM, the results confirmed its basic role to verify the confidentiality, integrity, 

availability, and complexity of risk assessment.  TM is very sensitive with numbers where all values have 

equally important weight in the analysis process.  The TM used in this study had high level requirement.  

Results also indicated that, for READ, clear RE assessment could be made to assess the efficiency and 

security level of the project.  The main difference among ESCL, TM and READ is that READ is more 

focused on the summary of project security level where detailed assessment can be provided.  The major 

strong point of all tools, on the other hand, is that they give satisfying accuracy in security assessment, are 

easy to use and are able to provide good security enhancements.  A combination of all tools will improve the 

overall security level of the software project under scrutiny.  

 

7.   LIMITATIONS OF THIS WORK 
The limitation of this work is that the work was done at CICT, UTM in a small scale. For larger IT 

facilities, the results obtained from this study may not be that accurate and reliable.  Although a combination 

of ESCL, TM and READ is good for such small scale study, it may slow down the assessment if used in 

bigger IT area. 
 

8.   FUTURE WORK  

In future works, measuring security in RE has to be more specific and efficient using new 

mathematical algorithm and better methods enhanced from previous researches[24][25][26] [27]. 

Exponential advancement in the IT industry has made security threat an increasingly challenging problem.  

Thus, RE tools have to be more efficient to preserve the confidentiality, integrity, availability and complexity 

of risk assessment for a software project.  This is important throughout the entire life cycle. Other than that, 

since READ reports have been found to give more details and statistics, more statistical components and 

different mathematical techniques are expected to be evaluated. 

 
9.   CONCLUSIONS 

This paper had contributed to the measurement of security in RE using three basic techniques ESCL, 

TM and READ in the elicitation, analysis, validation, and management processes. The combination of these 

three presented tools can give a good template to measure security practices. 
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