International Journal of Informatics and Communication Technology (1J-ICT)
Vol. 13, No. 1, April 2024, pp. 123~130
ISSN: 2252-8776, DOI: 10.11591/ijict.v13il.pp123-130 g 123

Hen maternal care inspired optimization framework for attack
detection in wireless smart grid network

Narmadha Ganesamoorthy?, B. Sakthivel?, Deivasigamani Subbramania®, K. Balasubadra*
!Department of Electrical and Electronics Engineering, Sethu Institute of Technology, Virudhunagar, India
2Department of Electronics and Communication Engineering, Pandian Saraswathi Yadav Engineering College, Sivagangai,

India

SFaculty of Engineering, Technology and Built Environment, UCSI University, Kuala Lumpur, Malaysia

“‘Department of Information Technology, RMD Engineering College, Chennai, India

Article Info

ABSTRACT

Article history:

Received Jul 28, 2022
Revised Jun 8 2023
Accepted Jun 13, 2023

Keywords:

HMCO

Jamming attack
Network security
Optimization

Smart distribution grid
Smart grid

In the power grid, communication networks play an important role in
exchanging smart grid-based information. In contrast to wired
communication, wireless communication offers many benefits in terms of
easy setup connections and low-cost high-speed links. Conversely, wireless
communications are commonly more vulnerable to security threats than wired
ones. All power equipment devices and appliances in the smart distribution
grid (SDG) are communicated through wireless networks only. Most security
research focuses on keeping the SDG network from different types of attacks.
The denial-of-service (DoS) attack is consuming more energy in the network
leads to a permanent breakdown of memory. This work proposes a new
metaheuristic optimization inspired by maternal care of hen to their children
called hen maternal care (HMCO) inspired optimization. The HMCO
algorithm mimics the care shown by hen for their children in nature. The
mother hen is always watchful and protects its chicks against predators. All
chickens utilize different calls to designate flying predators like falcons and
owls from ground seekers like foxes and coyotes, showing that they can both
survey a danger and advise different chickens how to set themselves up. Our
method shows greater performance among other standard algorithms.
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1. INTRODUCTION

Wireless communication technology is used in smart grids for various applications like generation
monitoring, fault detection and metering [1]. It is an essential part of the smart grid to interconnect customers
with minimized cost. The problems in a wired network like installation cost etc, are effectively overcome by
wireless communication. But it is vulnerable to security attacks due to its wireless transfer nature of data in a
network like jamming attacks, selfish attacks, and block hole attacks [2], [3].

As shown in Figure 1 wireless medium in the smart grid interconnects power generating sources and
customers. In the spectrum sensing stage attackers get chances to intrude a system by jamming or spoofing
attacks [4]. In Figure 1 grey color circle denotes attack points when connecting data centres to power users and

power generating units.
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Figure 1. Structure of grid and attacking points

When compared to the other attacks, a jamming attack causes a major impact on a network.
It blocks the data from the source to a destination point by generating higher strength signal to corrupt the
original data. There are four types of jamming attacks: constant jamming, deceptive jamming, reactive
jamming, random jamming [5], [6].

The conventional security algorithms of third-party authentication and cryptography techniques are
not suitable for smart grid communication due to their low bandwidth limitations. By considering the network
security in the sensing device group network (SDGN), a novel and innovative meta heusterics algorithm of
hen’s maternal care optimization (HMCO) is developed with the maternal behavior of hen from the predators.
This algorithm is developed by studying the biological behavior of the hen which saves the chick with the high
attacking potential against the predators. Similarly, on absorbing this behavior of hen, the wireless security of
SDGN can be optimized against the jamming attacks to achieve high security in it [7], [8].

The rest of the paper is organized as follows. In section 2 explores related works of anti-jamming in
wireless sensor network (WSN) and optimization in WSN. In section 3 explains the biological behavior of
hen’s maternal care. In section 4 depicts the proposed algorithm of HMCO and section 5 gives the simulation
results and the paper is concluded with section 6.

2. LITERATURE REVIEW

Various works have been focusing on outlining the different jamming techniques for corrupting the
network throughput and the relating countermeasures. For instance, Tanveer et al. [9] addressed four types of
basic jamming attacks, containing the constant jammer, the random jammer, the deceptive jammer and the
active jammer. Ahmed et al. [10] proposed a learning-based jamming attack detection by introducing the
learning and attacking phase in attack detection with energy constraint. Mustafa et al. [11] authors presented a
centralized Availability History Vectors based algorithm to select fault-independent routing paths, and a
distributed routing protocol for the effective overcoming of jamming attack impact. D’Oro et al. [12] proposed
a performance-aware online greedy algorithm and problem decomposition method to provide low-complexity
cooperative power control and user scheduling problem under minimum quality-of-service requirements for
jamming attack. Zhang et al. [13] proposed a jamming-resilient secure neighbor discovery scheme for mobile
ad-hoc networks (MANETS) based on direct sequence spread spectrum and random spread-code pre-
distribution. It enables neighboring nodes to securely recognize each other even in the presence of jamming
nodes. Wang et al. [14], the two-player asymmetric zero-sum game based jamming attack prevention has been
proposed. D'Oro et al. [15] proposed a game-theoretic model for the interactions of a jammer and a
communication node that exploits a timing channel to increase resilience to jamming attacks.

Various evolutionary and swarm intelligence optimization algorithms have been proposed to solve
real-world problems. Meta heuristic algorithms are inspired by the nature or behavior of animals in daily life.
The examples of such methods are ant colony optimization (ACO) [16], [17], bat algorithm [18], and particle
swarm optimization (PSO) [19], [20]. The hybrid optimization algorithms are proposed by combining genetic
algorithms (GA) and PSO to solve the optimization problems [21], [22]. Hu et al. [23] gave three ACO
algorithms namely the ant system (AS), ant colony system and enhanced AS along with their usage in the WSN
routing process Chicken swarm optimization (CSO) is bio-inspired meta heuristic optimization algorithm
proposed by Chen et al. [24]. The algorithm mimics the hierarchal order of a chicken swarm and the behaviors
of its individual’s chickens. Hafez et al. [25] proposed an | triangular mutation based on PSO with attack
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detection ADOV techniques for attack detection in a network. It is used as a PSO to maintain the average data
packet drop ratio in particular for overall network. Tague et al. [26] applied an elephant herd optimization
(EHO) algorithm for network intrusion detection. In order to increase the accuracy of attack detection, EHO
based feature selection is used to delete irrelevant feature data. Punal et al. [27] used the chicken swarm
optimization technique for feature selection in data mining applications. Chiang and Hu [28] used an artificial
bee colony algorithm and or-opt algorithm to identify the best effort routing path in terms of attacker free and
increased lifetime.

3. BIOLOGICAL BEHAVIOR OF HEN’S MATERNAL CARE

Being precocial classes, hatchlings are free to move and feed in independence shortly after hatching.
The chicks are hatched by artificial incubation in large groups, without a mother hen and these kinds of
characteristics are consumed for profitable egg and meat production. Though at the stage of this precocial,
motherly contact ranges for 5-12 weeks indeed [29]. At this stage, the provision of protective care strongly and
fruitfully impacts the social growth of chicks. An artificial nurturing of hatchlings may lead to hostile and long-
living welfare concerns of the chicks.

3.1. Role of maternal care

Mother hens have an important part in directing their chick’s behaviour and have an ability to
safeguard their chick’s reaction to stressors. A mother hen is a key to directing the chick’s behaviour and
allowing chicks to improve food partialities. With the rearing of a mother hen, the chicks are minimum fearful
and show a superior level of behavioral synchronization than the chicks reared artificially.

3.2. Flow of hen’s maternal care
— Imprinting
— Communication between mother and chick
— Teaching
— Behavioral synchronization
— Mediating the chicks fear and stress response
These are the steps in which hens cared for their chicks, to increase the knowledge and the safety of
its chicks. On considering the safety of chicks, the mother hen follows some procedure for the prevention and
alertness of chick. Some of the behaviors of hen towards its chicks are given below:

3.3. Pre-hatching communication

Even before the day of hatching of the egg, mother hen and the chick started to pass on information.
If the chick gives out calls for help, the mother hen voices or moves near to the shell. Only after observing
these moves of its mother, an unhatched or unborn chick become silent or else it starts to give out pleasure
calls. After hatching, the bird may easily identify its mother hen due to these voices given before hatching.

3.4. Maternal attraction and alarm calls

The mother hen uses attraction or alarm calls to instill various vocalizations to the chick for its
instructions [30]. In order to interconnect its chicks and help to maintain the family unit, it employs three
various calls like roosting calls, maternal cluck calls and feeding calls, which are the primary ways of maternal
vocalization [31]. The roosting calls are the calls that are classified by long humming sounds with rhythm, are
used to charm the chicks to rest under their mother at night time. The maternal cluck calls are employed by the
mother hen which attracts and maintains the family as a unit. It is slow and rhythmic in nature. The mother hen
repeats these behaviors for the whole day to habituate the chicks, but this increases the anxiety of chicks. Due
to its higher volume and frequency, the alarm calls are very much distinguished by the attraction calls [32].
Alarm calls are distinct for both aerial and ground predators, which helps the chick to prevent itself from some
dangerous predators. Neither type of alarm calls has been shown to increase the memory formation in the
chicks, unlike the attraction calls [33]-[36].

3.5. Maternal feeding behavior

The mother hen produces a shrill swift vocalization specifically along with pecking behavior, when it
finds a food stuff. This peculiar pecking behavior of mother hen helps the little chicks by hastening them to
feed on food, because the chicks tend to peck at eatable and non-eatable items by mistake. Any how by this
behavior the chicks consequently learn by trial-and-error method. By creating the chick’s pecking and
attraction towards the hen, the maternal feeding makes easy of gaining adaptive seeking skills and also the
knowledge of palatability to the chicks.

Hen maternal care inspired optimization framework for attack detection ... (Narmadha Ganesamoorthy)
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The maternal hen calls consisted of five specific vocalizations that are differed in terms of biological
meaning and rhythmic quality: (a) a food call, (b) a follow-me call, (c) a roosting call, (d) a fear call, and (e) a
predator call. Characteristics of the calls are summarized in Table 1.

Table 1. Characteristics of five maternal hen calls
Characteristics of five maternal hen calls
Food call  Follow call Roosting call  Predator call  Fear call

Attraction Y Y Y N N
Alarm N N N Y Y
Cyclic rhythm Y Y N Y N
Food related Y N N N N

4. PROPOSED HMCO ALGORITHM

In this paper, by using this HMCO optimization. It is easy to identify the different jamming attacks in
SDG. The proposed method considers various metrics like packet delivery ratio (PDR) and received signal
strength (RSSI) for the effective measurement and identification of jamming.

4.1. Hen care optimizer

There are many optimization techniques proposed so far, many of them are motivated by hunting and
search behaviours. To the best of our knowledge, however, there is no technique in the literature that explains
maternal care of hens to their baby chickens. This inspires our attempt to mathematically model the social
behavior of mother hen for caring chickens, proposes a new algorithm inspired by a hen, and investigates its
abilities in solving benchmark and real engineering problems.

Now, we can summarize the characteristics of hen’s caring so as to develop the hen inspired
algorithms. Now, we use the following rules:

— Hen’s vocal volume intensity works as a function of distance from predators to chickens. The hen’s volume
intensity increases when the predator to chick distance decreases. Conversely, the volume intensity
decreases when the predator to chick’s distance increases.

— An observing factor (K) of hen is directly proportional to the distance between hen to chicks.

— The volume intensity is (1) affected by the landscape of the objective function. For optimization problems,
and intensity can simply be proportional to the volume of an objective function.

The overall objective of hen’s care is to find the best volume intensity level to maintain all the chickens in a

particular boundary (by alarm call) and keep away the predators at a particular distance from chicks. Based on

the above rules, the basic step for HMCO Algorithm 1 is summarized as the pseudo-code.

Algorithm 1. The basic step for HMCO algorithm is summarized as the pseudo-code
Objective function f(X) X = (X1 .. Xa) T

Generate initial population of chicks Xi; where 1 = (1,2, .., n)
Volume (Alarm call) intensity I:i at Xi is determined by f (Xi)
Define sound absorption coefficient vy

While (t < max generation)

For each chick

Update the predator and chick positions

Observing factor varies with the distance as exponential function
Update new volume intensity

End For

T=t + 1

end While

Return Ii

4.2. Observation factor
In the simplest form, volume intensity | (d) varies according to the distance between hen to chick and
distance between predators to chick. For a given medium, absorption co-efficient Y, and volume intensity
varies with distance (d). The combined effect of distance and absorption is approximated as gaussian form.
I(d) = loe"d? + d?) (1)

or

I(d) = lpeT (41-d2) )
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observing factor K of mother hen is given as;
K(d) = Ko eY(@i-d2)

where Ky is observation factor at d, = 0
ds is the distance between hen to predator
d. is the distance between hen to chick

4.3. Movement of chicks
The distance between any chick and mother hen at X; and Xy is a cartesian distance. rij = || Xi — Xm ||.
The movement of chick ‘i' is to mother hen is determined by,

Xi = Xi + Koe Y@= + o (r — 1/2) 3)

where the second term due to observation factor at this term r is randomization. Where r is a random number
with uniform distribution in [0,1].

5. SIMULATION RESULTS

Our proposed work detects jamming attack based on the parameters of packet delivery ratio and signal
strength variation. Signal strength variation is denoted as (AS) and it is taken in dB. i.e., (4S) = SSobserved-
Ssnetwork, where SSobserved is signal strength variation in the presence of attack and Ssnetwork is the signal
strength without any jamming attack.

In the channel, the jamming pulse generates gaussian noise that can appear numerous times.
In order to find the jamming attack N samples of channel’s received energy s (t) are collected.
Then, consecutive samples like s (K), s (k-1), s (k-N+1) taken to find jamming attack by using the (4),

yk=g—N+ 160)?

In the (4), T(K) represents the average jamming pulse used to find out jamming attack by comparing
with the threshold value 6. In order to avoid false detection, rate the threshold 6 is calculated carefully. The
factors collected by the detector in a given sample window of time for detecting the jamming attack and its
types are as follows: (1) packet delivery ratio, (2) network allocation vector (NAV) of each packet transmission,
(3) signal strength variation (AS), and (4) pulse width (PW) value (the time for which (4S) is greater than (T)
threshold value).

By using MATLAB simulation, a network of 250*250m? is created with random deployment.
The performance of the proposed method analyzed the parameters of end-to-end delay, packet delivery ratio,
detection ratio and false-positive probability. The detection ratio of a method is defined as the ratio of the
number of correctly recognized jammer nodes. The false-positive probability of the method defined the ratio
of the misidentified nodes overall jammer nodes.

The performance of our proposed HMCO detection method is analyzed and compared with the
conventional algorithms of ACO and PSO. We created the four types of jammers in the network: Constant
jammer, deceptive jammer, random jammer and reactive jammer. The performance of delay, detection rate is
analyzed and plotted for a varying jamming node or jamming ratio.

Form Figures 2 and 3 observed that as the jammers increase the throughput and the packet delivery
ratio decreases while the delay increases. When compared to PSO and ACO optimization, the proposed method
shows a higher delivery ratio and reduced end to end delay. Figures 4 and 5 shows the detection rate and the
false positive probability for corresponding jammer insertion. The proposed method shows a higher detection
rate and lowers false positive probability because of solving the objective function. It is practically verified
that when compared to the other two algorithms, the HMCO optimization provides better results in terms of
all parameters.
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In this work, a novel method to detect a jamming attack in a wireless smart grid network using hen

maternal care optimization is presented. The HMCO algorithm mimics the care shown by hen for its children
naturally. By using this HMCO optimization, it is effective to identify the jamming attacks in SDG.
The performance of our proposed HMCO detection method is analyzed with the parameters of detection rate,
false positive probability, delay and packet delivery ratio. Our method shows greater performance among other
standard algorithms such as PSO and ACO.
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