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Rapid fintech adoption across the world is so ubiquitous. To facilitate more
adoption in Nigeria, recently the Central Bank of Nigeria (CBN) introduced
several policies that support cashless banking. Nowadays, Nigerian banks
users could perform most of their daily transactions from any desired
location using mobile banking applications. In the literature, there are
insufficient studies that comprehensively evaluate the security strength or
risks of these applications. Generally, insecure mobile banking applications
could lead to financial fraud, violations of privacy, identity theft and eroded
user confidence. Considering the situation, there is need to conduct research
which comprehensively assess security of the applications. Consequently, in
this paper we analyzed and evaluated the security of identified popular
mobile banking applications in Nigeria. We conducted the analysis work
using automated and manual static analysis methods. Then, we evaluated the
security of the applications using multi-criteria decision-making technique.

Our results revealed that most of the applications have several security
challenges in form of vulnerabilities and insecure coding practices. Hence,
our findings have shown the applications need further improvements for
better security and safety.
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1. INTRODUCTION

As fintech is becoming more famous across the globe, many users increasingly adopt mobile
banking applications. Indeed, the advent of mobile banking applications has revolutionized the way
individuals manage their finances, providing unprecedented convenience, accessibility, and efficiency. Banks
usually make their applications available for their customers to download mostly through the popular app
stores such as Google Play Store or Apple Store [1], [2]. As of 2023, over 40 million Nigerians actively use
mobile banking, with huge financial transactions volume annually [3], [4]. This rapid adoption reflects a
growing trust in the convenience and efficiency of these platforms. However, this trust cannot be taken for
granted, because the potential consequences of security breaches in mobile banking are severe, ranging from
financial losses and identity theft to eroded public confidence and economic instability.

Existing researches from both industries and academia like [5], [6] revealed that most of the mobile
banking applications have a lot of security vulnerabilities such as improper permission, data leakage, insecure
end-to-end communications, use of insufficient cryptographic protocols and possible code tempering. Open
web application security project (OWASP) [7] and common weakness enumerations (CWE) [8] periodically
release lists of top mobile applications security vulnerabilities. The lists enable security experts and
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researchers determine the areas of high security concerns in the mobile applications. Static and dynamic
analysis methods are usually used to determine the presence or absence of the security vulnerabilities in the
applications. Wang et al. [9], static analysis involves analyzing the source code to determine the correctness
of the security controls implementation. It is usually conducted without executing the applications. Such
analysis could be conducted manually or using some automated tools. Whereas dynamic analysis focuses
mainly on executing the application and examining its behaviors while running. Literature on mobile banking
applications security researches revealed the presence of many security vulnerabilities and insecure code
practices. For instance, researches such as [10]-[12] revealed several security vulnerabilities related to mobile
banking applications in Slovakia, Brazil, and Canada respectively. This creates the need for conducting
similar research in Nigeria, to fill in the research gap, as one of the countries where usage of mobile banking
upsurges. Nigerians have swiftly transitioned from traditional banking methods to the seamless, user-friendly
interfaces of mobile banking applications. However, there is no study that technically assesses the security of
the mobile banking applications in Nigeria despite the facts from Nigeria Inter-Bank Settlement System Plc
(NIBSS) [13] that mobile banking is the largest financial fraud channel in the Nigerian banking sector.
Nonetheless, there are related analysis of Nigerian mobile banking applications [14] and assessing e-banking
platforms security mechanisms [15], but both studies are questionnaire-based rather than technical
assessments. Orjiude and Yinka-Banjo [16] assessed some financially related applications but their work
included only two among the twenty-four commercial banks officially available in the Central Bank of
Nigeria (CBN) [17]. Such kind of studies cannot directly reveal most of the security vulnerabilities in mobile
banking applications in Nigeria. Looking at the situation, there is a need to technically analyze the currently
used mobile banking applications to comprehensively evaluate their security based on global standard
practices. This paper aims at exploring the security landscape of mobile banking in Nigeria, by analyzing and
evaluating the security of the most popular ones among the applications. The objectives are: (1) to determine
the most popular mobile banking apps in Nigeria, (2) to identify their strengths and weaknesses using a
combination of automated and manual static code analysis, (3) to evaluate and assess the security strengths of
the analyzed applications, (4) to provide suitable recommendations for improving the security posture of
mobile banking applications in Nigeria.

2. RESEARCH METHOD

In this section, we discuss the methods followed to achieve the mentioned objectives of this paper.
To accomplish the first objective, we developed popularity rating process that determines the most popular
mobile applications among the ones used in Nigeria. For our second objective, we adopted the use of
automated static analysis followed by manual static analysis to find out the security vulnerabilities in the
selected applications. Then, we applied multicriteria decision making for security assessment and evaluation.
Figure 1 depicts the architecture of our methodology step-by-step. Lastly, towards the end of the paper, we
provide suitable recommendations that could improve the security of the mobile banking applications.

Auvtomated Analysis
Static Analysis
:

Figure 1. Research methodology architecture

2.1. Popularity rating process

To identify popular mobile banking applications in Nigeria, we obtained the list of commercial
banks in the country from the website of CBN [17] (as of 2" January 2023), containing 24 banks as listed in
Table 1. Then, we visited the website of each bank in the table and searched a link to Google Play Store for
downloading the android mobile banking application of the corresponding bank. We considered android
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platform due to its high dominance of 86.6% [18] in Nigerian smartphones market. Subsequently, having this

high percentage indicated most of the mobile banking applications in Nigeria are android based. Thus,

Google Play Store is the most recognized official source for downloading the original applications. Then, we

visited the link and recorded the following information about each application: (i) date of our visit to the link,

(i) version of the application, (iii) number of downloads, (iv) application rating, and (v) last update time of

the application. Based on these data, we selected only the applications that satisfied these two requirements:

a. Number of downloads must be at least 500,000: considering our objective of analysing the security of the
most popular mobile banking applications in Nigeria, we set a criterion requiring a minimum of 500,000
downloads on the Google Play Store. This threshold is an indicative of a substantial user base, implying
that the security robustness or vulnerabilities of the application could potentially impact a significant
number of users.

b. Application rating of at least 3*: acknowledging Google Play Store’s rating system, which gauges user
satisfaction on a scale from 1* to 5*, with 3* considered as an average rating, we include only
applications having a minimum rating of 3*. This ensures that the selected applications have at least an
average level of user satisfaction, aligning with our commitment to evaluating widely accepted and user-
approved mobile banking platforms.

At the end of the selection process, only twelve (12 out of 24) mobile bank applications satisfied the
stated requirements. We provided the details of the applications that fulfilled the mentioned requirements in
Table 2. However, for the privacy purposes and to avoid sensitive information leakage about the banks, we
represented the names of the selected applications with identifiers as Appl, App2, ..., Appl2.

Table 1. List of commercial Banks in Nigeria

Name of Bank Name of Bank Name of Bank Name of Bank
1. Access Bank Plc 7. Globus Bank Limited 13. Premium Trust Bank 19. Titan Trust Bank Ltd
2. Citibank Nigeria Limited 8. Guarantee Trust Bank Plc 14. Providus Bank 20. Union Bank of Nigeria
Plc
3. Ecobank Nigeria Plc 9. Heritage Banking Company 15. Stanbic IBTC Bank Plc 21. United Bank of Africa
Ltd Plc
4. Fidelity Bank Plc 10. Keystone Bank Limited 16. Standard Chartered Bank  22. Unity Bank Plc
Nigeria Ltd
5. First Bank Nigeria Limited 11. Parallex Bank Ltd 17. Sterling Bank Plc 23. Wema Bank Plc
6. First City Monument Bank 12. Polaris Bank Plc 18. SunTrust Bank Nigeria 24. Zenith Bank Plc
Plc Ltd

Table 2. Selected mobile bank applications
App Date of download ~ Version  Number of downloads Rating Last update

Appl 02/02/2023 2.6.1 1,000,000+ 4.5*  27/09/2022
App2 03/02/2023 43.0 5,000,000+ 3.1*  31/07/2022
App3 03/02/2023 2.0.14 1,000,000+ 3.5*  27/01/2023
App4 02/02/2023 4.3.61 1,000,000+ 3.9 29/05/2022
App5 05/02/2023 293 5,000,000+ 3.6  08/12/2022
Appb6 03/02/2023 4.4.4 5,000,000+ 4.2*  14/02/2020
App7 04/02/2023 2.408 1,000,000+ 3.4*  19/01/2023
App8 07/02/2023 2.1.0.14.9.0 5,00,000+ 3.7%  11/11/2022
App9 06/02/2023 4.2.5 1,000,000+ 4.0*  25/11/2022
App10 03/02/2023 2.2.044 1,000,000+ 3.4*  11/01/2023
Appll 08/02/2023 2.0.3 1,000,000+ 3.3*  20/07/2022
Appl2 04/02/2023 2.16.8 5,000,000+ 3.4*  23/10/2021

2.2. Security analysis method

As we can see in Figure 1, our security analysis process comprises of two phases: automated and
manual static analysis methods. In the subsequent subsections, we discuss the methods followed for the
automated and manual static analysis of the selected applications. In the phase 1, each of the selected
applications firstly undergoes automated static which automatically generates security analysis report for that
application. In the second phase, based on the report generated, we manually investigate the source code for
that application to determine actual vulnerabilities, insecure coding or good security practices.

2.2.1. Automated static analysis

At this stage, we conducted automated static analysis of the individual mobile banking application.
We used the widely recognized open-source mobile security framework (MobSF) tool provided in [19] which
was commonly used in the related works [20]-[22]. MobSF tool facilitates an automated analysis and

Int J Inf & Commun Technol, Vol. 13, No. 3, December 2024: 354-361



Int J Inf & Commun Technol ISSN: 2252-8776 O 357

subsequent report generation for each selected application. The report includes application permission
analysis and code analysis. The tool examines the source code of the given application to identify any
possible security vulnerabilities, insecure coding practices and good coding practices. Then the generated
report gave us insights into the areas we should concentrate for the manual static analysis of the applications
in the next stage.

2.2.2. Static analysis

In this phase, a step-by-step manual analysis was undertaken, guided by the code analysis report
generated during the automated static analysis stage. Then, the source code of the applications was manually
investigated to ascertain the presence or absence of vulnerabilities, insecure coding or good security practices
previously identified in the automated analysis report. Our analysis considered only the security
vulnerabilities or coding practices that we manually identified in this phase. This rigorous analysis served as
a formalized process for the in-depth evaluation of the security posture of the selected mobile banking
applications.

2.2.3. Security assessment and evaluation

In this paper, we set the determined vulnerabilities, insecure coding practices, and good coding
practices as the security parameters for assessing the selected mobile banking application. Our assessment
focused exclusively on those vulnerabilities, insecure code practices, and good coding practices identified
through the manual static analysis. Vulnerabilities that were absent in the manual static analysis were
excluded as false positives. To conduct the security evaluation, we employed a multi-criteria decision
technique derived from literature [10]. This approach is widely recognized and utilized in related financial
and banking evaluation studies such as [10], [23]. The approach involves the assessment and selection of the
optimal option from a given set based on multiple parameters as specified in [24].

In this work, we assigned identifiers (P1, P2, ..., P21) to the vulnerabilities, insecure coding, and good
coding practices, treating them as individual parameters. Then, we mapped each parameter to a binary scale
of {0,1}. The parameters are classified into either dangerous or good as in [20], [25], [26]. Specifically,
vulnerabilities and insecure coding practices are classified as dangerous parameters, while good coding
practices are classified as good parameters. For each application, we assigned a value (h;) of 0 to a dangerous
parameter if our manual static analysis confirmed its presence; and a value of 1 if it was determined to be
absent or identified as a false positive. On the other hand, we assigned a value of 1 to a good parameter if its
presence was confirmed, and 0 otherwise. We describe the parameters, and their classes in Table 3.

Table 3. Security parameters and their categories

Security parameter (P;) and its description Description of Pi Parameter type

P;- Application accesses the approximate location of the Dangerous

android.permission.ACCESS_COARSE_LOCATION user (device) through mobile data or Wi-Fi

P,- android.permission.ACCESS_FINE_LOCATION Application accesses the exact location of the user Dangerous
(device) through mobile data, Wi-Fi or GPS

P - android.permission.CALL_PHONE Application can launch a phone call without user Dangerous
dialing.

P, - android.permission.CAMERA (Dangerous): Application accesses to the device camera Dangerous

Ps - android.permission.READ_CONTACTS Application to directly reads user’s contacts Dangerous

Ps - Application can read data from external storage like an Dangerous

android.permission.READ_EXTERNAL_STORAGE SD card or connected device

P;- android.permission.READ_PHONE_STATE Application can read phone state Dangerous

Ps - android.permission.RECORD_AUDIO Application can record audio from the user Dangerous

Py - android.permission.WRITE_CONTACTS Application can write data in the user’s contact Dangerous

P1o - Application can write data on external storage like SD Dangerous

android.permission.WRITE_EXTERNAL_STORAGE  card or connected device

P11 - com.google.android.c2dm.permission.RECEIVE Application can accept cloud-to-device messages that Good
are sent by the application services

P, - android.permission.GET_ACCOUNTS Application can access to the user accounts on the Dangerous
device

P13 - MD5 (Message digest 5) Weak hash function Dangerous

P14 - SHA-1 (Secure hash algortihm 1) Weak hash function. Dangerous

P15 - Using CBC with PKCS5/PKCS7 padding Vulnerable to padding oracle attacks Dangerous

P16 - Using SSL certificate pinning Application detects or prevents MITM attacks in secure Good
communication channel

P17 - Using insecure random number generator Non-cryptographically generator Dangerous

P1s - App has root detection capabilities Application can detect rooted device Good

P1g — Super user request Application can request root (Super User) privileges Dangerous

P, — Remote WebView debug Remote WebView debugging is enabled in the app Dangerous

P21 — App uses electronic code book (ECB) encryption  Very weak encryption mode Dangerous

mode
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In this evaluation process, we adopted the multi-criteria decision-making technique from [10].
Based on this technique, we calculated the weight of individual parameter wp; using the formula in our (1)
where the value Vp; stands as the variation of the parameter i which is calculated as Vp; = % o; is the standard

13

deviation of the P; and k; the arithmetic average value for that Pi. Then, the security coefficient S; was
calculated as the sum of the products of weights and individual parameter values h; for a given application
using (2). Based on the outcomes of these computations, we ranked the mobile banking applications
according to their respective values of Se.

— _Vpi .

Wei = o7, fori=12,.,21 M
21 i

Se= Doy Wri* iy, forj=1,2,..,21 @

3. RESULTS AND DISCUSSION

In this section, we present the results of our analysis based on the specified methodology. We then
followed by the discussion of the assessment and evaluation of the outcomes. Lastly, we provided suitable
recommendations for enhancing the security of the applications.

After applying in (1) and (2) to our data in the analysis stage, we present in Table 4 the computation
of security coefficients Sc. In these results, high S¢ indicates stronger security. The outcomes reveal varying
security levels among the analyzed applications. Our evaluations provide a comparative ranking of the
applications based on their respective S, as illustrated in Figure 2. Observing the results, App6 emerges with
the highest S¢ value (0.3760) followed by App4 (0.3131), App8 (0.2846), App3 (0.2808), App7 (0.2680),
Appll (0.2503), App9 (0.2443), Appl2 (0.2199), App5 (0.1842), Appl (0.1233), App2 (0.0982), and lastly
App10 (0.0938). Notably, App6, among the most popular mobile banking applications with over 5,000,000
downloads on the Google Play Store has the highest security mechanisms according to our findings.
Conversely, App10, with more than 1,000,000 downloads, ranks the lowest in our security level assessments.

Table 4. Computed security coefficients of apps

App no.

1 2 3 4 5 6 7 8 9 10 11 12

wP; * hy; 0 0 0.0514  0.0514 0 0 0.0514 0 0 0 0 0

0 0 0.0514  0.0514 0 0 0.0514 0 0 0 0 0
0.021 0 0 0.021 0 0.021 0.021 0.021 0.021 0.021 0 0.021

0 0 0 0 0.0984 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0.0984 0

0 0 0 0 0 0.0984 0 0 0 0 0 0
0.0251 0 0.0251  0.0251 0 0 0.0251 0.0251 0.0251 0 0 0.0251

0 0.021 0.021 0.021 0 0.021 0 0.021 0.021 0.021 0.021 0
0 0 0.0251  0.0251 0.0251 0 0 0.0251 0.0251 0 0.0251 0.0251

0 0 0 0.0663 0 0 0 0 0.0663 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0
0.0251 0.0251  0.0251 0 0 0 0.0251 0 0.0251 0 0.0251 0.0251

0 0 0 0 0 0.0984 0 0 0 0 0 0
0 0 0 0 0 0 0.0419 0.0419 0 0 0.0419 0.0419

0 0 0 0 0 0 0 0.0984 0 0 0 0
0.0133 0.0133  0.0133  0.0133 0.0133 0 0.0133 0.0133 0.0133 0.0133 0 0.0133

0 0 0 0 0 0.0984 0 0 0 0 0 0
0 0 0.0296  0.0296 0.0296 0 0 0 0.0296  0.0296 0 0.0296
0.021 0.021 0.021 0 0 0.021 0.021 0.021 0 0 0.021 0.021
0.0089 0.0089  0.0089 0 0.0089  0.0089 0.0089 0.0089 0.0089 0.0089 0.0089 0.0089
0.0089 0.0089 0.0089  0.0089 0.0089  0.0089 0.0089 0.0089 0.0089 0 0.0089  0.0089
S 0.1233 0.0982 0.2808  0.3131 0.1842  0.376 0.268 0.2846 0.2443 0.0938 0.2503  0.2199

Considering the mean value (0.2280) of the security coefficient S, it is evidently clear from Figure 2
that slightly more than half of the analyzed applications, including App6, App4, App8, App7, Appll, and
App9 are above average security in the ranking. Meanwhile, the remaining applications comprising App12,
App5, Appl, App2, and Appl0 are below average security in the rank. Looking at the possible impacts of the
Security to the applications’ users, the total downloads count (17,000,000+) of the below average security
applications is much higher than for those above average security totaling 10,500,000+ as presented in
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Figure 3. Our findings indicate a larger user base utilizing less secure applications, exposing them to higher
security risks. Consequently, we recommend exploring measures to enhance the security posture of the
applications with lower security rankings, thereby mitigating potential risks for a substantial user base.

Figure 2. Security ranking of mobile banking applications

Figure 3. Security impacts on users of the applications

We recommend that developers should stay well-informed of the latest best security practices
regularly released by the android developer platforms [26]. These practices offer standardized guidelines for
developing highly secure applications. Additionally, developers can benefit from periodically updated
resources provided by the OWASP and CWE, which publishes lists of dangerous vulnerabilities and their
corresponding mitigations. These resources serve as valuable guides for developers to systematically reduce
security risks in their applications.

In addressing vulnerabilities specifically identified in our work, it is clear from our analysis section
that 61.1% i.e. (P1, Py, ..., P10, P12) of the discovered dangerous parameters are permission-requests related.
While the use of weak cryptographic functions (Pis, P14, Pis, P17, P21) covers 27.8% of the dangerous
parameters followed by others (Pis, P2g) 11.1%. Thus, to improve the security of these mobile banking
applications, we recommend the following measures:

— Prudent permission requests: developers should ensure that applications request only the necessary and
essential permissions from the user’s device. This practice limits potential vulnerabilities arising from
unnecessary access permissions and enhances the overall security posture.

— Using secure cryptographic functions: developers should adopt strong and secure up-to-date
cryptographic functions in their applications.

— Timely patching and updates: application providers should be vigilant in promptly addressing and
mitigating vulnerabilities by releasing patches and updates. Keeping applications up to date is crucial in
fortifying defenses against newly discovered security risks.

By adhering to the above recommendations and implementing the suggested best practices, developers can

significantly improve the security of mobile banking applications, providing users with a more secure digital

banking experience.
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4. CONCLUSION

In this work, we analyze and evaluate the security posture of popular mobile banking applications in
Nigeria. The selection of these applications was guided by specific criteria, emphasizing their popularity to
put emphasis on the potential impacts of any security vulnerabilities. Employing a combination of automated
and manual static analysis methods, we studied the selected applications, uncovering various vulnerabilities
and insecure coding practices. Leveraging the outcomes of our analysis, we proceeded to evaluate and rank
the security levels of these applications, classifying them into above-average and below-average security
categories. Our findings reveal a concerning trend, indicating that a substantial number of users of mobile
banking applications face heightened security risks. This conclusion is drawn from the observation that the
download counts of applications falling within the below-average security category significantly outnumber
those in the above-average category. This emphasizes the critical need for heightened security measures and
proactive strategies to mitigate risks, ensuring a safer digital banking environment Nigerians. Provide a
statement that what is expected, as stated in the “INTRODUCTION” section can ultimately result in
“RESULTS AND DISCUSSION” section, so there is compatibility. Moreover, it can also be added the
prospect of the development of research results and application prospects of further studies into the next
(based on result and discussion).
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