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The internet of things (10T) has emerged as a prominent area of scrutiny. It
is being deployed in multiple applications like smart homes, smart
agriculture, intelligent surveillance systems, and even innovative industries.
Security is a significant issue that needs to be addressed in low-power loT
networks. This paper aims to describe symmetrical lightweight
cryptographic algorithms (SLCAs) for lightweight 10T networks. The article
focuses on discussing the principal difficulties of using cryptography in
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1. INTRODUCTION

The internet of things (1oT) has emerged as a prominent area of scrutiny due to its many potential
uses in areas like transportation, industry 4.0, homes, offices, healthcare, farms, malls, and surveillance.
10T refers to a network of interconnected, individually identifiable items that can communicate and gather
data over the Internet, whether it involves human contact or not [1]. One of the essential components of an
IoT system, application, or solution is 10T devices. l0T devices are divided into two categories, i.e.,
conventional 10T devices (which are rich in resources) and light-weight 10T devices (LWID) (which are
resource-constrained), as shown in Figure 1.

Over the last few decades, there has been an intensification in demand for 10T applications that use
resource-constrained nodes. This rise in the number of connected LWIDs on diverse platforms gives birth to
multiple unprecedented security threats in 10T networks [2]. So, cybersecurity is a significant issue of
concern for LWID that requires regular system updates, privacy and regulation standards, availability,
confidentiality, data integrity, authentication, and authorization, as shown in Figure 2 [3].

Cryptography refers to converting plain text into cipher text using specific algorithms. There are two
types of cryptographic algorithms: conventional algorithms (designed as per traditional 10T device
specifications) and lightweight cryptographic algorithms (LCAs). LCAs are explicitly intended for LWID-
based applications. LCAs are further categorized into symmetrical lightweight cryptographic algorithms
(SLCAs) and asymmetrical lightweight cryptographic algorithms (ALCAs). Both are based on the exchange
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of cipher keys between the transmitter and the receiver. This paper will mainly focus on the importance of
security in 10T networks and how SLCAs can address cybersecurity objectives in limited 10T devices. Our
study compares and evaluates different LCAs proposed in recent research. The study also describes the
challenges faced by the designers of lightweight 10T devices, including restricted processing power and
memory, power resources, and data security [4].
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Figure 2. Cybersecurity challenges in lightweight 10T

2. METHOD

This section reviews previous research articles on lightweight cryptography for loT devices.
The review includes articles discussing the problems associated with conventional cryptography in
lightweight 10T devices and proposing lightweight cryptography algorithms that can overcome these
problems. McKay et al. [2], challenges posed by 10T devices, the need for LCAs to secure such devices, and
the various parameters by which lightweight block ciphers are evaluated. The authors also described
measures to form a hybrid cryptosystem for securing 10T devices. Thakor et al. [5], have deliberated on the
importance of lightweight cryptography in minimizing new security threats imposed by 10T devices, which
are becoming more common in different platforms. It also compares the performance of proposed LCAsS,
specifically for lightweight block ciphers. Gupta and Kumar [6] discusses the need for security in
communication, particularly in solid encryption methodology for transmission, and the issues and possible
countermeasures in secure transmission for 1oT-enabled devices. Srinivas et al. [7], discuss the importance of
securing loT devices with lightweight cryptography algorithms. It emphasizes the limitations of traditional
cryptography algorithms for 10T devices with restricted processing power, memory, and battery life. LCAS
are designed to provide strong security while minimizing the computational and memory resources required
for implementation. Rajesh and Prabha [8] discusses securing data in the 10T ecosystem and proposes a
lightweight cryptographic solution using elliptic-curve cryptography (ECC). The paper systematically
surveys previous work and provides information on ECC, requirements, and solution architecture.
Goyal et al. [9], describe energy-efficient LCAs for loT devices, focusing on exploring algorithms that can
work within the constrained limits of these devices. The study presents the findings of the hardware
implementation of the cryptography algorithms PRESENT, AES, ECDH, DH, and rivest-shamir-adleman
(RSA), with each algorithm requiring different crypt-analysis techniques for “difficulty to break”
measurement. For a 128-bit key length, the temporal complexity of the suggested PRESENT algorithm’s
break attack is 2127. Table 1 summarizes previous works on SCAs with each algorithm’s structure, key size,
rounds, and weaknesses.
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The aforementioned articles provide a comparative evaluation of LCAs in 0T networks. This section mainly
explains how LCAs can optimize the performance of constrained IoT devices by overcoming the limitations
of traditional cryptography. The section concludes by emphasizing 10T integration and transmission of high
data securely through 10T devices, highlighting future research gaps that should be explored for optimal
utilization of lightweight cryptographic primitives. The rest of the paper is arranged as follows: the section 1
gives an overview of 10T and key challenges in implementing cryptography in lightweight 10T devices,
section 2 analyses prior research articles related to LCAs. Section 3 discusses the need for cryptography in
lightweight 10T networks. Section 4 discusses the types of LCAs. Finally, section 5 concludes the paper.

Table 1. Summary of previous works related to SCAs

Types of Structure Algorithm Keysize  Rounds Weakness
symmetric LCAs (in bits)
Stream ARX Salsa20 [10] 128,256 12o0r8 Relies on simple ARX operation
ChaCha [11] 128 64 No
Rabbit [12] 128 1 No
RC4[12] 1-256 It relies on XOR operation only.
LFSR A5/1 [1] 64 2% Prone to active and time-memory tradeoff
attack
LILI-128 [13] 128 - Prone to correlation and stream cipher
attacks
MICKEY 2.0 [14] 0-80 240 Problem in data communication and
sharing
NFSR Trivium [15] 64 1152 Prone to devastating attacks
Trivia-SC [16] 128 1000 Prone to cube attacks
Kreyvium [17] 128 872 Prone to distinguishing attack
FCSR F-FCSR [12] 80 - An attacker can quickly break the
keystream
Block SPN AES [18] 128 128 Prone to man-in-the-middle (MITM) and
side-channel attacks
PRESENT [19] 128 64 MITM and key-related attacks
GIFT [20] 64 28 Differential and square cryptanalysis
attacks
PRINCE [20] 128 64 Differential cryptanalysis attacks
FN DESL [21] 56 64
TEA [22] 128 64 Key related attacks
GFN CLEFIA [23] 128 128 Integral cryptanalysis attack
Piccolo [23] 80 64 Differential and linear cryptanalysis attack
ARX SPECK [24] 96 48 Blique attack
HIGHT [25] 128 64 Linear cryptanalysis attack
NFSR KATAN [26] 80 32 Key related and MITM
Halka [27] 64 80 -
Hybrid Block and Stream Hummingbird [18] 128 16 Key related attacks
Humminghbird-2 [18] 128 16 Key related attacks
PRESENT-GRP [28] 64 64 Multiple attacks

3.  WHY THERE IS ANEED FOR CRYPTOGRAPHY IN LIGHTWEIGHT IOT NETWORKS?

Most lightweight 10T devices have minimal network resources, so there is a need to protect the
information being transferred to/from these devices. So, cryptography is considered one of the most
straightforward techniques to protect information by converting it into cipher text using keys. However, in a
lightweight 10T network, the nature of 10T devices is constrained, which is why traditional cryptographic
algorithms do not apply to this network [2], [29]. Hence, LCAs are deployed in these networks. The three
primary features of LCAs are physical cost, performance, and security. LCAs also have each of these
characteristics further observed in terms of physical space occupied, memory demand and energy
consumption as implementation costs, processing power in terms of latency and through as performance
(speed), length of a block or key, and several attack models involving fault-injection and side-channel attacks
as a safeguard measure [30]. Table 2 shows all the characteristics a LCA must offer to protect the network.

Table 2. Characteristics of an LCA

Characteristics What does an LCA offer?
Physical (like energy consumption, memory, and area)  Generation of a small key with the most minor computational capability
Performance Best with low overheads
Security Strong Structure for mitigation of attacks
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4. TYPES OF LIGHTWEIGHT CRYPTOGRAPHY ALGORITHMS

An algorithm is considered “lightweight” if it requires less memory, has a more minor key, and
takes less time to execute than a conventional heavyweight algorithm [31]. Just like traditional encryption
methods, LCAs are generally divided into two categories: symmetric and asymmetric methods. The
algorithms that use the same key for encrypting and decrypting data are known as symmetric or private key
cryptographic algorithms. The cryptographic algorithms that work with two keys are asymmetric or public
key cryptographic algorithms [4], [32]. Figure 3 shows the structure-wise classification of LCAs.
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Figure 3. Structure-wise classification of lightweight cryptographic algorithms

4.1. Symmetrical lightweight cryptographic algorithms

In SLCAs, the sender and recipient share a unique key. By encrypting the communication using a
secret key, the sender creates a message that people cannot interpret. Conversely, the original text is found
outside the communication once the recipient decrypts it using the same secret key [3]. SLCA is a popular
choice for users because of its quick computation times, low algorithm complexity, and straightforward
computational procedures. However, asymmetric lightweight cryptography algorithms (ALCAS) are
preferred over SLCAs as they use public and private keys and are more secure in real-time applications.
SLCAs are less secure since they cannot achieve non-repudiation and authentication. SLCAs are divided into
stream, block, and hybrid cryptographic algorithms [33].

4.1.1. Stream cipher cryptographic algorithms (SCCASs)

The data are encrypted bit by bit using this kind of encryption. Diffusion and confusion features are
not accomplished because each encrypted bit is independent of the others. In this kind of cipher, the operators
are kept as basic as feasible in the encryption process. It includes algorithms based on structures like
addition-rotation-XOR (ARX), linear feedback shift registers (LFSR), nonlinear feedback shift register
(NFSR), and shift register with carry feedback (FCSR) [34], [35].

A. ARX-based SCCAs

To attain the necessary security strength, several contemporary stream ciphers are presented as
ARX-based algorithms, whose round function only requires the three hybrid operations of module addition
(), interword-rotation (>), and XOR (). ARX-based stream ciphers and the security analysis technique
are designed to protect lightweight 10T that has advanced structure. The ARX structure-based SSCAs include
ChaCha, Salsa20, Rabbit, and RC4 [12]. Salsa20 [10] and the ChaCha [11] family are closely associated and
focus on 32-bit ARX operation-based core hash functions. Salsa20 was the original cipher selected in the
eSTREAM software profile; ChaCha is a 2008 version that uses a new round function to boost diffusion.
Salsa20 and ChaCha function using an internal state comprising sixteen 4x4 matrixes of 32-bit words.
A 256-bit key (a 128-bit key can also be used with Salsa20), a 64-bit nonce, and a 64-bit counter map to the
keystream of 512-bit blocks. Whereas ARX-based Rabbit [12] is selected in the eSTREAM software profile,
up to 264 keystream blocks are generated using a 128-bit key and a 64-bit V. The internal state comprises
513 bits, eight 32-bit counters, eleven 32-bit state variables, and one counter-carry bit. One of the most often
used ARX-based SSCA is RC4 [12]. It’s also sometimes referred to as ARCFOUR or ARC4. This method
uses a stream independent of the plaintext and has a customizable key size ranging from 1 to 256 bytes.
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B. LFSR-based SCCAs

In LFSR structure-based algorithms, the driving part and nonlinear part are used in stream cipher
designing, where the nonlinear component is mainly used to cover the linear qualities of source sequences to
build keystreams with high nonlinearity, and the driving part is utilized to generate fundamental source
sequences with good properties, such the m-sequence [18]. This includes algorithms like A5/1, LILLI,
Mickey 2.0, Approximately 130 million GSM users in Europe use the encryption method A5/1 [1] to
safeguard their cellular voice and data communication privacy over the air. The generator’s starting state,
which yields 228 pseudorandom bits, is created for each frame by combining the 64-bit session key with a
22-bit publicly available frame counter. LILI-128 [13] was created for the NESSIE project and comprises
two subsystems for data production and clock control, each with two filter functions and two binary LFSRs
with lengths of 89 and 39 bits. Another LFSR-based hardware-focused eSTREAM-based algorithm is
MICKEY 2.0 [14]. It transfers a variable length IV (0 to 80 bits) and an 80-bit secret key to a keystream with
a maximum length of 240 bits. Two registers, each with a length of 100 bits, make up the generator.

C. NFSR-based SCCAs

NFSR-based stream ciphers use non-linear output and non-linear feedback to offer strong sequence
security and characteristics. Some NFSR structure-based algorithms are Trivium, TriviA-SC, and Kreyvium
[10]. Trivium [15] is part of the eSTREAM final portfolio, which produces up to 264 keystream bits using an
80-bit key and an 80-bit IV. Its internal state is 288 bits long. The stream cipher based on Trivium, which has
been updated to have a considerably bigger internal state, is called Trivia-SC [16]. Trivia-SC employs three
NFSRs with sizes of 132, 105, and 147 bits each and is loaded with a 128-bit key and 128-bit IV. Kreyvium
[17] is focused on compressing homomorphic ciphertexts efficiently, using five registers. Although the
128-bit top and bottom registers have been modified from Trivium, the three middle registers with lengths of
93, 84, and 111 bits are Trivium-corresponding.

D. FCSR-based SCCAs

Within this configuration, 2-adic rational numbers power the FCSR, an extra shift register.
After adding carries to the intrinsic nonlinearity from the quadratic transition function, the sequence formed
from an FCSR has the same acceptable statistical qualities as the LFSR sequence, such as equal distribution
of patterns, balancedness, and a known period. A linear filter can extract the keystream from the internal
state, as FCSR sequences are predictable by synthesizing techniques and hence not suitable for direct
output [12], [36].

4.1.2. Block cipher cryptographic algorithms

Block cipher cryptographic algorithms (BCCAs) perform encryption and decryption on a fixed-size
block (64 bits or more) simultaneously, while stream ciphers process the input parts bit by bit (or word by
word). Claude Shannon established two fundamental aspects of cryptography, confusion and dispersion, to
fortify the cipher. Diffusion employs permutation to distribute the plaintext’s statistical structure throughout
most of the ciphertext, and confusion uses substitution (S-box) to produce the most complex interaction
between the ciphertext and the key [28]. In contrast to the block cipher, which has a simpler architecture than
the stream cipher, the block cipher uses both confusion and diffusion properties. A stream cipher uses XOR
function(s) to encrypt data that can be readily decrypted back to its original form. In contrast, a block cipher
requires a complex encryption process to retrieve the original content. The BCCA includes algorithms based
on a structure like substitution permutation network (SPN), feistel network (FN), generalized feistel network
(GFN), ARX, and NFSR.

A. SPN-based BCCAs

SPN operates on plaintext blocks, applies a key, and then uses substitution boxes (S-boxes) and
permutation boxes (P-boxes) in many rounds. Bitwise rotation is commonly employed to accomplish the
operations, and the operation rounds introduce portions of the key [9]. It includes algorithms like AES,
PRESENT, GIFT, and PRINCE. An iconic example of an SPN-based algorithm is AES [18], which NIST
standardized. It operates on a 128-bit block with 128, 192, and 256-bit vital variants. The S-boxes and
P-boxes function in reverse. PRESENT [19] is another highly efficient SPN-based algorithm authorized by
ISO/IEC and works well with software and hardware. It uses 64-bit blocks on two fundamental variants:
80-bit and 128-bit keys. GIFT [20] was introduced at CHES-2017 as an enhanced version of the PRESENT.
It provides a more compact, lighter S-Box. With a more straightforward and faster critical schedule, fewer
rounds result in high throughput. The two GIFT versions are GIFT-128, a 40-round with a 128-bit block size,
and GIFT-64, a 28-round with a 64-bit block size. Both use a 128-bit key. PRINCE [20] algorithm is a
lightweight and hardware-efficient method that operates on a 64-bit input, utilizing a 128-bit critical
twelve times.
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B. FN-based BCCAs

The FN operates by dividing the input into two equal parts. One-half of the input will then be
subjected to diffusion at each round, with the two halves being switched at the start of each subsequent
round. Poschmann et al. [21] data encryption standard lightweight (DESL) is an FN-based BCCA that works
with a block size of 64 bits, a key size of 56 bits, and an equivalent number of rounds as DES. DESL differs
from DES because it uses a multiplexer and fewer S-boxes (eight to one). Israsena and Wongnamkum [22]
tiny encryption algorithm (TEA) is an FN-based algorithm that provides appropriate ciphers for low-cost,
small-sized, and computationally weak hardware. It does 32 rounds using a 128-bit key on a 64-bit input.

C. GFN-based BCCAs

GFN is an improved version of FN that divides the input into many sub-blocks. Feistel functions are
applied to each sub-block, followed by a proportionate cyclic shift. In that order, CLEFIA [23], a GFN-based
BCCA developed by Sony and authorized by NIST, provides a 128-bit block with 128, 192, or 256-bit keys
through 18, 22, and 26 rounds. Although relatively expensive, it exhibits excellent immunity against attacks
and high performance. Another GFN-based extremely light BCCA that works with very constrained
environmental devices (RFID and sensors) is Piccolo [23]. It uses two key sets, 80-bit and 128-bit,
respectively, to process 64-bit input and execute two iterations, 25 and 31.

D. ARX-based BCCAs

The NSA-designed SPECK [24] is a software-oriented ARX-based BCCA. The smallest hardware
implementation of SPECK has a 48-bit block and a 96-bit key. Another extremely lightweight ARX-based
BCCA is HIGHT [25] 64-bit data 32 times using a 128-bit key. It uses basic computing techniques to perform
compact round functions (no S-boxes). It utilizes 128-bit, 192-bit, and 256-bit keys to process 128-bit input
and carry out 24, 28, and 32 iterations.

E. NFSR-based BCCA’s

The NFSR structure can be used with stream and block ciphers. Its implementation is based on
stream cipher blocks, where the current state is derived from the previous one. The cipher family
KATAN/KTANTAN ([26] is an NFSR-based BCCA that uses the 80-bit key on several block sizes (32-bit,
48-bit, and 64-bit) via 254 rounds. These could be used with small-scale hardware, primarily sensor networks
and RFID tags. Halka [27] is another NFSR-based BCCA with suitable software and hardware performance.
To complete 24 iterations in this scheme, 64 bits of input and an 80-bit key are required.

4.1.3. Hybrid SCAs

Hybrid SCAs include a structure combining both block and stream cipher techniques. Hummingbird
[18] is an ultra-lightweight hybrid SCA that does 20 rounds using a 256-bit key and 16-bit input. It could
have been attacked multiple times. So, a 128-bit key accepts 64-bit input (the starting vector) in
Hummingbird-2 [18], which is intended for low-end microcontrollers. Both hardware and software platforms
exhibit good performance. Although it uses 4-bit microcontrollers, it performs better than the present and has
a few downsides. Since encryption (or decryption) relies on its stream characteristic, initialization is required
before 2; diverse encryption and decryption features make the whole version 70% heavier than the encryption
alone. Additionally, processing brief messages causes it to perform worse. PRESENT-GRP [28] is another
hybrid SCA that executes 31 iterations using a 64-bit input and a 128-bit key. In place of the permutation
table, the substitution-permutation approach from PRESENT is substituted with a group (GRP) operation for
additional confusing features.

4.2. Asymmetrical lightweight cryptographic algorithms

Secret key algorithms use different keys to decrypt ciphertext and encrypt plaintext. It has two keys:
a public key and a private key. Utilizing the public key allows the widely known sender text to be encrypted,
and the private key unlocks the recipient’s encrypted message. One of the primary benefits of asymmetric
ciphers is that they share distinct keys (public and private) in contrast to symmetric ciphers. It now has the
robustness of the first type. However, asymmetric encryption’s primary drawback is its excessive energy
consumption and slower speed than symmetric encryption. ECC and RSA are two well-known asymmetric
critical methods utilized in cloud computing [36].

5. CONCLUSION
This article discusses the challenges of implementing cryptography in lightweight 10T devices and
presents the concept of lightweight cryptography. It presents the idea of lightweight cryptography, a subset of
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conventional cryptography, which addresses traditional encryption issues with features such devices have,
like minimal memory and low processing power. The article focuses on SLCAs and their types based on
structure formation. Overall, the article highlights the importance of SLCAs for achieving cybersecurity
objectives for resource-constrained I0T devices.
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