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 E-commerce has become a rapidly expanding channel, leading to more  

e-commerce payment transactions and an increased threat for advanced 

fraudulent activities. New frauds include cross-channel attacks, adversarial 

behavior and synthetic identities, which are challenging to rule-based 

detection. In this paper, a deep learning framework for detecting e-payment 

fraud in real-time is proposed. The model integrates self-attention, 

explainable AI, class balancing using GANs, and a transformer-based 

architecture to enable transparent decision-making. The solution tackles 

major issues in fraud detection, such as class imbalance, evolving transaction 

trends, and the requirement for interpretability in compliance with 

regulations like the EU AI Act. Experiments on benchmark datasets 

demonstrate good results, with an accuracy of 99.82%, and an AUC-ROC of 

99.56%. Based on the results, the use of transformer-based models with the 

help of synthetic data generation and explainability can enhance the 

reliability and transparency of e-payment fraud detection systems. 
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1. INTRODUCTION 

The e-commerce domain is a part of the international economy and has revolutionized the way 

goods and services are purchased by people [1]. According to this growth, the electronic payment systems are 

now essential to conduct business online [2]. This extension has additionally grown the amount of exposure 

to fraud, particularly with payment systems that incorporate massive amounts of financial info on a daily 

basis [3]. According to a report by ITD and the National Retail Foundation, global e-commerce sales will 

keep rising, and by 2025, the total amount of sales is projected to hit more than $7.5 trillion and could hit 

over $9 trillion by 2027. Meanwhile, the loss from electronic payment fraud is estimated to reach around 

USD 48 billion globally by 2025 [4] and further escalate with the expansion of electronic payment in the 

coming years. The use of AI-driven services in e-commerce and the growing internet use and smartphone 

penetration have facilitated the expansion of the ecommerce market [5], [6]. The payment methods also 

expand with the use of credit/debit cards, digital wallets, deferred payments, cryptocurrency payments,  

and instant bank transfers [7]. These options make it easier for the user, but also provide more opportunities 

for an attacker to exploit a system. 

Cyber criminals are interested in the e-payment systems, due to the adoption of a fast, partially 

anonymous and unpredictable payment system, which is not easily verifiable in real-time [8], [9]. Stolen 
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cards and phishing attacks are not all of fraud. Some of the ongoing schemes are synthetic identity fraud, 

credential stuffing, mobile payment API attacks, and money laundering via cryptocurrency mixing services 

[10]. What are other impacts of these activities as well as a direct financial impact? Fraud has the potential to 

damage customer trust, harm the reputation of online platforms, and raise compliance concerns, especially in 

the context of the European Union AI Act, which places a greater emphasis on transparency and human 

oversight in financial decision-making processes [11]. 

Therefore, the prevention of fraud is a part of e-payment security [12]. While rule-based systems 

can still be effective, these are too static to be responsive to fraud scheme changes. While financial AI 

systems can be subject to a lot of false positives, may not be aware of the latest attack strategies, and may 

only explain a limited part of the decision [13]. These requirements are increasingly crucial in a regulatory 

environment. The EU AI Act (to be implemented from August 2024 and fully in force by August 2026) 

further strengthens the requirements to use AI in sensitive financial situations [14]. 

As fraud schemes become more complex, and change over time, deep learning can be an effective 

tool to combat this difficulty [15]. Transformer models can capture the long-term dependence between the 

sequence of transactions, and detect suspicious transactions that may not appear in the individual transactions 

[16]. Graph Neural Networks can model the relations between users, accounts, merchants, and transactions, 

and transactions, making them useful in detecting coordinated fraud [17]. Another method is federated 

learning, where any institution can train their own model without sharing the data about its customers [18]. 

Meanwhile, several techniques have emerged for gaining a better understanding of decisions used for fraud 

detection such as SHAP, LIME, and attention-based interpretation [19]. 

E-payment fraud in e-commerce is one area where deep learning can be applied for fraud detection. 

We have presented a model based on a transformer to learn transactions, a generative adversarial network to 

address class imbalance, and explainable AI to improve transparency and compliance. 

 

 

2. RELATED WORK  

Payment fraud is becoming increasingly popular, but still too difficult to detect [20].  

Recent research has focused on models based on deep learning that can learn transactions, deal with 

imbalanced data and explain the decisions made by the model. There are three directions of research in e-

payment fraud detection that are in particular need of attention: transformer-based architectures; models 

based on class imbalance and explainable AI. 

 

2.1.  Transformer-based architectures 

Financial fraud detection relies increasingly on transformer models because they can capture the 

dependence between transactions without the need of recurrent hidden states. These models analyze 

transaction data with a variety of aspects, such as transaction amount, timestamp, merchant type, and device 

information, to identify patterns of fraudulent activity [21]. 

Self-attention will place different weights on different features or transactions in order to predict 

fraud. Attention scores can also be used to assist in interpretation, displaying what portions of the transaction 

history caused the fraud detection. According to the EU AI Act for systems that influence users or require 

transparency [14], transformer-based models outperform traditional machine learning methods and deep 

learning models like feed-forward networks and LSTMs in fraud detection tasks [22], [23]. Their ability to 

handle long-range dependencies makes them effective in spotting fraud patterns that happen over time,  

like account takeover and multi-stage money laundering. 

 

2.2.  Generative models for class imbalance 

Class imbalance remains one of the main difficulties in fraud detection, since fraudulent transactions 

usually represent only a very small proportion of the data. In some datasets, fraud cases account for less than 

0.1% of all transactions. Earlier approaches often relied on simple oversampling, but recent generative 

models provide more flexible solutions for creating synthetic minority-class examples [24]-[26]. 

GAN-based methods generate synthetic fraud samples through an adversarial process involving a 

generator and a discriminator. More recent diffusion-based approaches generate data through gradual 

denoising, which can improve training stability and reduce problems such as mode collapse [25], [26].  

This is important in fraud detection because models must learn different fraud behaviors rather than overfit to 

a narrow set of examples. Yin and Zhang proposed GA-GAN, which uses gated attention to better represent 

the non-stationary and heterogeneous nature of fraudulent transactions [24]. By weighting important features 

during generation, GA-GAN can produce synthetic fraud samples that are closer to real fraudulent behavior 

and improve classifier performance. 
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2.3.  Explainable AI integration 

In the financial sector where the use of AI systems is gaining traction, the need for explainability  

has grown increasingly significant in financial fraud detection. In 2024, the EU AI Act was adopted that  

sets requirements for the integrity of AI systems, risk management, data governance, transparency,  

human oversight, and conformity assessment of AI systems [11], [14]. In this context, fraud detection models 

have to be accurate as well as understandable and auditable. 

SHAP is widely used in financial fraud detection because it provides feature-level explanations 

grounded in cooperative game theory. Analysis of feature selection during prediction allows analysts to see 

what elements contribute to each prediction. Understanding how each feature contributes to each prediction 

improves interpretability of model behavior and decision making [19]. In addition to post hoc explanation 

techniques, some researchers have attempted to design models that are intrinsically interpretable.  

For example, Transformer-BDI combines transformer-based prediction models with symbolic reasoning to 

produce a decision trail that is easy to understand and maintains high detection rates [21]. TabNet also 

utilizes sequential attention in its prediction to choose features that will be used in each prediction, which can 

be easily understood by analysts [22]. As banks demand high predictive performance and compliance, 

explainable approaches are increasingly important to provide a reliable system for fraud detection. 

 

 

3. METHOD 

In this study, a deep learning framework was introduced to detect e-payment frauds in real-time.  

It includes three parts: the transformer-based model with multi-head self-attention, synthetic data generation 

based on GA-GAN to tackle class imbalance, and explainability based on SHAP to enable explainable 

decisions. The general procedure followed is shown in Figure 1. 

 

 

 
 

Figure 1. Proposed deep learning framework 

 

 

3.1.  Dataset 

The main experiments use the PaySim financial transaction dataset, which contains 50,000 

transactions and 11 features. These include the transaction step, transaction type, amount, originator and 

recipient identifiers, initial and final balances for both parties, and the binary labels isFraud and 

isFlaggedFraud. 

To assess generalization, the model is also evaluated on the European Credit Card Fraud Dataset, 

which includes 284,807 transactions and 30 features, and the IEEE-CIS Fraud Detection Dataset, which 

contains 561,013 training transactions and 67 features. These datasets reflect the strong imbalance typically 

observed in fraud detection, with fraud cases representing about 0.13% of the European Credit Card Dataset 

and 3.5% of the PaySim dataset [25]. 

 

3.2.  Data preprocessing 

The purpose of this step is to reduce noise and leakage risk and strengthen the model.  

Non-informative identifiers like step, nameOrig, isFlaggedFraud are removed. The transaction type is used as 

learned embeddings rather than one hot encoding to learn the relationship between transaction types.  

For numerical variables, we scale numerical variables using RobustScaler, which is less sensitive to outliers 

than standard normalization. 
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Other features are added to encode temporal and behavioral aspects. They encompass rolling 

statistics of transaction levels for 5 step and 24 step windows, time since last transaction per originator, 

balance change ratios and transaction velocity. These variables give additional context to the model to assist 

with the detection of unusual payment behavior. 

The datasets are split in a stratified manner based on time, where 70% is used for training, 15% for 

validation and 15% for testing. This maintains the class proportions and maintains chronological order, 

minimizing future information leakage into the training and more accurately simulating the conditions of 

deployment [27]. 

 

3.3.  Class imbalance handling 

Class imbalance is regarded as a core aspect of the methodology, as transactions are unlikely to be 

fraudulent. The proposed method is based on GA-GAN synthetic data generation and cost-sensitive learning. 

In order to generate minority class samples that represent the structure of real fraudulent transactions,  

GA-GAN employs gated attention [24]. 

The generator creates fake fraud examples from random noise, and the discriminator is trained to 

identify genuine fraud examples from the generated examples. The gated attention mechanism helps the 

generator to focus on the most relevant features related to fraud. GA-GAN is trained for 100 epochs with 

Adam optimizer having learning rate of 0.0001 and synthetic samples are generated until the ratio of 1:5 

(falsely labeled to correctly labeled) is achieved. 

Focal loss helps further reduce the majority class dominance by using the focal loss function.  

It places greater emphasis on challenging cases and helps to minimise the impact of easy, legitimate 

transactions when training. The Loss is calculated as: 
 

𝐹𝐿(𝑃𝑇) = −𝑎𝑡(1 − 𝑝𝑡)𝛾 log (𝑝𝑡)  
 

where pt is the predicted probability for the actual class, α is to set the weights on the classes,  

and γ is to focus on hard examples. The optimum values of α = 0.25 and γ = 2.0 are determined from  

the validation results. 

 

3.4.  Model architecture design 

The proposed architecture is divided into three parts, which are illustrated in the Figure 2. Firstly, 

the feature embedding layer converts categorical features into learned embeddings and maps numerical 

features into a common representation space. This results in a series of feature tokens that can be fed into the 

transformer. Second, the transformer encoder has four layers, eight attention heads and a hidden dimension of 

256. The multi-head self-attention, feedforward transformation, residual connection, and layer normalization 

are applied to each layer. The attention mechanism allows the model to learn interactions between transaction 

features. For interpretability, attention weights are averaged across heads and layers to obtain a global 

feature-importance signal. Finally, the classification head consists of three fully connected layers with 

dimensions [256, 128, 64, 1]. GELU activation and dropout with a rate of 0.3 are used before the final 

sigmoid output, which produces the fraud probability. The model contains about 2.8 million parameters, 

making it suitable for real-time inference while retaining enough capacity to learn complex fraud patterns. 

 

3.5.  Training 

The model is trained using AdamW with a weight decay of 0.01 and an initial learning rate of 1e-4. 

A cosine annealing schedule is applied over 50 epochs. The batch size is set to 256, and early stopping is 

used with a patience of seven epochs based on validation AUC. The training objective combines binary 

cross-entropy with focal loss weighting. Several regularization techniques are used to limit overfitting, 

including dropout in the classification head, stochastic depth in the transformer layers, and Mixup 

augmentation with α = 0.2. Training is performed on an NVIDIA A100 GPU with 40 GB memory and takes 

approximately 45 minutes. 

 

3.6.  Evaluation 

The model is evaluated using metrics suited to imbalanced classification: accuracy, precision, recall, 

F1-score, AUC-ROC, AUC-PR, and Matthews Correlation Coefficient. Balanced accuracy and the geometric 

mean of sensitivity and specificity are also reported to provide a more reliable view of performance under 

class imbalance. For these predictions to be understandable, SHAP values are calculated. We use bootstrap 

resampling to assess feature importance stability and the SHAP Stability Index to assess consistency of 

explanations. This is important as explanation instability may lead to mistrust in fraud detection systems 

especially when class-balancing is used [28]. 
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Figure 2. Architecture of the proposed transformer-based model for fraud detection 

 

 

4. RESULTS AND DISCUSSION 

Results show that the model performs well in each of the three datasets, with the highest 

performance on PaySim. 

 

4.1.  Model performance 

The model with a transformer has an accuracy of 99.82% and an AUC-ROC of 99.56% on the 

PaySim dataset. The AUC-PR is 98.87% due to biased data for fraud detection. Matthews correlation 

coefficient (MCC) was 0.961, indicating good agreement between the predicted and real labels. 

The confusion matrix further confirms the stability of the model. It generated 14,865  

true negatives, 126 true positives, 7 false positives and only 2 false negatives. This is where the model  

can predict successful transactions and fraudulent transactions, and minimize missed fraud cases and  

false fraud alerts. 

The model showed good results on other datasets as well. It is competitive with recent results in 

literature [24] with an AUC-ROC of 0.984 and an AUC-PR of 0.892 on the European credit card fraud 

dataset. The model achieved an AUC-ROC of 0.974 on the IEEE-CIS dataset, indicating that the model can 

be generalized to other transaction environments and feature spaces. 

 

4.2.  Comparative analysis 

Table 1 and Figure 3 present a comparison of the proposed model with recent fraud detection 

baselines. The proposed transformer model outperforms the compared methods in terms of AUC-ROC and  

F1-score and also provides explanations using SHAP values. TGNN also has good performance, particularly 

in transaction networks that have highly structured graphs, but its application is better suited to fraud 

scenarios involving a graph rather than regular e-commerce transactions. Interpretability is achieved in 

Transformer-BDI and XFL, while their predictive accuracy is lower in this comparison. GA-GAN and 

Diffusion-SDG are beneficial for synthetic data generation but are not meant to be complete end-to-end  

fraud detection tools. 

 

 

Table 1. Model comparison to baseline models 
Model AUC-ROC F1-Score Explainable 

Baseline DNN 0.9743 0.949 No 
Transformer (Proposed) 0.9956 0.974 Yes (SHAP) 

Transformer-BDI [21] 0.9500 0.920 Yes (BDI) 

TGNN [29] 0.9924 0.961 Limited 
GA-GAN [24] 0.9290 0.875 No 

XFL [30] 0.9400 0.890 Yes (SHAP+LIME) 

Diffusion-SDG [25] 0.9200 0.890 No 
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Figure 3. Performance comparison of the proposed model with the latest fraud detection benchmark 

 

 

4.3.  Discussion 

The effectiveness of the proposed model can be attributed to the synergy among the three key 

components-transformer learning, synthetic data generation, and cost-sensitive training. The self-attention 

mechanism enables the model to better grasp the interactions among transaction features than  

traditional feedforward models. GA-GAN enhances the representation of the minority fraud cases by creating 

more realistic synthetic samples, and focal loss mitigates the impact of legitimate transactions during  

the learning process. 

The SHAP analysis also helps in the model interpretability. The most influential features are in line 

with practical fraud analysis of transaction amount, balance change ratios and transaction velocity.  

An explanation is consistent across resampling experiments as indicated by a stability index of 0.94  

for the SHAP [28]. The model is also appropriate for real time applications. It infers transactions in just over 

3.2ms per transaction over a single CPU core, which is more than 300 transactions per second. This is the 

level of latency that is acceptable for most e-commerce payment platforms, where customers should not 

experience any delays in the payment process while the system detects fraud. 

 

 

5. CONCLUSION 

This paper introduces the deep learning technique for real-time e-payment fraud detection in  

e-commerce. It includes transformer-based learning, GA-GAN synthetic data generation, and SHAP 

explainability for fraud detection. Results from experiments show that the proposed model performed well 

with accuracy of 99.82% and an AUC of 99.56% in PaySim dataset. The models are able to detect fraudulent 

transactions with high accuracy and compensate for class imbalance by reducing focal loss and generating 

synthetic data. The low inference latency of the model highlights its use in real-time inference, such as  

e-commerce payment systems. On the ground, the proposed model can help secure digital payments, 

minimize financial losses, and increase consumer trust in online transactions. One of the biggest advantages 

of introducing the model is explainability, which helps the fraud analyst or decision-maker understand why  

a suspicious transaction. This is particularly important in the financial industry, where transparency, 

accountability, and regulatory compliance are becoming increasingly important. 

Although these findings are encouraging, research needs to be done further on a number of areas. 

For example, LLM integration could be used to process unstructured data such as transaction descriptions, 

customer messages, or merchant reviews. Second, using graph neural networks, it is possible to capture 

relationships between users, accounts, merchants, and transactions, and thus identify coordinated fraud 

schemes. Third, federated learning could allow multiple financial institutions to jointly develop a fraud 

detection model without sharing customer information. Further research is needed on continuous learning to 

adapt the model to the evolving fraud pattern over time. Static models will no longer be useful if they are not 

continually updated with changing fraudulent activity. Fourth, it is important to incorporate explainability 

and constraints into the real-world such as documentation, human oversight, system scalability,  

and resistance to adversarial attacks. 
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