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 Electronic medical records (EMRs) have become a key player in the 

healthcare ecosystem contributing to the assessment of ailments, the choice 

of the treatment avenue, and the delivery of services. However, there is 

consideration of EMR storage whereby centralized storage leads to increased 

security and privacy issues in the patient’s record. In this paper, we proposed 

a blockchain and interplanetary file system (IPFS) based prototype model for 

EMR management. It provides a smart contract-enabled decentralized 

storage platform where healthcare data security, availability, and access 

management are prioritized. This model also employs cryptographic 

techniques to protect sensitive healthcare data. Finally, the model is 

evaluated in a realistic scenario. The experimental results demonstrate that 

compared to the current systems, the proposed prototype model outperforms 

them in terms of efficiency, privacy, and security. 
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1. INTRODUCTION 

The use of electronic medical records (EMRs) has become a popular tool in the provision of health 

care. EMRs enhance patients’ care through the sharing of comprehensive details of the patient across care 

providers improving diagnosis, treatment planning, and continuity of care. However, having EMRs stored 

centrally in the traditional healthcare systems is a security and privacy issue. Data breaches can leak sensitive 

patient information, leading to identity theft, financial fraud, and reputational damage [1]–[3]. Also, the 

centralized systems do not show the patient the details of who has accessed their records and for what reason 

or purpose [4], [5]. Blockchain technology has emerged as a potential solution to address these challenges. 

Blockchain is a distributed and decentralized system of recording and verifying transactions on a network of 

computers rather than a centralized control system [6], [7]. Every transaction is digitally signed and 

connected sequentially with the previous post-transaction; this makes it practically hard for anyone to 

manipulate the records [8]. It is mainly for this reason that data incorporated within a blockchain is almost 

impossible to alter or manipulate in any way [9]. Various research papers reported the use of blockchain 

technology as a platform for safe and authorized EMR storage and retrieval. Currently, most healthcare 

systems administrators have incorporated Blockchain as a core technology that assists with patient-centric 

care [10]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Blockchain-based healthcare systems provide users more control over their healthcare data, which 

fosters personal data management and sharing as and when healthcare providers need it. Centralized failure is 

completely eliminated in blockchain-based healthcare systems. Without any human interaction, a predefined 

and self- executable smart contract handles device registration, verification, and access control of the 

healthcare system [11], [12]. It also keeps track of the user’s activity on the platform. Most modern 

healthcare systems face several issues, including security, privacy, efficiency, and scalability, due to the rapid 

increase in both the number of patients and the volume of healthcare data [13]. The processing overhead of 

blockchain networks is increasing with the amount of healthcare data, lowering both system efficiency and 

the rate of patient treatment. An interplanetary file system (IPFS) is incorporated with a blockchain, which 

stores data in a distributed and decentralized platform to reduce the processing overhead on the blockchain 

network and make the healthcare system more scalable and secure [14], [15]. In the IPFS storage system, the 

healthcare data are divided into chunks and stored in a distributed manner, which are cryptographically 

linked with the hash values [16]. 

 

 

2. LITERATURE REVIEW 

Kumar and Chand [17] proposed a Hyperledger Fabric-based MedHypChain medical data exchange 

system that leverages Identity-based broadcast group encryption to secure transactions, assuring 

confidentiality, anonymity, traceability, and unforgeability. It secures authenticity, scalability, and access 

control, which only authorized users can access. Verma [18] present a blockchain-enabled cloud system for 

health data security using improved Blowfish encryption. Elephant herding optimisation with opposition-

based Learning (EHO-OBL) key generation improves this proposed system’s data integrity and authenticity. 

With a 10 KB file size, the proposed method reduces key generation time by 92.64% compared to 

RivestShamir-Adleman (RSA), Blowfish, elliptic-curve cryptography (ECC), advanced encryption standard 

(AES), elephant herding optimization (EHO), moth-flame optimization (MFO), and whale optimization 

(WOA) models. An IPFS and permission Blockchain-enabled healthcare data-sharing system using 

Hyperledger Besu’s Istanbul byzantine fault tolerance (IBFT) consensus algorithm and threshold signatures 

is proposed by Shuaib et al. [19]. It gives better results than existing Blockchain healthcare systems in 

transaction throughput, latency, and failure rate. Zakzouk et al. [20] proposed a blockchain-based EMR 

management framework for a smart city healthcare system that prioritizes patient record security, privacy, 

and ownership. Scalability is achieved by off-chain storage while preserving the authenticity of medical 

records. Mallick et al. [21] proposed a fog node computing-based IoMT and Blockchain architecture to 

reduce latency, congestion, and overload. A proxy monitor connects untrusted devices, and IPFS integration 

provides decentralized, scalable, secure, and private data storage. A secure IoMT-based data-collection 

approach proposed by Dewangan and Chandrakar [22] that maintains patient data on the blockchain ensures 

GDPR compliance. Data is sent to the cloud through the patient’s PDA IoMT devices, where a miner 

selection process prevents blockchain bias. The system’s resiliency was verified using Scyther security 

protocol analysis and Bevywise internet of things (IoT) and message queuing telemetry transport (MQTT) 

simulator assaults. A blockchain-based access control model (BBACM) was introduced by Masood et al. 

[23] to improve patient data privacy and security in S-CI. In a paralysis patient use case, authorization rights 

for patient physiological parameters (PPPs) and PHI are successfully maintained by BBACM. Blockchain’s 

decentralization and immutability properties enhance PHI access control, security, scalability, Privacy, and 

availability of healthcare systems. Uppal et al. [24] proposed a healthcare system that uses IoT devices, IPFS, 

and blockchain to upload and monitor health data for clinicians and insurance companies. It uses DoteCoins 

to trade consultations, medications, insurance payments, and medical supplies across six blockchains. 

Additionally, it provides emergency alerts and lifestyle notifications. Abdelgalil and Mejri [25] proposed the 

HealthBlock framework, which integrates technologies to enable EHR collaboration and privacy. It provides 

patients full ownership over their EHRs, while Fabric handles patient access control policies and delegations. 

IPFS stores and shares EHRs off-chain, assuring immutability. A consortium blockchain-based EMR sharing 

method using IPFS was proposed by Liu et al. [26]. It employs attribute-based access control, a proxy re-

encryption algorithm for user authentication, and data privacy. To optimize energy consumption and enhance 

data quality in IoT-based healthcare, a secure data fusion-based data aggregation technique was proposed by 

Singh and Kumar [27]. Better connectivity and sensor selection are improved using the archimedes 

optimisation algorithm (AOA) and extended belief propagation. 

 

 

3. PROPOSED PROTOTYPE MODEL 

Figure 1 shows the proposed prototype model which ensures the EMR storage and control of data 

using Blockchain technology. The framework harnesses cryptographic mechanisms and smart contracts to 
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provide data tamper-proofing, access control at a granular level, and transparency. This section provides a 

clear overview of the execution of the proposed model. 

 

 

 
 

Figure 1. Key components of the system 

 

 

3.1.  Data encryption 

The EMRs are encrypted to ensure that the data is secure before being uploaded to the IPFS. This 

ensures that unauthorized individuals do not get access to sensitive medical data. The encryption process 

employs the use of the public key/ private key security system whereby the patient possesses the private key 

for decryption while the public key is for encryption [28]. 

 

3.2.  Smart contracts 

They are self-executing programs that run on the blockchain network. These contracts in actuality 

provide the terms governing exactly who gets to use the patient’s EMRs and in what circumstances.  

The access control policy can be dependent on factors such as the role and specialty of the HCP or even the 

information that has been requested [29]. 

 

3.3.  Access control process 

The process of access control is as follows: (i) Request for access: when ever an HCP requires the 

patient’s EMR, then the HCP puts in a request to the blockchain network. This request comprises the 

identification of HCP and the details of the data they need. (ii) Policy evaluation: access control implemented 

for each EMR is based on a smart contract and when the patient attempts to access information, the request is 

compared to the access control policy. (iii) Grant/deny access: if the policy allows the requested data,  

the smart contract allows access as per the request. Otherwise, access is denied. 

 

3.4.  Auditability 

It should also be noted, that the proposed framework has high auditability. Any access attempt made 

toward patient EMR is stored permanently in the blockchain database to facilitate a clear trail of who 

accessed the data, when, or why. These access logs may be checked by auditors to detect any undesirable 

tendencies, or attempts at illegitimate access. Moreover, the restricted alteration of the blockchain indicates 

that the access control policies can never be changed, which, in turn, makes it a highly auditable system [30]. 
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3.5.  Implementation considerations 

Several issues and concerns that need to be taken into consideration when implementing the 

proposed framework for EMR management include: 

− Scalability: one of the main weaknesses associated with public blockchain solutions like Ethereum is that 

a large number of transactions can slow down the process and increase the time for its completion. There 

is an expectation that permissioned blockchains [31], [32] can be a solution to both issues, however, they 

involve a third party to decide who can be a participant. 

− Interoperability: different blockchain platforms may have varying protocols and data structures. Ensuring 

interoperability between different blockchain-based EMR systems is crucial for seamless data exchange 

in the healthcare ecosystem. Standardized protocols and data formats are needed to facilitate 

interoperability. 

Figure 1 explains how these components are related to one another. The system comprises four main 

actors: self-owners: (i) Patients: legal entities to whom certain medical data belongs to and who grant/deny 

access. (ii) Healthcare providers (HCPs): healthcare workers who are legally permitted to see and amend 

patient EMRs based on their role. (iii) Blockchain network: a distributed ledger that stores encrypted EMR 

data and access control policies [33]. (iv) IPFS: is a decentralized storage system where all files including all 

images will be stored. 

A user in the network can upload a file based on the content address of the file. Other peers in the 

network are also allowed to look up and subsequently request certain content from any node in the network 

using a distributed hash table (DHT). Figure 2 shows the access control mechanism discussed above and the 

sequence of operations that will take place in this decentralized medical storage platform. 

 

 

  
 

Figure 2. Sequence diagram 

 

 

4. RESULTS AND DISCUSSION 

This paper presents a practical implementation of a blockchain-based medical record storage system. 

Currently, the smart contract is deployed on the Ethereum Sepolia test net and the images are stored in the 

IPFS. After uploading a document in the IPFS, a hash is generated, and this hash is stored in the blockchain. 

Storing the entire image or document in the blockchain would be expensive, so the first images are stored in 

IPFS, and their hash is stored in the blockchain. The source code is provided in the GitHub link along with 

the working project link [34]. To open the application, MetaMask must be installed in the browser and the 

remaining requirements are mentioned in the GitHub readme page. The front end is hosted on Netlify, but to 

improve its security even further, it can also be hosted on the Internet computer blockchain. 

 

4.1.  User interface analysis 

Figure 3 shows the first page of the application, and it has the option to choose the document, upload 

it, and share it with the health care provider. To share the access of the document with others, we must enter 
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the MetaMask account hash and then select the share option. Figure 4 shows the interface to share the EMR 

with healthcare providers. The “People with access” option shows the list of all accounts that have access to 

the current document. 

 

 

 
 

Figure 3. User interface of the blockchain based EMR management system 

 

 

 
 

Figure 4. Sharing EMR access with healthcare providers 

 

 

4.2.  Enhanced security 

The present blockchain-based framework introduced in this study is superior in the security of 

EMRs over the conventional centralized systems. Due to the unalterable feature of blockchain, every block 

holding information on the executed transactions cannot be tampered with. If one wanted to change the data 

contained in the block then they would have to change data in all subsequent blocks which due to the 

distributed nature of the blockchain would be mathematically impossible. What is more important is the fact 

that it ensures that there are no changes to the data that have already been saved and stored since it is 

immutable. Figures 5 and 6 show the MetaMask transaction process and its confirmation status respectively. 

Each transaction on the blockchain involves some gas fees. We can see the total transaction fees required for 

the upload function in the Sepolia testnet of the Ethereum blockchain. 

The use of blockchain keeps a record of all the access attempts made on the patient EMRs, as well 

as ensuring that the records are transparent and difficult to alter. This high level of auditability has the 

advantage of increasing accountability in the system and the integrity of the healthcare data. Despite the 

various strengths of the framework regarding security, the aspect of scalability could be a problem with the 

system. Centralised blockchains such as Ethereum can get crowded when there are many transactions and 

this results to increased processing time as well as increased transaction fees. Permissioned blockchains 

could be a potential solution to this but they involve the usage of a control system to regulate the participants 

hence taking some of the decentralization advantages away. Table 1 shows the actual transaction fees for 

each operation like adding the image hash to the blockchain along with their block number and transaction 

hash. We can see from the table that the gas fees vary from time to time and with the network traffic. 
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Figure 5. Confirming the transactions in MetaMask 
 

Figure 6. Transaction confirmed status in MetaMask 
 

 

Table 1. Simulation results 
S. No Method Block no. Txn fees (In ethers) Transaction hash 

1 Add 6030041 0.0088576 0x2e5e1dbe31f8d67e772e2d053a02eb26bad736e40fc989e431d463e6d91dca08 

2 Add 5694043 0.0002118 0x6cbc4937ec6cc4a8d0fb3921b136e05f3c713e297c2eed86c483f5ff0470816f 
3 Transfer 5279469 0.001155 0x720f3ac8cc6f872fe9a2b91a78deab62c703bf93dad46b1db340863c9818e433 

4 Transfer 5218137 0.0001423 0x51d93b1a4264b5d2c6934759ff4e99a53f91ba4e72daef0c3436fa3d4c1263eb 

5 

6 

7 

Add 
Add 

Add 

521814 
523768 

5219574 

0.0008735 
0.0039857 

0.00093949 

0.00093949 

0x06d2c191c41d85991f525dc9b0db3d3881986644a298f6190ecb4f049dbe0b38 
0xc51b035dc65275febe0f66a24f842f467f0ebeeea493d90999edb82a847f4e9e 

0xe051043bb406f976d29603d59748667cec18b9370d8fb2d647aac4f3abc49b9f 

 

 

4.3.  Interoperability and standards 

The ability to share data between various blockchain-based EMR systems will require integration to 

enhance data sharing within the healthcare system. These blockchains can be very dissimilar in terms of 

devices, syntactic structures, semantics, protocols, and even programming paradigms, which can reduce the 

ease of interconnectivity. Table 2 compares 4 famous blockchains based on various parameters. This 

comparison allows users to suitably choose the blockchain of their choice. 
 

 

Table 2. Comparison of blockchain frameworks in healthcare data management 
S. No Feature Hyperledger Fabric Ethereum Corda Quorum 

1 Consensus 

mechanism 

BFT (Practical 

byzantine fault 

tolerance) 

Proof of stake Notary (Unique 

consensus per 

transaction) 

IBFT (Istanbul 

byzantine fault 

tolerance) 

2 Privacy and 

confidentiality 

High-channels and 

private data 

Moderate-public and 

private options 

High-Focus on privacy High-private 

transactions 

3 Smart contract 
language 

Go, Java, Node.js Solidity Java, Kotlin Solidity 

4 Transaction speed 1,000-3,000 TPS 15-30 TPS (PoW), 

1,000+ TPS (PoS) 

170 TPS 2,000+ TPS 

5 Governance 

model 

Permissioned Public/Permissioned Permissioned Permissioned 

6 Use case 
suitability 

Supply chain,  
Finance, Healthcare 

ICOs, DApps,  
Healthcare 

Finance,  
trade finance 

Financial services, 
Healthcare 

 Data immutability High High Moderate High 

7 Interoperability Moderate High Moderate High 

 

 

The studies established that the proposed blockchain-based framework for EMR management 

significantly improved the system’s security, privacy, and transparency. Cryptographic techniques and smart 

contracts make data immutable and provide the privilege of fine-grained access control to avoid the 

drawbacks of centralized systems. 
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5. CONCLUSIONS 

This paper has discussed the framework for secure storage and proper application of EMRs through 

the use of blockchain technology. The given framework employs cryptographic approaches and smart 

contracts to achieve the data’s tamper-proofness; permissioned access; and traceability. The introduced 

approach is considerably more secure, private, and transparent than a conventional centralized EMR system. 

Despite the known issues of blockchain in terms of scalability or interoperability and legal issues that are still 

critical, the constant innovations and experiments are helping in integrating blockchain in the health data 

management domain. Further studies should investigate achieving scalability of the blockchain networks, 

working for harmonization of interface standards between the participants and case-study-based validation of 

the given framework in the healthcare context. Addressing these research directions stated above, blockchain 

can boost EMR management to change the nature of the healthcare system toward a more secure, private and 

transparent one. 
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