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Cryptographic algorithms guarantee data and information security via a
communication system against unauthorized users or intruders. Numerous
encryption techniques have been employed to safeguard this data and
information from hackers. By supplying a distinct shared secret key, the
n-party Diffie Hellman key exchange approach has been used to protect data
from hackers. Using a quadratic time complexity, the n-party Diffie-Hellman
method is slow when multiple users use the cryptographic key interchange
system. To solve this issue, the researchers created an effective shared
hidden key for the n-party Diffie Hellman key exchange of a cryptographic
system using the divide-and-conquer strategy. The current research
recommends the use of the divide and conquer algorithm, which breaks
down the main problem into smaller subproblems until it reaches the base
solution, which is then merged to generate the solution of the main problem.
The comparative analysis indicates that the developed system generates a
shared secret key faster than the current n-party Diffie Hellman system.
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1. INTRODUCTION

When conveyed from one region to a different location or region within the context of
communication, data, and information are always vulnerable to danger and attackers. Several cryptographic
techniques have been used to secure these data and information. Ashioba and Yoro [1] presented
cryptography as a technique for confirming the confidentiality and authenticity of data. The Greek terms
“kryptos,” which means undisclosed, and “graphy,” which means writing, are the root of cryptography [2].
It’s a scientific technique for encrypting messages to keep hackers away. Information can be modified
scientifically using cryptography to thwart attacks [3]. Essentially, cryptography is the process of encrypting
data to guard against intrusion over shaky communication channels [4], [5]. It mostly makes use of the
mathematical idea that produces a variety of procedures known as cryptographic algorithms [6]. The
gathering of cryptographic methods as well as the key management procedures that enable the use of these
techniques in every kind of environment are referred to as cryptography in this sense [7].

Asymmetric key cryptography and symmetric key cryptosystems are the two types of cryptography
[8], [9]. Cryptosystems that use asymmetric key cryptography use separate keys for decryption and
encryption [10]. There is a mathematical relationship between the keys [11]. An asymmetric key
cryptosystem, often known as a public key cryptosystem, uses both private and public keys to encrypt and
decrypt data. The fact that each user’s visible key is made hidden prevents users from sharing or disclosing
private information (keys). A common secret key is used in symmetric key cryptography to encrypt and
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decrypt data and information [10]. For symmetric key cryptography to operate correctly and efficiently, both
the person sending the message and the receiver of the message must be mindful of and use the same
confidential key when communicating [12]. Reaching an agreement on a lone hidden key that only the parties
concerned are aware of is the trial with symmetric key cryptography. In 1977, Whitefield Diffie and Martin
Hellman published a paper suggesting a key interchange mechanism as a remedy to this problem, proposing
the first feasible result. In the Diffie-Hellman key exchange technology participants communicate over an
open channel to determine a common key without disclosing the confidential keying information earlier [12].

The Diffie-Hellman key exchange, also known as exponential key exchange, is a technique for
securely swapping cryptographic keys over an erratic channel. It is the basic construction block of numerous
protected communication protocols including secure sockets layer (SSL), transport layer security (TLS), and
secure shell (SSH). An innovation in public key cryptography was the Diffie-Hellman key interchange
mechanism that permits participants to strongly produce a collective hidden key for interaction.

To ensure multicast fidelity, the procedure created a common underground key for a cluster of
participants. Various plans have been put out over time. The researches [13], [14] created an effective Diffie-
Hellman-MAC key exchange system by employing a message authentication code (MAC) hash function.
Restructured internet architecture by [15] reduced the possibility of stealthy network attacks. By adding more
security codes to the current method, they improved the encryption protocol’s security. Jha and Patil [16]
created a Diffie-Hellman algorithm enhancement. To ensure the security of the transmission, they
implemented specific mathematical techniques. Adrian et al. [17] created a blowfish encryption technique-
based version of the Diffie-Hellman key exchange algorithm for network security.

2. LITERATURE REVIEW

Pathak and Sanghi [18] created a two-password-based simple three-party key exchange protocol via
the twin-Diffie-Hellman algorithm. The algorithm provided greater security and efficiency than the
computational-based Diffie-Hellman protocol. The protocols were verified using automated validation of
internet security protocol and application (AVISPA).

A password-based key interchange mechanism was anticipated by [19] and it was used to secure
communication between participants. Each party in this protocol computes a shared secret key with the other
parties using a password. A parallel Diffie-Hellman key exchange (PDHKE) protocol was suggested by
Tseung and Wu in 2008. For three or more participants, the protocol was an expansion of the regular Diffie-
Hellman key exchange. Using the Diffie-Hellman key exchange, each party in the protocol computes a
shared secret key with every other party.

A group Diffie-Hellman key exchange protocol for two or more participants was created by [20].
For two or more participants, the protocol is an extension of the conventional Diffie-Hellman key exchange.
Under this protocol, the Diffie-Hellman key exchange is employed by each party to compute a shared secret
key with all other parties. The researches [21], [22] presented a methodology that used an interactive zero-
knowledge proof to alter the Diffie-Hellman key exchange algorithm. The communication system’s known
attacks were thwarted by the protocol. Alam [23] developed an improved key exchange protocol based on a
third-party authentication scheme which eliminated the man-in-middle attack on the Diffie-Hellman key
exchange protocol. Wu [24] created the verifier-based n-party password-authenticated key exchange (PAKE)
protocol, which secures the exchange of password authentication keys. The n-party communicated over an
unprotected channel using the protocol. In this protocol, the shared secret key is computed by each party with
every other party using a password, and it is validated by a verifier.

A technique that facilitates secure communication between several parties is the PDHKE
mechanism, wherein every party uses the same exponent to produce peer-to-peer keys [25]. In addition, the
Diffie-Hellman key exchange has been instrumental in the development of group key establishment methods
that are customized for a variety of situations, including multicast groups and ad hoc networks. Based on the
two-party Diffie-Hellman technique, methods such as the group-Diffie-Hellman protocol have been proposed
to improve contributory group key exchange [26]. Rimani et al. [27] developed an image registration with
key fourier transform for Diffie-Hellman key exchange protocol. The algorithm created a transformation
between images for recovering the key by the receiver.

Furthermore, dynamic group Diffie-Hellman protocols are designed to accommodate circumstances
in which group membership varies, allowing participants to enter and quit the group with ease at any time.
Protecting security and efficiency is still essential for modern Diffie-Hellman key exchange systems. In
resource-constrained contexts such as location-aided mobile ad-hoc networks, techniques such as employing
elliptic curve Diffie-Hellman instead of conventional Diffie-Hellman have been investigated to improve
efficiency [28]. Additionally, techniques such as utilizing the Diffie-Hellman method in third party auditor
(TPA) interactions have been proposed to improve auditing performance, and the Diffie-Hellman key
exchange has been found incorporates in cloud storage auditing [29]. Francis et al. [30] proposed the Diffie-
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Hellman key exchange algorithm based on image data encryption to protect the privacy and confidentiality of
sensitive data over unreliable channels. The researches [31], [32] improved confidentiality, integrity,
authentication, and privacy in the context of the internet of things (loT) by integrating the elliptic curves
(ECGH) and the traditional public key infrastructure.

3. RESEARCH METHOD
3.1. N-party Diffie-Hellman conceptual framework

The conceptual framework of the n-party Diffie-Hellman algorithm with three participants is shown
in Figure 1. Each of the three participants has their own set of private and public keys. The private keys are
kept secret, but the public key is exchanged among the users in the communication.
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Figure 1. Framework of the n-party Diffie-Hellman algorithm

The diagram in Figure 1 shows that the number of swapping operations for three participants is 3.
In (1) generally indicates the number of n-party Diffie-Hellman algorithm swapping operations for n
participants [3].

n(n-1) _ n?+n

No of Swapping operation = — = 1)

Therefore, the time complexity for the n-parties Diffie-Hellman algorithm is the quadratic relationship shown
by (2).

T, = 0(n?) )

The algorithm takes plenty of time to compute the number of swapping operations in the process when the
number of participants is large.

3.2. Algorithm of the n-party Hellman key exchange approach
In a cryptographic system, an algorithm lays out instructions that describe how to generate the
shared secret key consecutively [33]. The steps include:
i) The parties agreed on two positive numbers, p and g.
ii) A private key is selected at random by each party, say Xi.
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iii) Each party calculates the public key.
= q¢*modp,K, = ¢”modp, ..., K, = q"modp
iv) To compute the common shared secret key, all parties swap or exchange their public keys.
Ky, = q-"mod p

3.3. Divide and conquer algorithm

A problem-solving strategy known as the divide and conquer algorithm, approach, or principle
works by breaking the main problem down into smaller problems that are subsequently further divided into
smaller problems that are solved separately, and then merging or combining them to find the solution to the
original problem [34]. The recursive equation of the divide and conquer approach is shown in (3).

Ty =Tn+ 0(C) 3

Where n is the number of participants in the communication system, T= is the time taken to compute the
2

solutions of the sub problems, and Ty is the time taken to compute the solution of the main problem. The time
complexity of the algorithm is equal to the number of divide-and-conquer operations performed by the
n-party and is shown in (4).

T, = 0(Log,n) 4)

3.4. Conceptual design of n-party Diffie-Hellman algorithm using divide and conquer algorithm

The conceptual framework of the n-party Diffie-Hellman using the divide and conquer algorithm to
generate the shared secret key in a communication system is illustrated in Figure 2. It contains three
participants in the communication system, where each party has a private key that is kept secret and a public
key that is generated using modular exponentiation. The participants’ public keys were divided into
sub-participants until the base participant was reached. The solutions of the base participants are merged to
obtain the solution to the main problem (shared secret key). Figure 2 shows that the number of swapping
operations performed by the participants in generating the shared secret key, using the divide and conquer
approach, is 2. Therefore, the time complexity of the divide and conquer algorithm in generating the shared
secret key of the Diffie-Hellman algorithm of n participants is equal to the number of divide and conquer
operations performed by the n-party and is shown in (4).
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Figure 2. Framework of the divide and conquer algorithm in n-party Diffie-Hellman approach
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3.5. Algorithm of the proposed system
The steps of the proposed system include:
i) The parties agreed on two positive numbers, p and g.
ii) A private key is selected at random by each party, say Xi.
iii) Each party calculates the public key.

K, = g*modp,K, = q¢’modp,...,K, = q"modp

iv) The parties are divided into two (2) sub-parties using recursion.
v) Solve the smaller sub-parties recursively to find the base solution.
vi) Combine the solutions of the sub-parties recursively to find the shared secret key Kap = g®--"mod p.

3. RESULTS AND DISCUSSION

Table 1 presents the data collected, and the results obtained from the analysis of the algorithms for
20 participants in the communication system. Table 1 is presented graphically in Figure 3. The result from
Figure 3 shows that the divide and conquer approach takes less time to generate a shared secret key than the
Diffie-Hellman algorithm when the number of participating parties is very large. Since the performance of a
system is inversely proportional to the time taken, the relationship is shown mathematically in (5).

Table 1. Time complexity analysis between quadratic and logarithmic Diffie-Hellman algorithms
Input sizen  N-partyDiffie-Hellman algorithm  Diffie-Hellman algorithm using divide and conquer algorithm

2 4,000 1,000
3 9,000 1,585
4 16,000 2,000
5 25,000 2,322
6 36,000 2,585
7 49,000 2,807
8 64,000 3,000
9 81,000 3,170
10 100,000 3,322
11 121,000 3,459
12 144,000 3,585
13 169,000 3,700
14 196,000 3,807
15 225,000 3,907
16 256,000 4,000
17 289,000 4,087
18 324,000 4,170
19 361,000 4,248
20 400,000 4,322
400 4+ —— Divide and conquer Algorithm
Quadratic Algorithm
350 +
300 +
=
£ 250
=1
]
&5 200 -
G
£ 150 -
=
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Figure 3. Analysis of the execution time of the Diffie-Hellman algorithm
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Pa _Tg

re =Ty ©)

Where:
Pa = performance of the logarithmic Diffie-Hellman key exchange approach.
Pe = performance of the quadratic Diffie-Hellman key exchange algorithm.
Ta = time taken for n participant in the logarithmic Diffie-Hellman key exchange approach.
Tg = time taken for n participants in the quadratic Diffie-Hellman key exchange algorithm.
With 20 participants, we have:

Pa_TB

=18_20 _9255%~093

P Ta 4322

This shows that the logriathmic Diffie-Hellman key exchange approach performs 93 times better than the
quadratic Diffie-Hellman key exchange approach in generating the shared secret key in a communication
system.

4. CONCLUSION

Recent observations show that the n-party Diffie-Hellman key exchange approach has been used to
generate the shared secret key in a communication system. From the study it was observed that the n-party
Diffie-Hellman key exchange approach takes plenty of time to generate the shared secret in a communication
system. This study compares the performance of the logarithmic key exchange technique with the
time parameter against the quadratic key exchange algorithm. Our findings prove that the logarithmic
Diffie-Hellman key exchange approach is faster than the quadratic Diffie-Hellman key exchange approach in
generating the shared secret key of large participants in a communication system.
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