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 The increased adoption of automated devices and its utilization to advance 

data processing in many facets of societal tasks and demand operations has 

continued to birth accompanying security challenges. Physical 

infrastructures today integrates within them automated units to upscale 

traditional issues. The recent proliferation of automated door access with 

innovative embedded units employs a centralized design with single-factor 

authentication, which has proven inefficient for safeguarding restricted 

environments. Other challenges of data corruption, theft, mishandle of user 

credentials, all of which can be compromised due to its single point of access 

control. This study advances enhanced access security for virtual key door 

infrastructure via a blockchain-MFA strategy. It implements secure, scalable 

access control with a 3-layered framework of PIN + RFID + Biometric, 

validated using smart contracts on a blockchain network. The results 

demonstrated improvements in security, transparency, and auditability 

compared to traditional door access control, especially against adversarial 

attacks from single-point failures and credential vulnerabilities. Our 

prototype unit demonstrates 3-factor authentication for improved security 

that ensures forensic traceability of every authentication attempt, making it a 

viable solution for institutions with high-security needs.  
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1. INTRODUCTION 

There is today an increased demand vis-à-vis the requisite importance of user convenience, safety 

and secure access to both residential and commercial infrastructure [1]. Evidence abounds that it has 

continued to necessitate a security-conscious environment, with traditional security to building infrastructure 

utilizing either the conventional key mode [2], or the recent adoption of radio frequency identifier (RFID) 

door access [3]. Whichever the scenario, major challenges inherent in this traditional design is their ease of 

compromise and susceptibility to key duplication, theft, loss, and other forms cum mode of spoofing [4] 

which exposes the traditional door access system to a plethora of security risks. However, the emergence and 

https://creativecommons.org/licenses/by-sa/4.0/
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integration of the internet of things (IoTs) that allow the use of sensors, microcontrollers, and other ancillary 

components to aid full automation has ushered in a paradigm shift vis-à-vis the continued ease to door access 

infrastructure and operations [5]. The fusion with microcontrollers has continued to gain widespread 

proliferation due to its increased popularity, open-source nature [6], eased mobility [7], portability in allied 

components [8], ease, versatility [9], and cross-platform deployment with interoperability [10]. These 

features have continued to position them as a realistic, custom-fit solution [11] for a variety of domain tasks, 

that also includes door (access) control frameworks.  

These IoT solutions have, at their nexus, the Arduino unit [12] equipped with the ESP controllers 

[13] for its processing unit, which is responsible for retrieval and management of data as well as effectively 

coordinating the system’s overall processing cum operation. The choice of Arduino is attributed to its 

flexibility to seamlessly integrate various sensor units [14], its robustness and reuse in related tasks [15], and 

its black-box adaptability [16] to suitably achieve sophisticated control(s). In addition, the Arduino leans on 

its capability to offer low-cost, do-it-yourself (DIY) [17], and custom-effective solution(s) for researchers 

aiming at security enhancements with varying configurations and design settings for IoT applications. 

Emphasis on the DIY paradigm [18], [19] allows researchers to model, hands-on build, modify, and 

implement lightweight model-targeted solutions fit to meet specific needs; while its open-source nature 

advances agile [20] collaboration with cross-cutting innovations that enable the continued enhancement cum 

deployment of new features. The lightweight framework utilizes software algorithms that play crucial roles in 

performance optimization and accuracy, especially with embedded systems security architecture via 

multifactor biometric-based authentication [21], [22], among other integrations with the door access control 

systems. The adoption of IoT systems with biometric algorithms has contributed to black-box adaptation, 

robustness, added reliability [23], and flexibility in modern biometric recognition systems [24] as utilized in 

door access management and control systems. 

While IoT continues to birth new solutions, we acknowledge their inherent susceptibility and 

proneness to attacks/breaches, forcing many systems to adopt the fusion of biometric modalities (i.e. 

fingerprint, facial, iris, and thermal) as key functionalities to foster secure data exchange with real-time 

monitoring over such platforms. These are exercised over mobile smartphones via the integration of the 

SIM900 as a means to extend/expand the capabilities of the access management control system. Its remote 

interaction between a user and the system facilitates real-time monitoring and control management for the 

Arduino-based, IoT-enabled solution. While this extension allows authorized users to remotely (un)lock a 

door via apps on their smartphones, it also adds an extra layer for eased user acceptability [25], improved 

satisfaction cum convenience [26], user satisfaction, and the required system’s flexibility. The SIM900 

advances support for encrypted data transfer between legitimate users and the system, to dissuade potential 

attacks [27] and protect the device from unsuspecting compromises [28], [29]. While targeting operational 

effectiveness by extending its capability in cases for which direct physical access control is limited [30], [31]. 

Remote capabilities for door access control management are quite valuable today, especially with 

the rise in the proliferation of smartphones that enable users to manage secure access to restricted areas in 

and out of both residential and commercial buildings at varying locations [32]. Many such systems have 

explored and adopted fingerprint biometric recognition, which in many climates has been found to be 

efficient, safe, and secure [33], [34]. This is because, at its enrollment stage, all participating users’ 

fingerprints are scanned, and their templates are thereafter stored in the record base to ease retrieval checks 

via a challenge-response that matches the template scan with stored user gaits [35]. It utilizes the template for 

future scans to validate user identity as well as ensure that only authorized users are granted access to the 

infrastructure. The optimized challenge-response match process advances quick and accurate template 

matching that helps to minimize throughput time to validate a user identity [36]. The adoption of biometrics 

has continued to efficiently ease the dynamics of theft, loss, and forgetfulness associated with a user’s 

physical key(card), as well as eliminating the obvious need to memorize passwords/PINs. In addition, this 

scheme also addresses the growing questions and concerns for more security-conscious access control with 

its key merit that allows for ease in customization within a user community. To foster community-driven 

solutions where security not only evolves rapidly in response to emergent techs, but also faces adversaries 

seeking to gain unauthorized access while evading detection, compromising a network infrastructure to user 

device information.  

Thus, our study seeks to contribute as follows:  

a) Implement an IoT-based door access control mechanism for solenoid doors as installed in buildings. 

b) Deploy remote capability that helps identify users via a multifactor authentication (MFA) scheme, 

ported on the mobile-based application framework that synchronizes/match user profile data with the 

Auth-template 

c) Enhance the framework’s security using blockchain technology to ensure immutability of transactions 

d) Comparing the performance of this approach to existing methods. 
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Section 2 describes authentication schemes and blockchain approaches to IoT-based door access 

control via the literature reviewed, materials and methods explored, and the evaluation metric utilized in the 

study, and Section 3 concludes the main findings and provides further development directions for further 

studies. 

 

 

2. LITERATURE REVIEW 

2.1.  Review of related literature 

The potential applications of an Arduino-based IoT system with MFA as implemented on a mobile 

smartphone are quite vast. It ranges from securing personal resources/properties to managing door access and 

real-time control for large infrastructure [37]. With increased demand for more secure, flexible, scalable, and 

adaptable door access control systems, our study seeks to proffer valuable insights via technical 

requirements, methods and materials, design configurations, user-defined settings and considerations as well 

as experimental results to assert the efficacy of this scheme. Thus, we advance support studies as a backdrop 

cum foundation for further experimentation and enhancement that helps with a sustainable evolution in IoTs 

for door access control. Its ease of accessibility and portability assure its ability to deploy across various 

contexts (commercial and residential) to proffer a versatile solution fit for different needs. Thus, the fusion 

with an Arduino unit, GSM module, and biometric recognition tech [38], has since been acknowledged as a 

promising solution to modern door access management and real-time control challenges. 

Extensive studies have been conducted on the subject of this fusion with fingerprint (biometric) as 

widely adopted due to its uniqueness and security benefits [39]. Its reliability has been demonstrated via its 

high accuracy with a low false acceptance rate (FAR). With a variety of models deployed to enhance the 

precision and efficiency in fingerprint matching (i.e. minutiae and pattern)-some works have integrated 

fingerprint with other biometric modalities such as facial recognition [40] as a mode to further enhance its 

security in access control and management systems. Its effectiveness for large-scale identification has eased 

its adoption, which can also be attributed to its scalability and applicability [10]. Such advances have 

continued to showcase the critical role of biometrics towards improved acceptance in modern access 

management and control systems. In addition, other customizable solutions have explored the integration of 

RFID as a mode to enable users to gain door access via RFID cards, while allowing for realtime monitor cum 

alert via mobile apps [41].  

While some researchers have proffered home automation systems controlled via Bluetooth for 

improved ease of usage and convenience - its fusion to harness the capabilities of the Arduino-based solution 

with various sensors and modules has continued to emphasize its ability to deploy sophisticated access 

control mechanisms. This eased versatility with the Arduino-based IoT solutions is integrated across the 

GSM platform to ease remote management, monitor/alert as well as upscale the embedded functionality for 

door access management and control systems [42]. This design approach uses the GSM unit to facilitate a 

range of remote actions via SMS, which yields an extra layer of security. While this improves access 

inclusivity, its effectiveness of remote capabilities of access control systems. The convenience, efficiency, 

and capability to operate a secure door access management and control system remotely have become 

increasingly imperative for today’s mobile-connected and digital society [43], where users are often required 

to remotely manage and control their access from different locations [44]. Thus, our study aims to 

demonstrate the effectiveness of a door access management and control system enhanced using a  

blockchain-based MFA strategy (with fingerprint and facial recognition) from mobile smartphone apps as 

modes to enhance system security, while offering ease of use, convenience, and flexibility via this DIY [45], 

open-source nature in IoTs, offering a practical-fit solution that also encourages innovation and  

scenario-targeted customization. 

 

2.2.  Explored methodology 

Building an artifact must be poised to address some unresolved challenges, for which its evaluation 

must unveil the performance therein, resolving the purported challenges as in Figure 1. Thus, we explore a 

framework that combines both behavioral and design paradigms, which: (a) offers a process to understand, 

execute, and evaluate the model, and (b) contributes to our adopted/adapted design via the identified business 

needs. Studies have claimed that the goal of behavioral-science research is to find the truth - wherein, 

whereas the inherent goal for design-science research is to build and evaluate a proposed utility product that 

will advance frontiers of science and technology. Additionally, they noted that truth and utility are very much 

inseparable. Thus, the proposed artifact to be produced and implemented in relation to design-science 

research are more often than not a fully finished information system product. Thus, studies have posited that 

an artifact represents an innovation that defines the ideas, technical capabilities, practices, and products with 

the help of which the design, analysis, implementation, and usage of data systems can be accomplished [46]. 
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Figure 1. Proposed design framework 
 

 

2.3.  Experimental design framework 

Our proposed (enhanced) door access management and control system explores a structured but 

sequential data flow as in Figure 2, which integrates multiple authentication layers with blockchain-based 

validation to ensure high-level security, transparency, and auditability. Each stage of the process builds upon 

the previous one, and authentication is only successful when all stages are correctly completed and verified 

on the blockchain. The flow ensures both system integrity and user accountability via its immutability and 

smart contract automation to validate and log each event. The detailed operational sequence is as in Figure 2.  
 

 

 
 

Figure 2. Schematic diagram of the proposed blockchain-MFA fused IoT solution 
 

 

Its detailed operational sequence is outlined as follows,  

a) Step 1 - Factor collection - Here, the system initializes the authentication process immediately when a 

legitimate user swipes their RFID-card via the card reader as installed on the artifact. The RFID reader 

is connected to the ESP32 microcontroller as ported on the Arduino board. The system then extracts 

each user’s unique identifier (UID) from the card and explores a challenge-response scheme to 

ascertain/verify its authenticity via the MFA server (auth_server), as in Figure 2. Where the RFID UID 

is valid and accepted as responded to by the MFA (auth_server), it is encrypted as a token in its server’s 

registry and passed on to the blockchain network, so that the system proceeds to the next stage;  

Else, access is immediately denied, and a failed attempt alert is logged on the audit server of the 

blockchain [47]. 
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b) Step 2 - PIN verification with hash-match: Where the RFID verification is successful, the system 

explores a challenge-response mechanism that prompts the user to input their PIN using the attached 

keypad module. The inputted PIN is hashed and transmitted securely as a token to the auth_server and 

blockchain for comparison against the template (user) stored hashed PIN. Where the hash matches the 

stored value, this confirms the identity based on the knowledge factor. If it fails, access is denied and 

the attempt alert is logged on the audit server [48]. 

c) Step 3 - Token generated for mobile app authentication: upon successful PIN verification, the system 

generates a one-time password/token (OTP/OTT) that serves as the session’s hook, or reference 

identifier (RID). This token is not revealed to the blockchain directly, but is logged internally with the 

auth_server alone and associated with a verified user. Its function is to serve as a bridge to initiate the 

mobile app for the authentication process – so that once validated, the user can perform remote 

management access and control of the door. The token ensures that only users who passed the RFID-

and-PIN challenge-response proceed to application-level verification [49], [50]. 

d) Step 4 – Mobile app input for blockchain token verification: Each user is then required to open the 

accompanying mobile app to input the OTP/OTT as generated in the previous stage. The token is then 

hashed and forwarded via the app to the blockchain, which then executes the smart contract to validate 

the token against the stored template as generated and associated with each user’s session. If the token 

is correct, the user is allowed to proceed with biometric (fingerprint) ownership verification and user 

identity validation. This stage validates the authenticity of the user interacting with the door access and 

control system with real-time connectivity over the IoT-based solution [51], [52].  

e) Step 5 – Biometric user identity validation: the system prompts for biometric authentication, which can 

be performed via the mobile app. This design configuration adds an extra layer of synchronization and 

security that dissuades spoofing attacks from adversaries. The fingerprint minutiae data as captured is 

then compared to the registered fingerprint template, stored securely in its encrypted form on both the 

auth_server and blockchain. Where the fingerprint matches, this confirms the inherence factor [53], [54].  

f) Step 6 – Access and physical door (un)lock: Upon successful completion of all previous authentication 

steps with tokens as verified and validated between the auth_server and blockchain – a final 

confirmation of access granted is sent through the smart contract to the ESP32 microcontroller, which 

then activates the solenoid (door) lock to physically unlock the door. This mechanical action affirms a 

successful multi-factor authentication as well as marks the end of the session [55], [56].  

g) Step 7 – Blockchain logs with audit trail: Where the biometric token is unsuccessful, an audit trail is 

logged onto the blockchain. In addition, at every stage therein, the smart contract logs every 

authentication event on the blockchain with time-stamped entries. Whether an access attempt is 

successful or fails at any stage (RFID, PIN, token, or biometric), all events are transparently and 

immutably recorded. This ensures an audit trail that administrators or auditors can review at any time 

without the risk of tampering or deletion [57], [58]. 

This stepwise flow ensures that no single authentication factor can compromise access security. The 

use of blockchain helps with user login credential validation and event logging, which brings an additional 

layer of decentralization [59], transparency, and resilience. Thus, addressing the critical weaknesses inherent 

in conventional door access management and control systems [60]. The entire system is designed to be 

modular, scalable, and suitable for deployment in high-security environments, with the algorithm listed in 

Algorithm 1. 

 

Algorithm 1. Listing of the Blockchain-based MFA strategy 
Input: user_input (PIN, RFID, biometric_signature), blockchain_credentials, 

mobile_confirmation 

Output: access_granted, access_denied 

Initialize system components && connect to blockchain //Initializing the blockchain 

and auth_server for candidate nodes 

// Step 1: PIN Verification 

prompt user to enter PIN : hash entered PIN 

if hashed_PIN matches blockchain.stored_PIN then generate session_token 

    store session_token on blockchain : log as success 

else: log "PIN verification failed" on blockchain.stored_PIN: display "Access 

Denied" && exit 

endif 

 

// Step 2: RFID Validation 

prompt user_scan RFID 

if RFID_matches user_token on blockchain.stored_token then update session_token on 

blockchain 

    log as success 

else: log "RFID validation failed" on blockchain.stored: display "Access Denied" && 
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exit 

endif 

// Step 3: Biometric Confirmation via Mobile App 

send session_token to user.mobile_device 

listen.wait for biometric.confirm 

if biometric.confirm_received && signature == verified then grant.access 

   activate solenoid.door_mechanism : log "Access Granted" on blockchain.store 

else: log "Biometric verification failed" on blockchain.stored 

    display "Access Denied" 

endif 

   reset authentication flags 

end 

 

The proposed system tackles the limitations of traditional access control by introducing a 

blockchain-based MFA approach/framework that integrates PIN, RFID tags, and biometric fingerprint 

recognition. Its key improvements used to address previous bottlenecks include [61]: (a) it utilizes 

decentralized blockchain to resolve the backdrop of a central database authentication with records stored on a 

distributed ledger technology that ensures fault tolerance and eliminates single point of failure [62], (b) it 

utilizes the distributed modular framework implemented with smart contracts and the distributed identity 

management to validate new access points (users) prior onboarding without reconfiguring the entire system 

[63], [64], (c) it exercises a triple-layered MFA scheme (i.e. biometric, PIN, and RFID) to ensures access is 

granted only to verified/validated users, and remains secure even with 1-or-2 factors compromised, (d) it 

explores the blockchain’s business logic and smart contracts to provision audit trails with logs such that all 

access events (and failed attempts) are recorded immutably to aid forensic review, and improved user-trust 

level [65], and (e) it resolves traditional system’s poor flexibility via business logic that handles access 

permissions, provide updates, and access control logic as dynamically programmable and automatically 

enforceable [66]. 

 

2.4.  Technical system requirement and design configuration 

Our proposed system was designed with the following parameters: The physical components as 

assembled include: (a) The ESP32-WROOM microcontroller module was programmed via the Arduino IDE 

with ESP32 board support package. It had built-in Wi-Fi capabilities, configured to establish secure 

connections to the blockchain. Its deep-sleep mode was implemented to optimize power consumption during 

idle periods. Interrupt-based wake-up mechanisms were configured for the keypad and RFID reader. (b) The 

Auth_Server interfaced a 4×4 matrix keypad with the ESP32 via GPIO pins (13-12-14-27-26-25-33-32). The 

MFRC522 RFID reader integrates a GSM module connected via the SPI protocol for MOSI-23, MISO-19, 

SCK-18, and SS-5. In addition, we interfaced the 16×2 LCD with the I2C communication protocol (SDA-21, 

SCL-22). The solenoid lock is controlled by a 5V relay, connected to GPIO-15 and a 9 V battery, and (c) 

Power management uses 5v/2A DC adapter on a backup 3.7 V 2000 mAh LiPo battery with a TP4056 

controller (and an automatic power source switching circuit for uninterrupted operation and a monitor that 

alerts battery status).  

Components were mounted on a weatherproof (IP65)- rated enclosure with a custom PCB fabricated 

to minimize wiring complexity. Tamper detection switches were installed to detect unauthorized access 

attempts to the enclosure, while the artefact, as in Figure 3, was installed on a standard door frame with 

concealed wiring. Table 1 shows the hardware configuration. Figure 3 shows the initial state of the artifact, 

and Figure 4 shows an activated RFID card on the proposed system. The software requirements for deploying 

and operating the system yield the configuration as in Table 2. 

 

 

  
 

Figure 3. Door access control artifact Figure 4. RFID-card authentication activated 
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Table 1. Hardware requirements 
Component Specification Function Quantity 

Microcontroller ESP32-WROOM-32 Core processing unit 1 
RFID Reader MFRC522 RFID card authentication 1 

Matrix Keypad 4×4 Membrane PIN code input 1 

LCD Display 16×2 I2C User feedback interface 1 
Relay Module 5V Single Channel Control electromagnetic lock 1 

Electromagnetic Lock 12V 600lbs Holding Force Secure door locking mechanism 1 

Power Supply 5V/2A DC Adapter Primary power source 1 
Backup Battery 3.7V 2000mAh LiPo Power redundancy 1 

Charge Controller TP4056 Battery management 1 

Voltage Regulator LM2596 Power stabilization 1 
PCB Custom Designed Component integration 1 

Enclosure IP65 Weatherproof Environmental protection 1 

RFID Cards ISO/IEC 14443A User credentials 2 

 

 

Table 2. Software requirements 
Software Version Purpose 

Arduino IDE 1.8.19 ESP32 programming environment 

ESP32 Board Package 2.0.5 Hardware support for ESP32 
Remix IDE Web-based smart contract development and testing 

Flutter SDK 3.10.0 Mobile application development 

Dart 3.0.0 Programming language for Flutter 
Solidity 0.8.0 Smart contract programming language 

Web3.js 1.8.2 JavaScript library for blockchain interaction 

Truffle Suite 5.7.0 Blockchain development framework 
Ganache 7.5.0 Local blockchain for testing 

Android Studio 2023.1.1 Android application development and testing 

Xcode 14.3 OS application development and testing 
Visual Studio Code 1.77.0 Code editor with extensions 

Git 2.40.0 Version control system 

Postman 10.13.0 API testing tool 
Firebase Console Web-based push notification services 

 

 

3. FINDINGS AND RESULT DISCUSSION 

3.1.  Authentication performance 

This metric evaluates the overall system performance on its authentication accuracy, speed, and 

consistency in validating legitimate users while rejecting unauthorized attempts. A total of ten (10) trials 

were conducted to observe how each authentication layer (i.e. RFID, PIN, token-OTP, and biometric) 

contributes to performance and how quickly each cycle is completed using the success rate, false rejection 

rate (FRR), FAR, and average response time as in Table 3. In addition, Figure 5 shows OTP verification, 

while Figure 6 shows final user identity validation with blockchain login. 

 

 

 
 

Figure 5. The OTP verification page 
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Figure 6. Final verification with blockchain login 
 

 

Table 3. Performance evaluation with benchmark models 
Trial No. User Type Input Factors Auth Result Time in Secs Remarks 

1 Legitimate User Valid RFID, PIN, Token, Biometric Success 3.2 All factors correct 

2 Legitimate User Valid RFID, wrong PIN Failure 2.1 Blocked at PIN stage 

3 Intruder Cloned RFID Failure 1.5 RFID not registered 
4 Legitimate User Valid RFID, PIN, expired token Failure 2.9 Token expired 

5 Legitimate User All correct factors Success 3.0 Smooth flow 

6 Legitimate User Biometric mismatch Failure 3.1 Blocked at final stage 
7 Legitimate User All correct Success 3.4 Slight biometric delay 

8 Intruder Token replay attempt Failure 2.5 Rejected by smart contract 

 

 

The authentication performance trials show that the system successfully validated all legitimate 

users with correct credentials while blocking unauthorized attempts at every stage. 3-out-of-8 trials were 

recorded as being successful; while, 5-trials were denied due to spoofing, incorrect inputs, or expired tokens. 

The average time for successful authentication login was approximately 3.2secs – demonstrating its realtime 

capability, and further confirms the FAR and FRR of 0% as properly configured sessions. This affirms the 

system’s high authentication accuracy, its resistance to user misuse, and its operational efficiency, making it 

suitable for secure access deployment. 
 

3.2.  Blockchain performance 

We assess the blockchain performance based on its efficiency, responsiveness, and reliability of the 

smart contract as it underpins access management and control process. Blockchain operations include 

template match, and credentials verification. These evaluate its impact on the overall system speed, 

transaction success, data immutability, and integrity assurance. Thus, we assess the transaction confirmation 

time, smart contract response time, and logging integrity were analyzed across multiple trials as in Table 4. 
 

 

Table 4. Performance evaluation with benchmark models 
Trial No. Auth Triggered Smart Contract Action Blockchain Time (s) Log Entry Created Result 

1 RFID Match Token granted 1.4 Yes Success 

2 PIN Hash Verification Token generated 1.6 Yes Success 

3 Token Input via App Token validated 1.3 Yes Success 
4 Expired Token Attempt Smart contract rejected token 1.2 Yes (logged as 

denied) 

Rejected 

5 Replay Attack Attempt Smart contract flagged duplicate 
token 

1.1 Yes Rejected 

6 Biometric Success Final approval logged 1.5 Yes Success 

7 Tampered Request Smart contract ignored invalid 
input 

1.2 Yes Rejected 

8 Auth Triggered Smart Contract Action Blockchain Time (s) Log Entry Created Result 

 

 

The trials confirm that the blockchain layer consistently responded within 1.1seconds to 1.6 

seconds, demonstrating fast and stable smart contract execution for identity verification and logging. All 

authentication actions-including approvals, rejections, and invalid attempts – were accurately logged on the 
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blockchain, confirming the immutability and integrity of the event history. Importantly, the smart contract 

successfully prevented replay and tampering attempts, reinforcing its role as a trustless decision-maker in the 

system. Overall, the blockchain component proved to be efficient, secure, and transparent, with negligible 

latency impact. It enabled a decentralized verification framework that is auditable and resistant to 

manipulation, positioning the system well for use in high-security environments. 

 

3.3.  System reliability 

To assess the flexibility, robustness, adaptability cum consistency of the developed blockchain-

based MFA system, a series of reliability tests were conducted. These tests measured the system’s behavior 

under repeated, valid access attempts, varied time intervals, and different user inputs. The aim was to 

determine how reliably the system performs authentication without failure, lag, or inconsistency across 

multiple sessions. Table 5 summarizes the outcomes of repeated successful authentication attempts 

performed over several trials. It shows how consistently the registered users were authenticated across 

multiple sessions without failure. Its average response time ranged between 3.00-to-3.70-secs – indicating 

minimal latency and delay were experienced even under varying conditions that include: (a) delayed token 

input and (b) reduced fingerprint scanner visibility [67].  
 

 

Table 5. Performance evaluation with benchmark models 
Trials User Type Authentication Attempted Time (s) Result Remarks 

1 Registered User RFID → PIN → Token → Biometric 3.1 Success Smooth and consistent 

2 Registered User RFID → PIN → Token → Biometric 3.3 Success No delay observed 

3 Registered User RFID → PIN → Token (delayed) → Biometric 3.5 Success Token expiration handled 
4 Registered User RFID → PIN → Token → Biometric 3.0 Success Fast response 

5 Registered User RFID → PIN → Token → Biometric 3.2 Success Consistent performance 

6 Registered User RFID → PIN → Token → Biometric (low light) 3.7 Success Slight biometric delay 

 

 

In addition, each trial successfully completed an authentication cycle even with faults (single point 

of failure) and/or rejecting valid inputs, which confirms the system's high reliability, stability, and real-time 

responsiveness. These, further validate the proposed system’s effectiveness as practically deployed in a 

secure access environment where uptime and dependability are critical. The system demonstrated exceptional 

reliability during its 30-day test period with a resultant uptime of 0.997. It showed no errors or latency for 

remote SMS commands, which highlighted its effectiveness on remote management capabilities. 

Furthermore, our backup outperformed the proposed design specification, providing 1098 seconds of 

operational time efficiency (as compared to the targeted 720 seconds). This extended operation time 

enhances its suitability for critical security applications as well as demonstrates its ability to recover from 

network cum other various faults. A 1.000 recovery rate, with an average recovery time of 4.2 seconds, 

demonstrates the effectiveness of the proposed system’s offline fallback mechanisms implemented in the 

ESP32 firmware. This resilience ensures that the authentication system remains functional even in 

environments with unstable network connectivity. 
 

 

4. CONCLUSION 

The proposed system integrates three authentication layers of PIN, RFID, and biometric verification 

as managed via the blockchain’s smart contracts. Its mobile application and IoT-based access mechanism 

were also developed to demonstrate the functionality of the model in a real-time setting. Key components 

include: (a) the ESP32 interfaced with RFID readers, biometric sensors, and an LCD, (b) a blockchain with 

smart contracts deployed on the Ethereum testnet for credential validation, to ensure immutable log records, 

and decentralized access control, and (c) a mobile app ported on a smartphone for biometric (fingerprint) 

recognition, verification, and access management. The system was evaluated for authentication accuracy, 

latency, resistance to spoofing and tampering attacks, and overall operational efficiency. 

The results demonstrated significant improvements in security, transparency, and auditability 

compared to traditional centralized access control mechanisms. The implementation of blockchain-based 

MFA represents a breakthrough in securing physical access points, particularly in environments where data 

protection and unauthorized access pose critical risks. The decentralized structure and immutable records 

provided by blockchain address key limitations in conventional access systems, including single-point 

failures and credential vulnerabilities. The study demonstrates a working prototype of a 3-factor 

authentication integrating knowledge (PIN), possession (RFID), and inherence (biometrics)-secured by 

blockchain and IoT technologies. The system improves access control and ensures forensic traceability of 

every authentication attempt, making it a viable solution for institutions with high-security needs. 
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