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 The rapid growth of the internet of things (IoT) has led to the development 

of new challenges in ensuring secure and reliable data transmission. This 

paper proposes a trust-based secure routing protocol (TBSRP) designed to 
mitigate security threats such as routing attacks in IoT networks. The core 

innovation lies in the dual-layer trust evaluation mechanism, which 

combines reputation-based trust and behavioral analysis to dynamically 

adjust routing decisions based on real-time performance and historical 
behavior of network nodes. To enhance security, the protocol incorporates 

an adaptive threshold mechanism that adjusts trust criteria based on observed 

network conditions and an anomaly detection system utilizing machine 

learning (ML) algorithms for real-time monitoring of node behavior. 
Experimental evaluation demonstrates that TBSRP outperforms existing 

protocols (such as Ad hoc on-demand distance vector (AODV), trust-based 

AODV (TB-AODV), energy-efficient secure routing (ESR), and Secure 

AODV (SEC-AODV)) in key performance metrics, including packet 
delivery ratio (PDR), end-to-end delay, throughput, and routing overhead. 

The proposed protocol exhibits strong resilience to the increasing number of 

malicious nodes and varying network conditions, making it highly effective 

for securing IoT networks. This work contributes to the development of 
adaptive, scalable, and secure routing protocols for IoT environments, with 

the potential for further optimization through advanced ML techniques and 

real-world implementation. 
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1. INTRODUCTION 

The internet of things (IoT) has emerged as one of the most transformative technologies of the 

modern era, revolutionizing various sectors such as healthcare, transportation, smart cities, agriculture, and 

industrial automation. By enabling seamless communication and data exchange between billions of 

interconnected devices, IoT has opened up unprecedented opportunities for automation and data-driven 

decision-making. However, this rapid expansion of IoT networks has brought significant challenges, 

particularly in terms of security and trust [1]-[4]. The heterogeneous nature of IoT devices, which often have 

limited computational and energy resources, makes them highly susceptible to a wide range of cyberattacks, 

including data tampering, denial of service (DoS), man-in-the-middle attacks, and malicious node behavior. 

Traditional security mechanisms, which may be suitable for more robust computing environments, are often 

https://creativecommons.org/licenses/by-sa/4.0/
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inadequate for IoT networks, necessitating the development of lightweight yet highly effective security 

solutions. One of the critical aspects of securing IoT networks is ensuring trustworthiness among devices, as 

compromised or untrustworthy nodes can severely degrade network performance, compromise data integrity, 

and jeopardize the overall system’s reliability. In this context, trust-based secure routing has emerged as a 

promising approach to enhance the resilience and robustness of IoT networks [5]-[8]. By evaluating and 

quantifying the trustworthiness of IoT nodes, trust-based routing mechanisms can ensure that data is 

transmitted securely and efficiently through reliable nodes while avoiding potentially malicious or 

compromised nodes. Trust in IoT networks is typically assessed based on various metrics, such as the history 

of successful data transmissions, node reliability, communication behavior, and the ability to cooperate in 

network tasks. However, designing an effective trust evaluation system for IoT networks is challenging due 

to the dynamic and resource-constrained nature of these environments [9]-[14]. Furthermore, the 

heterogeneity of IoT devices and the diverse types of communication protocols add additional layers of 

complexity to the problem. These challenges raise a fundamental research question:  

 

“How can a trust-based secure routing protocol be designed to mitigate security threats while balancing 

efficiency and adaptability in IoT networks?” 

 

Recent advancements in machine learning (ML) have provided new opportunities to address these 

challenges by enabling more sophisticated and adaptive trust management and secure routing mechanisms. 

ML, with its ability to analyze large volumes of data and identify complex patterns, can be leveraged to 

enhance trust assessment and secure routing in IoT networks. By applying ML algorithms, we can 

dynamically evaluate the behavior of IoT nodes, detect anomalies, and make informed routing decisions 

based on real-time data analysis [15]-[18]. By continuously monitoring network traffic and calculating 

anomaly scores, the system can adapt to changing conditions and provide early warnings of suspicious 

activities [19]-[22]. The integration of ML into trust-based secure routing also brings several practical 

benefits, including improved detection of malicious behavior, reduced latency in routing decisions, and 

enhanced overall network resilience. However, it is essential to consider the computational overhead and 

energy consumption associated with ML algorithms, especially when dealing with resource-constrained IoT 

devices. Therefore, the design of the proposed system must balance security and efficiency to ensure that it 

can operate effectively in real-world IoT deployments [23]-[27]. 

 

 

2. RELATED WORKS 

Combining the existing research studies on trust-based secure routing and security mechanisms in 

IoT environments reveals a rich landscape of innovative methods aimed at addressing the critical challenges 

posed by the exponential growth of IoT networks. The rapid proliferation of IoT devices, characterized by 

limited resources and diverse communication protocols, has led to heightened concerns over security and 

reliability. In this context, researchers have introduced various trust evaluation schemes, energy-aware 

protocols, and routing mechanisms to secure data transmission while minimizing energy consumption and 

computational overhead. Fu et al. [2] present an energy-aware secure routing scheme that leverages two-way 

trust evaluation to ensure both the security and efficiency of IoT networks. Their study highlights the 

significance of balancing security requirements with the energy limitations of IoT devices, employing a trust 

model that considers both direct and indirect trust metrics to evaluate the reliability of network nodes.  

In another notable work, Khan et al. [15] introduce the enhanced multi-attribute-based trusted attack 

resistance (EMBTR) scheme, which focuses on securing the routing of sensor nodes in wireless sensor 

networks (WSNs). The EMBTR model employs multiple trust attributes to evaluate node behavior, such as 

data forwarding reliability, energy consumption, and past interactions, to build a comprehensive trust  

profile for each node. This multi-attribute approach enhances the detection and prevention of malicious 

activities, ensuring secure and reliable data routing. The model’s effectiveness is demonstrated through 

improved attack resistance and reduced network latency. 

However, the paper also acknowledges the need for more adaptive models that can dynamically 

adjust trust parameters in response to changing network threats. Huang et al. [17] and Wu et al. [18] explore 

dynamic control mechanisms for nonlinear systems and event-triggered containment control in multi-agent 

systems, which indirectly contribute to secure and efficient IoT networks. These works provide insights into 

how adaptive and event-triggered mechanisms can optimize resource utilization and control communication 

in dynamic environments. Their research underlines the potential of integrating adaptive mechanisms into 

secure routing protocols, allowing for efficient handling of network fluctuations and resource limitations. 

Despite these advancements, there is a clear gap in translating these control strategies directly into trust-based 

routing mechanisms, highlighting an opportunity for future research to bridge this gap. 
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 The problem of efficient and secure path selection in IoT networks is further examined by Chen et 

al. [21], who propose an explicit analytic approach for the shortest path in low earth orbit (LEO) satellite 

networks. Their model offers valuable insights into optimizing routing paths in constrained environments, but 

its applicability to ground-based IoT networks needs further exploration. Similarly, Zhang et al. [22] present 

a dynamic pricing and forwarding incentive algorithm in socially aware networks, which can be adapted for 

incentivizing trustworthy behavior in IoT environments. Their work underscores the importance of 

incentivizing cooperation and trustworthiness among network nodes, but it also raises questions about the 

scalability of such models in large and heterogeneous IoT networks. Bai et al. [23] propose a multipath 

secure transmission protocol for wireless ad-hoc networks, focusing on throughput maximization. This 

approach enhances communication security by diversifying transmission paths, reducing the risk of 

interception and attacks. However, the complexity of maintaining multiple secure paths may not be feasible 

for all IoT devices, particularly those with stringent energy constraints. Ali et al. [24] introduce a zero-trust 

security model using a dual fuzzy methodology for authentication and task offloading in multi-access edge 

computing, a crucial consideration for IoT networks where data processing and security are often distributed 

across edge devices. The dual fuzzy approach provides a robust framework for trust-aware authentication, yet 

the model’s scalability and efficiency in large-scale IoT deployments require further investigation. Liu et al. 

[25] explore blockchain-based federated learning for secure aggregation in distributed IoT environments. 

Their BFL-SA model enhances privacy and security through decentralized data aggregation, a significant 

advancement for sensitive IoT applications. However, the reliance on blockchain technology introduces 

latency and energy consumption concerns. Wang et al. [26] present a two-way trust routing scheme for fog 

computing environments, emphasizing the need for bidirectional trust assessments to secure communication 

in decentralized networks. This study highlights the potential of fog computing in improving data security 

and network efficiency, but also points out the challenges of trust management in heterogeneous and 

resource-constrained IoT networks. 

 

 

3. PROPOSED WORK 

The rapid expansion of the IoT has revolutionized how devices interact and exchange information, 

but it has also made secure and efficient data transmission a significant challenge. The integration of billions 

of heterogeneous IoT devices, ranging from industrial equipment to household appliances, has led to the 

emergence of vulnerabilities and the risk of attacks. Routing protocols, which are crucial for efficient data 

delivery in IoT networks, often become targets for malicious behavior. Therefore, trust-based secure routing 

has emerged as a vital area of research to mitigate such risks, ensuring that data transmission is secure and 

trustworthy. This research focuses on developing an ML-based trust evaluation mechanism to establish 

secure and efficient routing in IoT networks. Our approach leverages dynamic trust computation using a 

hybrid ML model, considering attributes such as node behavior, historical performance, and real-time 

environmental factors. The proposed framework introduces an advanced trust-based secure routing protocol 

(TBSRP) that uses a combination of supervised and unsupervised ML algorithms to evaluate trust levels, 

detect anomalies, and select optimal routing paths. The trust evaluation system is continuously updated to 

adapt to evolving network conditions and to prevent various attacks such as blackhole, grayhole, and sybil 

attacks. The key innovation of this research is the dual-layer trust evaluation mechanism that combines 

reputation-based trust and behavioral analysis to ensure robust routing decisions in dynamic IoT 

environments. The overall architecture is shown in Figure 1. 

 

 

 
 

Figure 1. Proposed architecture 
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The proposed architecture for the TBSRP is developed through a systematic approach aimed at 

addressing the challenges of secure data transmission in IoT networks. The design and selection of this 

architecture are based on several key factors, including the dynamic nature of IoT environments, the need for 

robust security mechanisms, and the integration of advanced technologies such as ML for anomaly detection 

and trust evaluation. 

 

3.1.  Trust value calculation 

Trust values in TBSRP are computed using a hybrid approach that integrates both reputation and 

behavior analysis. The overall trust score T of a node is calculated as follows: 
 

𝑇𝑖 = 𝛼 ⋅ 𝑅𝑖 + (1 − 𝛼) ⋅ 𝐵𝑖  
 

where: 

 𝑇𝑖 is the total trust value of node i. 

 𝑅𝑖 is the reputation score, reflecting historical performance. 

 𝐵𝑖 is the behavior score, indicating real-time behavior. 

 α is a weight factor that adjusts the influence of reputation and behavior on the overall trust score. 

The reputation score 𝑅𝑖 is calculated based on the feedback received from neighboring nodes, 

normalized over a defined period. The formula is given by: 
 

𝑅𝑖 =
∑ 𝑓𝑖,𝑗

𝑁
𝑗=1

𝑁
  

 

where: 

 𝑓𝑖,𝑗 is the feedback value from node j about node i. 

 N is the total number of feedback sources. 

Feedback values can range from -1 (malicious) to +1 (trusted). 

The behavior score 𝐵𝑖 is derived from various parameters, including packet forwarding ratio, energy 

consumption, and communication frequency. The formula is expressed as: 
 

𝐵_𝑖 =
𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑 𝑃𝑎𝑐𝑘𝑒𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑆𝑒𝑛𝑡
𝛽1 + (1 −

𝐸𝑐𝑢𝑟𝑟𝑒𝑛𝑡

𝐸𝑚𝑎𝑥
) ⋅ 𝛽2  

 

where: 

 β1, β2 are weights for packet forwarding and energy consumption, respectively. 

 𝐸𝑐𝑢𝑟𝑟𝑒𝑛𝑡 is the current energy level of the node. 

 𝐸𝑚𝑎𝑥 is the maximum energy level of the node. 

Dynamic trust scoring is essential for recalibrating trust values in real time based on performance 

metrics and historical behavior. This approach enables the trust evaluation system to maintain up-to-date 

assessments of nodes’ reliability. The dynamic trust score 𝑇𝑖 for node i is recalibrated using the following 

formula: 
 

𝑇𝑖(𝑡) =  𝛼 ⋅ 𝑇𝑖(𝑡−1) + (1 − 𝛼) ⋅ 𝐸𝑖(𝑡)  
 

Where: 

 𝑇𝑖(𝑡): current trust score of node i at time t. 

 𝑇𝑖(𝑡−1): trust score of node i at the previous time t−1. 

 𝐸𝑖(𝑡): evaluation score of node i at time t, which can include metrics such as packet forwarding ratio, 

response time, and feedback scores. 

 

3.2.  Secure routing mechanism 

The TBSRP is designed to ensure that data is transmitted through trustworthy nodes in IoT 

networks. The protocol consists of several crucial steps that work together to maintain security and reliability 

during data transmission. 

 

3.2.1. Route discovery 

When a source node wishes to send data, it initiates the route discovery process by broadcasting a 

route request (RREQ) packet throughout the network. The RREQ packet acts as a beacon, enabling 

neighboring nodes to respond with their available routes. Each node receiving the RREQ evaluates its own 
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trust value and those of neighboring nodes, which helps the source node gather essential information about 

potential paths for data transmission. 

The RREQ packet typically includes the following parameters: 

 Source ID: identifier of the source node. 

 Sequence number: unique number to prevent routing loops. 

 Time-to-live (TTL): limits the scope of the broadcast. 

The routing process can be summarized in the Algorithm 1. 

 

Algorithm 1. Route discovery 
1. Input: source node S, destination node D, trust values 𝑇𝑖 of nodes. 

2. Output: potential paths P to the destination. 
3. Steps: 

 Step 1: S broadcasts an RREQ packet with parameters:  
 

𝑃 = {𝑆𝑜𝑢𝑟𝑐𝑒 𝐼𝐷, 𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒 𝑁𝑢𝑚𝑏𝑒𝑟, 𝑇𝑇𝐿}.  
 

 Step 2: for each node 𝑁𝑖 receiving RREQ: 

- Check if 𝑁𝑖 has a route to D or if TTL > 0. 

- If yes: 

- Update the routing table. 

- Evaluate trust value 𝑇𝑖 of 𝑁𝑖. 

- Forward the RREQ to the next set of neighbors. 

 Step 3: repeat until the RREQ reaches D or an intermediate node with a valid route to D. 

 

3.2.2. Trust-based path selection 

Once the destination node receives the RREQ, it generates a route reply (RREP) packet containing 

trust information, which is sent back through the nodes that relayed the RREQ. The source node then selects 

the path with the highest cumulative trust scores based on the Algorithm 2. 

 

Algorithm 2. Trust-based path selection 
1. Input: set of potential paths {𝑃1, 𝑃2, … , 𝑃𝑚}, trust scores 𝑇𝑖  i for each node i. 
2. Output: optimal path 𝑃𝑜𝑝𝑡𝑖𝑚𝑎𝑙. 

3. Steps: 

 Step 1: for each path 𝑃𝑘 where k=1, 2, …, m: 

- Calculate the cumulative trust score: 
 

 𝑇𝑟𝑢𝑠𝑡𝑆𝑐𝑜𝑟𝑒(𝑃𝑘) = ∑ 𝑇𝑖
𝑛𝑘
𝑖=1    

 

where 𝑛𝑘 is the number of nodes in path 𝑃𝑘. 

 Step 2: select the path 𝑃𝑜𝑝𝑡𝑖𝑚𝑎𝑙: 
 

𝑃𝑜𝑝𝑡𝑖𝑚𝑎𝑙 = arg 𝑚𝑎𝑥 𝑇𝑟𝑢𝑠𝑡𝑆𝑐𝑜𝑟𝑒(𝑃𝑘)  

 

 Step 3: use 𝑃𝑜𝑝𝑡𝑖𝑚𝑎𝑙 for data transmission. 

 

The selection of the path with the highest cumulative trust score ensures secure and efficient routing. 

 

 

4. RESULTS AND ANALYSIS 

In this section, we present the detailed evaluation of the TBSRP. The performance of the protocol is 

evaluated using various metrics such as packet delivery ratio (PDR), end-to-end delay, throughput, routing 

overhead, and the effectiveness of the anomaly detection system. 

 

4.1.  Software and evaluation tool details 

The performance of the TBSRP was evaluated using the network simulator 3 (NS-3), a discrete-

event network simulator widely used for simulating IP-based networks. The simulation environment was 

configured as follows: 

 Network simulator: NS-3, version 3.35 

 Simulation time: 300 seconds 

 Routing protocol: TBSRP, AODV, TB-AODV, ESR, SEC-AODV 

 Traffic model: constant bit rate (CBR) 

 Mobility model: random waypoint model 

 Evaluation metrics: PDR, end-to-end delay, throughput, routing overhead 
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The anomaly detection system integrated into TBSRP utilizes Gaussian mixture models (GMM)  

to continuously monitor node behaviors and identify deviations that could indicate malicious activity.  

The anomaly score for each node 𝑆𝑖 is calculated based on the difference between the expected and actual 

behaviors: 

 

𝑆𝑖 =  ∑ (
∣𝑥𝑡−𝜇∣

𝜎

𝑇
𝑡=1 )  

 

where: 

 𝑥𝑡 represents the observed behavior of node iii at time t. 

 μ and σ are the mean and standard deviation of node i’s behavior. 

 T is the number of observations. 

A higher anomaly score indicates a higher likelihood that the node is exhibiting malicious or abnormal 

behavior. 

 

4.2.  Packet delivery ratio (PDR) 

The PDR metric measures the success of data packet delivery from source to destination. In this 

experiment, the PDR was evaluated in two conditions: when the number of malicious nodes is varied and 

over different time intervals. The results for both scenarios are presented in the following tables. Table 1 

shows the PDR with varying malicious node percentages (from 10% to 40%). As the percentage of malicious 

nodes increases, the PDR decreases for all protocols. TBSRP outperforms the other protocols in maintaining 

a higher PDR, especially under higher malicious node conditions. 

Figure 2 shows the PDR of various routing protocols in the presence of increasing percentages of 

malicious nodes. As malicious nodes increase from 10% to 40%, all protocols experience a decline in PDR. 

TBSRP consistently performs best, maintaining the highest PDR (99.1% at 10% malicious nodes and 86.7% 

at 40%). TB-AODV also shows strong performance but remains slightly lower than TBSRP. AODV and 

ESR have lower resilience, with SEC-AODV showing the lowest PDR among the protocols at each malicious 

node percentage. Overall, TBSRP demonstrates superior reliability in maintaining packet delivery under 

malicious conditions. Table 2 shows the PDR over different time intervals (30s, 60s, and 120s). As the 

simulation time increases, TBSRP maintains a consistent PDR, demonstrating its robustness over extended 

periods. 

 

 

Table 1. PDR with varying malicious nodes 
Malicious nodes (%) AODV PDR (%) TB-AODV PDR (%) ESR PDR (%) SEC-AODV PDR (%) TBSRP PDR (%) 

10 96.2 98.3 95.4 94.2 99.1 
20 91.3 93.5 90.6 89.8 96.5 
30 84.5 86.9 83.2 82.1 91.3 
40 77.1 80.0 75.9 74.5 86.7 

 

 

 
 

Figure 2. PDR under varying malicious nodes 
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Table 2. PDR over different time intervals 
Time interval (s) AODV PDR (%) TB-AODV PDR (%) ESR PDR (%) SEC-AODV PDR (%) TBSRP PDR (%) 

30 92.3 94.7 90.2 88.9 96.2 

60 91.1 93.2 89.6 88.1 95.3 

120 90.2 92.5 88.4 86.8 94.7 

 

 

Figure 3 shows the PDR of various routing protocols across increasing time intervals (30s, 60s, and 

120s). Across all protocols, PDR decreases slightly as the time interval lengthens. TBSRP consistently 

achieves the highest PDR, with 96.2% at 30 seconds, decreasing only slightly to 94.7% at 120 seconds, 

indicating its stability over time. TB-AODV follows, with a marginally lower but stable PDR across 

intervals. In comparison, AODV, ESR, and SEC-AODV have lower PDR values, with SEC-AODV showing 

the most significant decrease, indicating its lower efficiency in maintaining packet delivery over extended 

time intervals. 

 

 

 
 

Figure 3. PDR under different time interval 

 

 

4.3.  End-to-end delay 

The end-to-end delay is the average time taken for a data packet to travel from the source to the 

destination. The delay is influenced by network congestion, routing protocol efficiency, and malicious node 

interference. TBSRP performs better in terms of end-to-end delay than the other protocols, especially as the 

malicious nodes increase. Table 3 compares the end-to-end delay across the same set of protocols as the PDR 

analysis, under varying malicious node percentages. 

Figure 4 illustrates the delay performance of five protocols with increasing malicious nodes. TBSRP 

shows the lowest delay, maintaining efficiency by integrating energy-saving strategies, leading to a lower 

rate of delay increase compared to other protocols. These techniques optimize data routing while conserving 

energy, contributing to overall delay reduction. TB-AODV has the next best performance, but still lags 

behind TBSRP, which maintains resilience with minimal energy consumption and low delay. Table 4 

compares the end-to-end delay over different time intervals, showing the resilience of TBSRP in maintaining 

low delays even during longer simulations. 

Figure 5 shows the end-to-end delay of five routing protocols over increasing time intervals  

(30s, 60s, and 120s). TBSRP achieves the lowest delay at all intervals, rising moderately from 171.2 ms at  

30 seconds to 205.2 ms at 120 seconds, indicating stable performance over time. TB-AODV has the second-

lowest delay, though slightly higher than TBSRP. AODV, ESR, and SEC-AODV experience consistently 

higher delays, with SEC-AODV showing the greatest delay increase, reaching 240.2 ms at the longest 

interval. Overall, TBSRP and TB-AODV demonstrate better efficiency and scalability in managing delay 

over extended durations compared to the other protocols. 
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Table 3. End-to-end delay with varying malicious nodes 
Malicious nodes 

(%) 

AODV delay 

(ms) 

TB-AODV delay 

(ms) 

ESR delay 

(ms) 

SEC-AODV delay 

(ms) 

TBSRP delay 

(ms) 

10 185.6 174.3 190.2 199.4 170.1 

20 209.3 198.7 218.9 227.4 193.4 

30 235.1 223.8 248.7 267.2 215.3 

40 266.7 258.9 278.6 291.9 243.9 

 

 

 
 

Figure 4. End to end delay with varying malicious nodes 

 

 

Table 4. End-to-end delay over different time intervals 
Time interval 

(s) 

AODV delay 

(ms) 

TB-AODV delay 

(ms) 

ESR delay 

(ms) 

SEC-AODV delay 

(ms) 

TBSRP delay 

(ms) 

30 186.4 174.9 192.3 201.8 171.2 

60 205.7 197.1 213.4 223.5 185.7 

120 220.9 212.8 228.5 240.2 205.2 

 

 

 
 

Figure 5. End to end delay under different time 
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4.4.  Throughput 

Throughput is defined as the rate at which data packets are successfully delivered to the destination. 

Higher throughput indicates better overall network performance, especially in IoT environments. TBSRP 

shows superior throughput, maintaining stability even in the presence of malicious nodes as shown in  

Table 5. Figure 6 displays the throughput results across protocols as malicious nodes increase. TBSRP, 

leveraging energy-efficient techniques, achieves the highest throughput and sustains stable performance by 

reducing node energy depletion, minimizing packet retransmissions, and enhancing delivery rates under 

increasing interference. TB-AODV is close behind but experiences slightly lower throughput. 

 

 

Table 5. Throughput with varying malicious nodes 
Malicious 

nodes (%) 

AODV 

throughput (kbps) 

TB-AODV 

throughput (kbps) 

ESR  

throughput (kbps) 

SEC-AODV 

throughput (kbps) 

TBSRP 

throughput (kbps) 

10 58.9 62.7 57.4 54.8 64.5 

20 53.2 56.9 52.1 49.8 58.7 

30 47.8 50.1 46.2 44.3 52.2 

40 43.1 45.6 41.9 39.6 46.8 

 

 

 
 

Figure 6. Throughput comparison 

 

 

5. CONCLUSION 

In this research, a TBSRP was proposed to enhance the security and reliability of data transmission 

in IoT networks, specifically focusing on mitigating malicious attacks and ensuring optimal routing in 

dynamic environments. The protocol integrates a dual-layer trust evaluation mechanism, combining 

reputation-based trust and behavioral analysis, to provide real-time, adaptive security in the presence of 

malicious nodes. It was demonstrated through extensive simulations that TBSRP significantly outperforms 

existing protocols such as AODV, TB-AODV, ESR, and SEC-AODV in terms of PDR, end-to-end delay, 

throughput, and routing overhead. The proposed work effectively addresses the challenges posed by 

malicious attacks, including blackhole, grayhole, and sybil attacks, through the introduction of a dynamic 

adaptive threshold mechanism and a ML-based anomaly detection system. By dynamically adjusting trust 

values and path selection criteria, the protocol ensures that only trustworthy nodes are selected for data 

transmission, thus minimizing the risk of attacks and improving the overall network performance. The results 

further show that TBSRP maintains robust performance under varying conditions, such as increased 

malicious nodes or fluctuating network conditions over time. Future work could explore the integration of 

more advanced ML techniques for enhanced anomaly detection, as well as the scalability of TBSRP in larger, 

more complex IoT networks. Additionally, real-world testing and further optimization of the protocol in 

terms of energy consumption and computational overhead could provide deeper insights into its practical 

deployment. 
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