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The adoption of the internet of things (1oT) in smart farming has enabled
real-time data collection and analysis, leading to significant improvements in
productivity and quality. However, incorporating diverse sensors across
large-scale 10T systems creates notable security challenges, particularly in
dynamic environments like Fog-to-Things architectures. Threat actors may
exploit these weaknesses to disrupt communication systems and undermine
their integrity. Tackling these issues necessitates an intrusion detection
system (IDS) that achieves a balance between accuracy, resource
optimization, compatibility, and affordability. This study introduces an
innovative deep learning-driven IDS tailored for fog-assisted smart farming
environments. The proposed system utilizes a class-aware autoencoder for
detecting anomalies and performing initial binary classification, with a
SoftMax layer subsequently employed for multi-class attack categorization.
The model effectively identifies various threats, such as distributed denial of
service (DDoS), ransomware, and password attacks, while enhancing
security performance in environments with limited resources. By utilizing
the Fog-to-Things architecture, the proposed IDS guarantees reliable and
low-latency performance under extreme environmental conditions.
Experimental results on the TON_loT dataset reveal excellent performance,
surpassing 98% accuracy in both binary and multi-class classification tasks.
The proposed model outperforms conventional models (convolutional neural
network (CNN), recurrent neural network (RNN), deep neural network
(DNN), and gated recurrent unit (GRU)), highlighting its superior accuracy
and effectiveness in securing smart farming networks.
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1. INTRODUCTION

The internet of things (IoT) has brought significant changes to traditional network communication
methods by facilitating coordinated connections among diverse devices. The expanding range of loT
applications highlights its promising impact on enhancing communication efficiency, paving the way for
various scientific breakthroughs [1], [2]. Smart farming represents a modern method of agricultural
production that combines data technology, informed decision-making, and intelligent control systems to
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enhance both the productivity and quality of farming [3]. However, deploying IoT in smart farming covering
areas like water, soil, and air management is often challenged by extreme environmental conditions, such as
strong winds, snowfall, flooding, and diverse landscapes [4]. These implementations form the foundation for
various smart farming applications, such as monitoring water quality, precision farming, livestock health, and
climate conditions, facilitating real-time data collection and analysis [5]. Fog computing is seen as an ideal
solution for enabling efficient communication in 10T systems used within the challenging environments of
smart farming. The primary goal of fog computing is to handle data processing as close as possible to the
source of data generation [6], [7]. By minimizing the amount of data sent over the network, the Fog-to-
Things approach helps lower latency and conserves network resources. In large-scale, centralized extreme
environments, it is necessary to store data at a central site for monitoring and future use [6]. Fog computing
can also play a role by storing data at an appropriate local site that is accessible to all participating nodes. In
the challenging conditions of smart agriculture, edge computing can enhance communication efficiency, load
distribution, and network reliability, marking a significant step toward more dependable operations [8], [9].

El-Ghamry et al. [10] introduces a convolutional neural network (CNN) based intrusion detection
system (IDS) for smart farming, leveraging deep learning techniques to secure agricultural 10T networks.
Evaluated using the NSL-KDD dataset, the system emphasizes data pre-processing, feature selection, and
hyperparameter optimization to achieve over 99% detection accuracy, precision, and F1-scores. While it
showcases the importance of machine learning (ML) for securing smart farming, class imbalance in the
dataset may impact detection performance for rarer attack types. Alanazi and Alrashdi [11], a smart
agriculture system integrating deep learning methods like CNN and long short-term memory (LSTM) is
developed to detect anomalies in real-time. Designed to operate at the network edge, it reduces latency and
enables timely interventions for crop health and resource management. The study highlights distributed
denial of service (DDoS) attack prevention, which could disrupt agricultural operations, but it acknowledges
that other cybersecurity threats exist, though they are not deeply explored. Aldhyani and Alkahtani [12]
discusses using deep learning, particularly CNN and LSTM, for cyber threat detection in Agriculture 4.0.
It stresses the need to protect loT networks from DDoS attacks. The models aim to enhance agricultural
output quality and quantity through Al and cloud computing, while addressing cybersecurity risks. However,
challenges like false alarms or missed detections could impact the system’s efficiency and security.
Zwayed et al. [13] presents a hybrid feature selection approach with BiLSTM for intrusion detection in fog
computing environments, handling the complexities of high-dimensional 10T data. With accuracy rates of
98.42% on the TON_IoT dataset and 98.7% on the BoT-loT dataset, this method improves both efficiency
and accuracy, showcasing deep learning’s role in securing loT networks. Dash et al. [14] introduces a deep
learning framework for anomaly detection in 10T networks using BiLSTM and gated recurrent unit (GRU),
optimized by the JAYA algorithm. The models, JAYA-BILSTMIDS and JAYA-GRUIDS, achieved accuracy
rates of 99.65% and 99.42%, respectively, with minimal false alarms. A fog computing framework for
Unmanned aerial vehicle (UAV) assisted smart farming, as discussed in [15], addresses energy-related
attacks, focusing on DDoS and unauthorized access. By using ML for intrusion detection, the system aims to
secure UAV operations, enhancing data reliability and agricultural productivity. Finally, Lawall et al. [16],
a framework for mitigating DDoS attacks in 10T networks via fog computing combines signature- and
anomaly-based detection. ML enables rapid attack detection, improving resource efficiency and security. The
methodology includes comparing the k-NN classifier’s performance to other models, demonstrating
enhanced accuracy in network traffic anomaly detection. The studies highlight deep learning’s potential in
10T security, urging solutions for class imbalance, real-time scalability, and evolving threats.

The integration of diverse sensors in smart farming communication brings forth numerous security
challenges. This is particularly significant in expansive networks, where the presence of heterogeneous
sensors can potentially compromise the system’s integrity. In a Fog-to-Things architecture, establishing a
robust communication framework is critical to facilitating seamless interactions [17]. Malicious actors within
the network may disrupt the communication infrastructure, leading to erratic and unpredictable interactions
[18]. These complex scenarios necessitate effective security measures to address the evolving challenges.
An effective IDS can reduce the likelihood of attacks by identifying malicious entities within the network
promptly [19]. In recent years, deep learning (DL)-based IDS have become increasingly popular due to their
rapid anomaly detection capabilities [20]. Additionally, DL-based IDS yield more precise outcomes
compared to traditional ML methods [21]. In these systems, the model is initially trained on an extensive
dataset that reflects potential attacks within the specific application area. Subsequently, the system is
implemented in a real-time smart farming environment, where it detects similar attack patterns. While DL-
based IDS offers robust monitoring of potential threats, developing an appropriate IDS remains a complex
challenge [22], [23]. Before developing a DL-based IDS, various factors, including resource usage,
compatibility, security requirements, system flexibility, latency and cost, must be considered [24].
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This paper presents an effective DL-driven IDS designed for fog-assisted smart farming in
challenging 10T environments. This IDS utilizes a hybrid approach, incorporating an autoencoder neural
network for anomaly detection and initial binary classification. The encoded features in the latent space are
further analyzed using a SoftMax classifier to achieve multi-class attack classification, which is crucial for
improved prevention and detecting threats at the network edge. The proposed model effectively detects a
wide range of attack types in smart farming, including backdoor, DDoS, injection, password attacks,
ransomware, scanning, XSS, and others. This approach utilizes a class-aware autoencoder that combines a
reconstruction objective with an integrated classification layer. During training, the model optimizes both
reconstruction and classification errors, allowing it to learn the structure of each class while carrying out
direct classification. To address the challenges of cloud-based deployment in extreme environments, we
propose a Fog-to-Things deployment architecture for the IDS. Evaluations on the TON_loT [25] datasets
demonstrate the model’s strong performance across standard evaluation metrics, reinforcing its suitability for
such environments. Furthermore, to establish the effectiveness of the proposed IDS, we compare it against
baseline models and recent state-of-the-art methods.

The structure of this article is as follows: section 2 outlines the proposed DL-based attack detection
framework. In section 3 presents the evaluation of the proposed IDS and compares its performance with
state-of-the-art methods. Lastly, section 4 concludes the paper and discusses potential future research
directions.

2. RESEARCH METHOD

This section proposes a class-aware autoencoder framework for anomaly detection and attack
classification in an loT-enabled smart farming environment, using both binary and multi-class approaches for
effective attack identification. The TON_loT dataset serves as the data source for model input. As illustrated
in Figure 1, the method employs an autoencoder neural network for anomaly detection, performing an initial
binary classification. The encoded representation in the latent space is then processed by a SoftMax
classifier, enabling multi-class classification of attacks—an essential step for enhanced prevention. The
framework is implemented within the smart farming system, which consists of three layers: sensor, fog, and
cloud. This approach specifically targets the intermediary fog layer within the smart farming architecture.

Data Pre-Processing
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Figure 1. Architecture of the proposed class-aware autoencoder with multi-class classifier for smart farming

2.1. TON_IoT dataset

The TON_IoT dataset serves as a recent testbed for an 11oT network, providing three distinct types
of data: network data, operating system data, and telemetry data. In this study, the telemetry datasets from
IoT and IloT sensors, organized across seven files, are utilized. The seven files in the telemetry dataset
represent data observations from seven sensors associated with weather, fridge, garage door, GPS tracker,
Modbus, motion light, and thermostat. These sensors provide data points such as temperature, humidity,
pressure, door open/close status, latitude and longitude, and light on/off status. It includes eight classes:
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seven attack types—backdoor, DDoS, injection, password, ransomware, scanning, and XSS—as well as a
normal class. It has 3,270,022 normal instances and 527,311 attack instances, totaling 3,797,333 data points.

2.2. Data preprocessing

The data preprocessing stage involves labeling, attribute padding, and integrating seven data files
into a single source dataset. To create a common feature space, attribute padding with a zero label is applied
for any missing attributes. Z-score normalization (Z-scaling) is used to standardize the values by
transforming the data, as shown in (1), shifting the mean to 0 and scaling it to have a standard deviation of 1.
This optimized dataset (0DATA), then serves as input to the detection model.

(xi—p)

Zi=—— @)
2.3. Anomaly detection using the autoencoder

The autoencoder, a neural network architecture based on an unsupervised learning approach, is
utilized for anomaly detection in this experiment. It extracts hierarchical features to improve binary anomaly
detection [26]. The normalized data from the preprocessing module serves as input to the autoencoder. This
autoencoder is trained solely on benign data, which helps address the data imbalance issue. The architecture,
as shown in Figure 2, consists of an input layer, a hidden layer with 12 neurons, and a latent layer with 4
neurons, mirrored by the decoder. The latent layer represents the encoded representation of the entire dataset
(LDATA). During the training phase, both the encoder and decoder use backpropagation to adjust weights,
while the input data passes through the network in a feedforward manner. This network model utilizes the
rectified linear unit (ReLU) and Sigmoid activation functions, along with the Adam optimizer, to enhance the
optimization process. The hidden layers in the encoder use ReL U, while the decoder uses Sigmoid. ReLU
activates by applying max (0, oDATA), whereas Sigmoid activates as shown in (2). During the training
phase, the Autoencoder model processes batches (1024) of normal traffic data to minimize the reconstruction
error. The detection threshold is dynamically adjusted according to the accumulated loss. This process is
repeated for a predefined number of epochs (31), and at the end, the trained Autoencoder model, along with
the detection threshold (0.02625), is returned as the output of the training phase. In the detection phase, the
trained Autoencoder model is tested on the dataset to identify any anomalies. The reconstruction error for
each data point is computed by comparing the original and reconstructed data. If the error exceeds the
detection threshold, the data point is classified as anomalous; otherwise, it is considered normal traffic.
The output generated provides a classification for each data point, identifying it as either normal or
anomalous traffic. This testing process is crucial for evaluating the effectiveness of the trained detection
model on unseen data, helping to identify potential anomalies.
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Figure 2. The autoencoder operational architecture
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2.4. Multi-class classification with SoftMax layer

After training the autoencoder on normal data, a second phase of training is conducted to optimize
the integrated SoftMax layer within the latent space. During this phase, both normal and attack data are
introduced, enabling the SoftMax classifier to categorize samples using latent features. The dimensionality
reduction capability of the autoencoder enhances its effectiveness in multi-class classification. The data in the
latent space are labeled using one-hot encoding for each class. The classifier is trained using both normal and
attack data, with the SoftMax layer leveraging the 2D latent representation from the bottleneck to output the
probability distribution, classifying each sample as normal, backdoor, DDoS, injection, password,
ransomware, scanning, or XSS. This approach utilizes a class-aware autoencoder that combines a
reconstruction objective with an integrated classification layer. During training, the model optimizes both
reconstruction and classification errors (0.02628), allowing it to learn the structure of each class while
carrying out direct classification. This simultaneous optimization enables the adjustment of the weight factors
for both reconstruction error and classification loss, as shown in the total loss (4).

Total Loss = (a * Reconstruction Loss) + (B * Classification Loss) 4

In this context, a and P are weighting factors that determine the relative importance of each loss component
in the overall objective function. This allows the model to detect anomalies (via reconstruction error) and
classify attack types (using the SoftMax output) as part of an integrated, end-to-end system.

3. RESULTS AND DISCUSSION

The evaluation of the proposed class-aware autoencoder framework is conducted on both binary and
multi-class classification using the TON_loT dataset. For binary classification, performance is assessed using
a confusion matrix along with standard evaluation metrics. In the multi-class classification, the framework is
tested across eight classes, with performance measured using standard metrics. Additionally, the proposed
method is compared with established approaches. The data samples used in this research experiment are
listed in Table 1 and the hyper parameters used to fine tune the model is shown in Table 2.

Table 1. Overview of experimental data for the proposed class-aware autoencoder method

Category Description
Dataset TON_loT
Autoencoder training class Normal
SoftMax training class Normal, backdoor, DDoS, injection, password, ransomware, scanning, and XSS.
Testing classes Normal, backdoor, DDoS, injection, password, ransomware, scanning, and XSS.
Number of benign instances 3,270,022
Number of attack instances 527,311
Number of attack class 7
Train and test split 70:30

Table 2. Hyper parameter configuration

Hyperparameters Values
Optimizer Adam
Threshold 0.02625
Batch size 1024

Epochs 31
Learning rate 0.001
Hidden layers / Nodes 2/16

3.1. Performance metrics

The performance of the proposed method is evaluated using standard metrics, including precision,
recall, specificity, F-measure, and accuracy. Recall, shown in (5), indicates the model’s effectiveness in
correctly identifying positive instances. Precision, defined in (6), reflects the accuracy of positive predictions
made by the model. The F-score, outlined in (7), provides a balanced measure that combines both precision
and recall. Specificity, as shown in (8), offers insights into the model’s ability to accurately recognize
negative class instances. Accuracy, shown in (9), represents the overall proportion of correctly classified
instances by the model.
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3.2. Training and testing of class aware autoencoder model

Figure 3 shows the mean squared error (MSE) loss trends for both training and testing phases of the
autoencoder and SoftMax classifier, as well as the combined joint loss function. The autoencoder training
Loss (green bars) steadily decreases, indicating the model’s improving ability to reconstruct training data.
The autoencoder testing loss (brown bars) follows a similar downward trend, suggesting good generalization
to unseen data. The SoftMax training loss (represented by the orange line) decreases as the classifier becomes
more effective at distinguishing between normal and attack classes, while the SoftMax testing loss
(represented by the blue line) follows a similar trend, indicating improved performance on unseen data.
The joint loss (indicated by the purple area), which integrates both losses, decreases progressively, reflecting
the model’s ongoing learning process.
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Figure 3. Loss functions of the proposed model: autoencoder loss, SoftMax loss, and joint loss

3.3. Evaluation on the binary class classification module

The overall performance of the proposed models is illustrated in Figure 4, which contains results for
both binary and multi-class classification tasks. The autoencoder model demonstrates excellent performance
across various metrics, as shown in Figure 4(a), particularly excelling in precision and recall, which makes it
highly effective for anomaly detection in smart farming applications. Elevated values in precision, recall, and
F1-score suggest that the model successfully differentiates between normal and anomalous data, whereas high
specificity and accuracy demonstrate its reliability in minimizing both false positives and false negatives. The
SoftMax multi-class classifier shows excellent performance on all metrics, as illustrated in Figure 4(b),
consistently achieving values greater than 0.97. Its high precision, recall, and F1-score highlight the model’s
reliability in accurately identifying the correct classes and minimizing false positives. The classifier’s high
accuracy demonstrates its overall effectiveness across various classes, making it an ideal choice for multi-class
classification tasks, such as anomaly detection, intrusion detection, or smart farming, especially when working
with datasets like TON_loT.
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Figure 4. Performance metrics of (a) autoencoder and (b) SoftMax classifier

3.4. Evaluation on multi-class classification module

The SoftMax classifier model excels at identifying the normal class, accurately predicting over 3
million instances, as shown in Figure 5, demonstrating its effectiveness in recognizing non-anomalous traffic.
The model performs well in detecting attack categories such as backdoor and password, although there are
occasional misclassifications.
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Figure 5. Confusion matrix for multi-class classifier

3.5. Discussion

Overall, the binary classification accuracy tends to outperform the multi-class classification
accuracy across all models. The proposed model surpasses all other models in both binary and multi-class
classifications, as shown in Figure 6, suggesting that its architecture contributes to its enhanced classification
performance. In both binary and multi-class tasks, the proposed model exhibits superior performance,
demonstrating a significant accuracy advantage over standard models (CNN, recurrent neural network
(RNN), DNN, GRU), particularly in binary classification. The loss function graph demonstrates a general
decline in loss across all components—autoencoder and SoftMax losses for both training and testing, along
with the joint loss—suggesting effective training and steady progress. The near alignment of training and
testing losses for both the autoencoder and SoftMax classifier indicates strong generalization, suggesting that
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the model is not overfitting and can effectively handle unseen data. The SoftMax classifier demonstrates
strong performance, establishing it as a dependable option for multi-class classification in this context. The
model achieves strong precision and recall across classifications, demonstrating high reliability and accuracy,
making it well-suited for anomaly detection tasks.

0991 cassification Type

—@— Binary Class
—- Multi-Class
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Accuracy

0.94 1

v T
DNN Proposed

Models

Figure 6. Accuracy comparison of binary class vs multi-class with exiting models

4. CONCLUSION

The proposed deep learning-driven IDS provides an effective approach to address the security issues
encountered in loT-based smart farming environments. The system utilizes the Fog-to-Things architecture
alongside a hybrid autoencoder design, enabling effective detection of diverse cyberattacks while optimizing
resource efficiency and reducing latency. Experimental evaluations conducted on the TON_loT dataset
reveal the system’s high efficacy, achieving over 98% accuracy in both binary and multi-class classifications,
highlighting its capability to detect and mitigate security threats effectively, while ensuring its adaptability
for deployment in extreme and resource-constrained environments. Incorporating deep learning for anomaly
detection and multi-class attack classification offers a reliable approach to enhancing the security and
reliability of loT-driven smart farming systems. Future studies could investigate scalability and optimization
strategies for managing larger and more diverse networks in smart farming applications.
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