International Journal of Informatics and Communication Technology (1J-ICT)
Vol. 15, No. 1, March 2026, pp. 238~246
ISSN: 2252-8776, DOI: 10.11591/ijict.v15i1.pp238-246 a 238

Exploring diverse perspectives: enhancing black box testing
through machine learning techniques

Heba Nafez Jalal!, Aysh Alhroob?, Ameen Shaheen?, Wael Alzyadat?

!Naour Municipality, Ministry of Local Administration, Amman, Jordan
2Department of Software Engineering, Faculty of Science and Information Technology, Al-Zaytoonah University of Jordan,

Amman, Jordan

Article Info

ABSTRACT

Article history:

Received Dec 4, 2024
Revised Jun 30, 2025
Accepted Aug 6, 2025

Keywords:

Acrtificial intelligence

Big data

Black box testing

Machine learning techniques
Test case optimization

Black box testing plays a crucial role in software development, ensuring
system reliability and functionality. However, its effectiveness is often
hindered by the sheer volume and complexity of big data, making it difficult
to prioritize critical test cases efficiently. Traditional testing methods
struggle with scalability, leading to excessive resource consumption and
prolonged testing cycles. This study presents an Al-driven test case
prioritization (TCP) approach, integrating decision trees and genetic
algorithms (GA) to optimize selection, eliminate redundancy, and enhance
computational efficiency. Experimental results demonstrate a 96% accuracy
rate and a 90% success rate in identifying relevant test cases, significantly
improving testing efficiency. These findings contribute to advancing
automated software testing methodologies, offering a scalable and efficient
solution for handling large-scale, data-intensive testing environments.
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1. INTRODUCTION

Ensuring the quality of a software system (SS) depends heavily on rigorous testing. Industry experts
estimate that testing can consume 40-50% of a company’s total software development resources, reflecting
its importance in maintaining reliability, security, and efficiency [1]. Without a structured testing process,
software failures become inevitable, leading to financial loss, security vulnerabilities, and reduced system
performance [2].

Software testing is typically categorized into two primary approaches: white box testing and black
box testing. White box testing, also referred to as structural or glass-box testing, evaluates the internal
workings of a system by directly analyzing its code, logic, and structure. It ensures the correctness of internal
processes. In contrast, black box testing focuses solely on the system’s input-output behavior without
examining internal code execution [3]. This method is particularly useful for functional validation, as it
mimics the user’s perspective and assesses whether the system meets its intended requirements [4].

The evolution of modern software has introduced new complexities, particularly with big data
integration. As software systems become more reliant on massive datasets, traditional testing methods
struggle to keep pace. Big data is not just about volume-it also involves variety (different data types),
velocity (real-time data processing), and veracity (data accuracy and consistency) [5]. These factors
complicate software validation, making it challenging to ensure that test cases sufficiently cover all potential
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system behaviors. Scalability concerns are a major limitation of conventional testing methodologies.
Traditional equivalence partitioning and boundary analysis techniques, while effective for small datasets,
often generate an excessive number of test cases when applied to big data environments [6]. This leads to
prolonged testing cycles and inefficient resource utilization, requiring new, intelligent approaches to optimize
test case selection [7].

Given these challenges, artificial intelligence (Al) and machine learning (ML) offer promising
solutions for enhancing software testing. By leveraging Al-driven approaches, test cases can be prioritized
intelligently, reducing redundancy and optimizing resource allocation. This study introduces a hybrid ML
model that integrates decision trees and genetic algorithms (GA) to refine test case selection. Decision trees
excel in identifying patterns within test data, offering a structured approach to classifying test cases based on
importance. Meanwhile, GA optimize the selection process by mimicking natural evolution, ensuring that
only the most impactful test cases are executed. Together, these techniques provide a balanced approach-
decision trees enable structured prioritization, while GA enhance adaptability in dynamic test environments [8].

This research addresses key challenges in black box testing by analyzing the limitations of
traditional test selection techniques in big data environments [9], developing a ML-based prioritization model
to optimize test case selection, and validating the proposed approach through performance evaluation,
demonstrating its impact on testing efficiency and accuracy [10]. Experimental results indicate that this
approach achieves a 96% accuracy rate and a 90% success rate in identifying relevant test cases. These
findings highlight the potential of Al-driven techniques in improving testing efficiency, reducing costs, and
adapting to large-scale software environments. By integrating intelligent test selection mechanisms, this
study provides a scalable and adaptable solution for modern software testing challenges, paving the way for
more efficient, automated, and resource-optimized testing frameworks.

2. BACKGROUND AND RELATED WORK

Software testing continues to evolve as modern applications grow in complexity. The increased
reliance on big data has introduced new challenges in validation processes, requiring efficient methods to
ensure software reliability. Traditional approaches, while effective in controlled environments, often fail to
scale when dealing with large and dynamically changing datasets. As a result, research efforts have focused
on leveraging ML techniques to improve test execution and coverage.

2.1. Background

Big data analytics significantly enhances software testing by improving test case selection, defect
prediction, and automation. Figure 1 illustrates how big data attributes influence software validation. Unlike
traditional approaches, Al-powered models dynamically prioritize test cases based on relevance, minimizing
execution overhead [11].

Previous studies highlight the effectiveness of decision trees and GA in optimizing testing frameworks.
Decision trees structure classification, segmenting test cases based on feature significance, while GA
continuously refine prioritization for better defect detection [12]. This combination reduces computational costs
while maintaining high test coverage. Conventional testing methods like equivalence partitioning and boundary
analysis struggle with large datasets, leading to resource-intensive processes. ML-driven techniques provide
adaptive solutions, filtering redundant test cases and enhancing defect identification [13].

Figure 1. Big data characteristics and applications
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Automated test case generation further reduces redundancy while maintaining coverage. Comparative
studies indicate that Al-based models outperform traditional strategies in optimizing test execution [14].
Research in Al-driven software testing has explored ML techniques such as support vector machines (SVMs),
neural networks, and reinforcement learning to automate test selection and improve efficiency.

A key challenge in Al-driven testing is its reliance on large, labeled datasets for accuracy. Some
studies propose semi-supervised and unsupervised learning as alternatives, improving applicability in real-
world scenarios. Comparative analyses of SVM rank, GA, and deep learning models suggest hybrid
approaches often yield superior performance by leveraging multiple Al techniques [15]. Despite
advancements, integrating Al solutions seamlessly into established testing workflows remains challenging.
Many methods emphasize execution speed but overlook holistic defect detection and test coverage.
Additionally, the absence of standardized benchmark datasets complicates performance evaluation across
Al-driven methodologies [16]. Building on these insights, this research presents a hybrid Al model
integrating decision trees and GA, balancing efficiency, accuracy, and adaptability. Empirical validation
provides evidence supporting Al-powered test prioritization’s practical benefits in software engineering.

2.2. Releated work

In a study by [17], researchers emphasized that software quality depends heavily on the completion
of a rigorous testing process. However, testing is resource-intensive, often requiring multiple phases that
prolong development cycles. To address these challenges, test case prioritization (TCP) has emerged as a
crucial strategy for optimizing test execution. Various studies have explored TCP’s effectiveness, particularly
when enhanced by ML techniques such as SVMs, neural networks, and reinforcement learning, which
automate test selection and improve execution efficiency.

In another study, [18] introduced the complicated object generation (COG) technique, a semi-
automated approach designed to generate complex class instances for black-box testing in Java-based
applications. While COG functions effectively at the unit testing level, its applicability to full-system testing
presents scalability issues due to the high volume of test data. TCP plays a critical role in addressing these
constraints, ensuring that essential cases are executed first while redundant cases are minimized. Some studies
propose semi-supervised and unsupervised learning as potential solutions to reduce dependency on large,
labeled datasets, making ML-based testing methodologies more adaptable to real-world applications.

A different approach was explored by [19], where a metadata-driven prioritization technique was
developed for manually executed test cases. This method utilized natural language artifacts and metadata to
compute test priority values. The technique was evaluated using three real-world regression testing datasets
from the automotive industry, demonstrating that ML-based approaches can significantly enhance black-box
testing. Findings suggest that hybrid methodologies—Ileveraging SVM rank, GA, and deep learning
models—often outperform single-model approaches, effectively balancing speed, accuracy, and adaptability.

Meanwhile, [20] investigated an evolutionary paradigm for white-box testing, integrating GA to
automate test data generation while ensuring maximum statement coverage. Their approach successfully
achieved 100% statement coverage in a single GA execution, showcasing its efficiency. However, while this
method accelerates testing, it does not comprehensively address holistic defect detection and overall test
coverage. Furthermore, benchmark datasets remain scarce, making it difficult to establish standardized
performance evaluations across different Al-driven testing methodologies.

A broad literature review conducted by [21] further examined the integration of ML in automated
test case generation, analyzing 97 publications. The findings confirmed that ML enhances existing testing
techniques, improving test input generation, system validation, GUI testing, and combinatorial test case
selection. Commonly applied ML techniques include supervised learning (often neural network-based),
reinforcement learning (frequently Q-learning-based), and semi-supervised learning. However, the study also
highlighted persistent challenges such as data availability, scalability, model retraining complexity, and the
lack of standardized ML testing benchmarks. Despite these limitations, Al-driven TCP remains a promising
avenue, offering improvements in efficiency, accuracy, and adaptability. By validating empirical findings,
this research aims to provide quantifiable evidence of Al-powered test prioritization’s practical benefits in
modern software engineering.

3. CONCEPTUAL APPROACH VIEWPOINT

The theoretical framework derived from prior research covers a diverse set of methodologies in
software testing. It highlights key techniques such as boundary value analysis (BVA), dynamic execution-
based testing, ML-driven TCP, and the integration of GA with binary search methods. These methodologies
aim to enhance both the efficiency and effectiveness of the software testing lifecycle.
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A general consensus exists among researchers on the significance of combining multiple methodologies
for improved testing outcomes. Studies have demonstrated that machine-learning-driven prioritization and
SVM rank-based test case selection enhance test efficiency by systematically filtering redundant cases and
prioritizing high-risk test scenarios [22]. However, disagreements persist regarding the feasibility and
adaptability of some techniques in handling complex datasets and real-world testing environments. For
instance, some researchers support the application of COG as a viable TCP method. However, others
question its scalability when applied to large-scale datasets, particularly in big data environments. Similarly,
MSBVM-based methodologies have faced challenges in effectively managing specialized datasets, which has
led to calls for further refinement and adaptation [23].

Moreover, research varies in scope and depth. While some studies provide broad theoretical insights
into testing methodologies, others focus on real-world applications such as learning management systems
(LMS) and enterprise software platforms. These practical implementations showcase the direct impact of
various prioritization techniques on real-time software performance and defect detection.

Conceptual approach framework
The proposed approach follows a structured workflow for TCP in software testing. Figure 2
illustrates this process, which consists of multiple stages:
a) Data collection phase:
— Relevant test data is gathered for analysis and prioritization.
— Ensures inclusion of essential testing attributes.
b) Data preprocessing phase:
— Cleans and normalizes data to ensure consistency.
— Removes redundant and low-impact test cases.
c) Branch A: ML-driven prioritization:
— ML models (e.g., decision trees, neural networks) analyze the preprocessed dataset.
— Patterns and insights are extracted to prioritize test cases based on potential defect identification.
d) Branch B: SVM rank for TCP
— SVM rank algorithm assigns ranking scores to test cases.
— Higher-ranked test cases are prioritized based on defect likelihood.
e) Evaluation and comparison phase:
— The performance of both prioritization techniques is assessed.
— Metrics such as accuracy, recall, and precision are computed [24].
f)  Performance assessment phase:
— The effectiveness of each approach is analyzed.
— The prioritization model that offers optimal software defect detection and execution efficiency is
selected [25].

Start point of the process

Machine Learning-driven SVM Rank for Test Case

Prioritization Input Data Collection -
Prioritization

Preprocessing

Performance Assessment Evaluation and Comparison Result Analysis

.

Selection of Optimal Technique

|

Termination points of the

Figure 2. Conceptual approach viewpoin

This comparative analysis offers deeper insights into the strengths and weaknesses of each method,
aiding in the selection of the most suitable prioritization approach for a given software environment.
Ultimately, the process aims to ensure that software testing is both effective and resource-efficient, enhancing
overall software quality and reliability.
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4. OPERATIONAL APPROACH VIEWPOINT

The operational framework of this research is designed to optimize TCP by employing ML models and
ranking-based approaches. This section details the key phases involved, providing a structured workflow for
efficient test case selection, evaluation, and performance comparison.

4.1. Data preprocessing phase

The process begins with data collection and preprocessing, ensuring that only high-quality, relevant
data is used for prioritization. Figure 3 illustrates this stage, where raw test case data undergoes preprocessing
tasks such as:
— Data cleaning: removing duplicate or irrelevant test cases.
— Normalization: ensuring data consistency for ML models.
— Feature extraction: identifying the most relevant attributes for TCP.
This step is essential in reducing redundancy and ensuring that ML models receive structured and meaningful
input data for further processing.

void frainfModel(vector<vector=double==& data, vector<int=& labels) {

¥
vector<int= prioriizeTestCases(vector=vector<double=>& testData, vector=double=& predictions) {
sort{predictions.begin(), predictions.end(), greater=double=(}};
vector=int= prioritizedTestCases;
list
for (int i = 0; | < predictions size(); i++) {
prioriizedTestCases push_backii);}
return priorifizedTestCases;}

Figure 3. Preprocessed data to prioritize test cases

4.2. ML-driven TCP (Branch A)

After preprocessing, the workflow diverges into two parallel prioritization paths. The first approach
utilizes ML models (e.g., decision trees, neural networks) to classify test cases based on their likelihood of
detecting software defects. The algorithm assigns priority scores by analyzing patterns within the dataset,
identifying high-risk areas that require immediate testing.

The advantages of this approach include:

— Improved adaptability: can handle dynamic test environments efficiently.
— Automated prioritization: reduces reliance on manual test selection.
— Enhanced defect detection rates: identifies high-risk test cases more effectively.

4.3. SVM rank-based TCP (Branch B)

The second prioritization path employs SVM rank, a ML technique that assigns ranking scores to
test cases based on their relevance to the software under test. As shown in Figure 4, this method ensures that
test cases are ranked dynamically, allowing for a structured prioritization process.

The Key advantages of SVM rank:

— Mathematically optimized ranking: uses advanced ranking models to assign importance levels.
— Scalability: performs efficiently even in large-scale testing environments.
— Improved resource allocation: ensures that the highest-priority test cases are executed first.

int main() {
vector<vector=double== data;
vector=int= labels;
trainModel{data, labels);
vector<double= predicfions,
vector=int= priortized TestCases = prioritize TestCases(data, predictions);
for (int testCaselndex : pricritizedTestCazes) {
cout <= "Pricntized fest case: ™ == testCaselndex =< endl;}

Figure 4. SVM rank technique
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4.4. Comparative evaluation and performance assessment

To determine the effectiveness of both prioritization methods, the evaluation and comparison phase

assesses their performance based on:

— Accuracy: how precisely each method prioritizes test cases.

— Execution efficiency: the time required for test case selection and execution.
— Defect detection rate: the percentage of defects identified using each method.

Empirical results demonstrate that ML-driven prioritization achieves higher accuracy, whereas SVM
rank excels in structured ranking and computational efficiency. The final performance assessment phase
involves selecting the approach that best aligns with the given software environment and testing
requirements.

The operational framework outlined in this research provides a structured approach to TCP,
leveraging ML-driven models and ranking-based techniques. By comparing the effectiveness of decision
tree-based prioritization and SVM rank-based ranking, this study demonstrates how Al-driven methodologies
can significantly enhance software testing processes. Moving forward, the integration of more advanced Al
techniques will be essential in further refining test case selection, maximizing efficiency, and ensuring
software quality.

5. RESULTS and DISCUSSION
5.1. Experimental setup

To assess the effectiveness of the proposed TCP approach, experiments were conducted using a
real-world software testing dataset of 10,000 test cases labeled with defect severity levels. The setup included
a high-performance computing environment (Intel Core i7, 32GB RAM, Python-based Al framework).
The study compared ML-driven prioritization (Branch A) and SVM rank-based prioritization (Branch B)
with traditional random and sequential test execution strategies. Performance was evaluated using accuracy,
precision, recall, execution time, and defect detection rate.

5.2. Performance comparison

The results in Figure 5 highlight the performance superiority of Al-driven TCP methods compared
to traditional approaches. ML-based prioritization achieved the highest accuracy (96.0%) and defect
detection rate (90.2%), significantly reducing execution time to 80 seconds. SVM rank-based prioritization
performed slightly lower but still exhibited substantial improvements over conventional methods, with 94.3%
accuracy and an 88.5% defect detection rate.
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Figure 5. Performance comparison of TCP methods

In contrast, traditional methods—random selection and sequential execution—struggled with lower
accuracy and longer execution times. Random test selection had the lowest defect detection rate (55.1%),
emphasizing its inefficiency in prioritizing critical test cases. Sequential execution performed better than
random selection but remained inferior to Al-based methods in both efficiency and effectiveness.

These findings validate the hypothesis that intelligent TCP significantly enhances software testing
efficiency by optimizing defect detection and reducing computational overhead. While ML-based prioritization
offers the best accuracy, SVM rank provides a structured ranking system that ensures optimal resource
allocation for large-scale testing environments. Moving forward, hybrid approaches combining both Al
methodologies could further refine test case selection, balancing high accuracy with computational efficiency.
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6. CONCLUSION

This research highlights the effectiveness of ML-driven TCP in optimizing software testing
workflows. By integrating decision trees and GA, the proposed approach significantly enhances test
efficiency, reduces redundancy, and improves defect detection rates. Experimental results demonstrated that
Al-based methods outperform traditional approaches in accuracy, precision, and execution speed, with
ML-driven prioritization achieving the highest performance gains. Despite these advantages, challenges such
as computational overhead and data dependency remain. Future research should explore deep learning
techniques, lightweight Al models, and real-world applications to enhance scalability and adaptability.
As software complexity continues to grow, Al-driven TCP offers a promising, scalable solution to meet
modern testing demands efficiently.
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