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1. INTRODUCTION

The development of smart city technologies is driven by the integration of advanced solutions that
focus on scalability, resource management and real-time analytics. At the core of this transformation is the
intersection of technology and urban planning in order to optimize resources, enhance public services, and
improve the quality of life for residents. The advancement of the internet of things (10T) has become a key
enabler for smart cities [1], [2] as it allows seamless communication between devices and systems [3]. The
integration of 10T with cloud and fog computing enhanced data processing capabilities while supporting real -
time decision-making [4], [5]. This is because, cloud computing offers scalable and high processing and
storage capabilities while fog computing brings these capabilities closer to the network edge, hence reducing
the latency and improving responsiveness [6], [7]. Together, these technologies form the foundation for
sustainable, efficient urban ecosystems that will define the cities of tomorrow.

Fog computing technologies have become a key enabler in transforming urban infrastructures. This
enables real-time monitoring and analytics across various sectors including public safety, healthcare, and
transportation [8], [9]. A systematic mapping approach in [7] highlights how fog computing improves the
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efficiency of data processing and scalability. A multitier fog computing model has been proposed in He et al.
[10] to optimize resource allocation by placing the computation closer to the edge network, thus enhancing
the speed of decision-making while reducing the reliance on cloud systems. Abdali et al. [11], the researchers
propose a categorization method for managing the massive 10T data to improve the responsiveness of smart
city services. This is done by classifying the fog computing applications into real-time and near-real-time
domains. Benomar et al. [4], the researchers introduce a fog-based architecture for the industrial 10T (110T)
environment, where the fog layer is used to perform the data aggregation through singular value
decomposition (SVD). The results show that the proposed architecture reduces the network traffic while
reducing energy consumption. Additionally, the architecture was tested in a real-world case study involving
the monitoring of induction motors, demonstrating improved packet delivery ratio (PDR) and reduced latency
compared to traditional methods.

Meanwhile, in the transportation sector, vehicular fog computing (VFC) enhances urban mobility
through edge computing. Tang et al. [12], the researchers use three-layer architectures in VFC to improve
task offloading by using roadside units (RSUs) and centralized schedulers for task allocation. The results
show that response latency is reduced while the efficiency of the system is improved compared to the
traditional models. Case studies in [13] also show the transformative effects of fog computing on public
transportation, thus supporting the pursuit of sustainability goals in smart cities. In addition to this, the
National Strategic Smart City Program (NSSP) in South Korea also outlined the importance of connectivity
in smart cities such as the 5G and other advanced technologies to enhance the services in the urban area
including transportation, governance and education [14]. In Ji et al. [15], an A-VIoT framework is used to
manage real-time video data for smart city applications such as surveillance and emergency response. The
results show that the framework reduced the bandwidth limitation and energy consumption of the network.

With the growing number of loT devices in smart cities, efficient task management and fog
offloading are essential to maintain system performance. Several researchers have focused on hybrid
computing models that combined fog computing architecture with other technologies to optimize resource
utilization. For instance, in Ali et al. [16], a volunteer-supported fog computing (VSFC) model, the
integration of traditional fog computing with volunteer computing is proposed to reduce the latency, energy
consumption and network usage. This model has gained popularity in several cities including Helsinki and
Singapore where fog computing has been used to improve public transportation besides promoting the
sustainability effort. Meanwhile, the FogFlow framework introduced in Tang et al. [12] simplifies the
orchestration of 10T services in smart cities by enabling elastic service deployment across cloud and edge
environments. The framework improves operational efficiency, including throughput and latency, while
supporting standard interfaces for interoperability. However, it does not provide a unified approach for
optimizing both energy consumption and latency. In Khazael et al. [17], a new architecture for complex
event processing (CEP) in smart city monitoring applications has been proposed to address challenges posed
by multi-tenant edge devices with limited resources. The architecture integrates a publish-subscribe
architectural pattern with software-defined networking (SDN) technology aiming to enhance communication
efficiency while supporting the quality of service (QoS) requirements. Besides, the architecture facilitates the
distributed processing of event notifications and employs a centralized coordination mechanism to calculate
the optimal route and head selection. The results show significant improvements in energy consumption and
network traffic. Meanwhile, in [9], load balancing and resource management have been improved by
integrating the SDN with machine learning. Omoniwa et al. [18] proposed a FECIoT framework that allows
10T devices to offload computational tasks to more capable devices to optimize overall resource utilization.
The results reveal that the proposed framework improves the service provisioning at the edge, and minimizes
the delay and bandwidth demand. Additionally, the oneM2M-based Fog Computing architecture proposed in
[19] shows a significant reduction of the transmission times for high-resolution image data, thus improving
the efficiency of smart city applications.

To the best of our knowledge, existing research focuses either on optimizing energy efficiency or
reducing network delay independently. Also, they does not provide a comprehensice solution that balances
both metrics. This gap is critical, as smart city applications require both low energy consumption and
minimal delay to provide QoS to the users. Therefore, our work addresses this by introducing an mixed-
integer linear programming (MILP)-based fog-based energy-delay optimization (F-EDO) model which
optimize the number and placement of fog servers to minimize the energy consumption while reduing the
network delay.

2. RESEARCH METHOD

In this work, we evaluate our model in terms of energy consumption and the network delay in a real-
world urban setting, Bandaraya Malacca, Malaysia to ensure that our optimization results align with practical
smart city environments. Twelve point of interest within Bandaraya Malacca covering an approximate size
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area of 0.23km? as shown in Figure 1 have been selected as candidate locations to place the fog server. Note
that, we obtained the location of the twelve points of interest using the GPS coordinates from Google Maps
and calculate the inter-node distance using MATLAB. This step is important to ensure the optimal selection
of the location to place the fog server based on the given number of users.
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Figure 1. Twelve point of interest within Bandaraya Malacca

Figure 2 shows the architecture of the proposed fog computing which consists of four layers. The
first layer is the 10T layer, comprised of 10T devices such as mobile phone, and laptop. The second layer is
the access layer. It consists of WiFi access points for gathering data from loT devices, fog servers for
processing the data and access switches connect the access points and the fog servers. Each selected point of
interest is equipped with a WiFi access point, access switch and a fog server. Also, in this work, the
communication between WiFi access points is allowed as long as they are within their communication range
of 300m. The third layer is the metro layer which acts as an intermediary between the access and the upper
layer. The fourth layer is the core layer that serves as the network backbone for high-speed data transmission
and cloud connectivity. However, it is worth to note that, in this work we focus only on layer 1 and layer 2 as
these layers are directly involved in local data processing and fog computing operation. Meanwhile, to
evaluate the performance between the proposed fog computing architecture, we used traditional approach
where the processing is performed at the cloud layer which is layer 4.
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Figure 2. Fog architecture for smart city application
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To minimize the energy consumption of the networking equipment and processing as well as
minimize the delay we develop a new MILP model to optimize the number and location of the fog servers.
MILP is considered in this work as it provides a flexible and scalable framework to solve complex
optimization problem in the network. Note that, in this work, we only consider propagation delay as the delay
parameter in the network. MILP is chosen in this work as it provides flexibility to solve large and complex
optimization problem. The MILP optimization for our proposed architecture is performed using the AMPL
software with CPLEX 22.1.2 solver, running on 2.1 GHz CPU.

In the following, we show the mathematical model for the F-EDO approach that is used to minimize
both the energy and delay in the network. In addition to this, we also show the mathematical model for the
cloud-based energy-delay optimization (C-EDQ) approach, where the processing is performed at the cloud
layer. Note that, for both models, we did not consider the energy consumption of the 10T devices. Also, the
power consumption profile considered in this work for all equipment is composed of idle power and load-
dependent power as shown in Figure 3. Table 1 shows some of the parameter used in this work including the
set, power consumption and capacity of the networking and processing equipment.
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Figure 3. Power profile for networking and processing equipment

Table 1. Sets and parameters used in MILP model

Set Description
FN Set of fog server
IoT Set of loT group
AP Set of Access Point
ETH Set of Ethernet Switch
AS Set of Aggregation Switch
AR Set of Aggregation Router
CR Set of Core Router
CLR Set of Cloud Router
CLS Set of Cloud Switch
N IoTUAPUETHUASUARUCRUCLRUCLS
Parameter  Description Value
IAP Idle power consumed by Access Point 7.872 W [20]
EAP Energy per bit of Access Point 7.173 J/Gbits [19]
IES Idle power consumed by Ethernet Switch 0.57 W [21]
EES Energy per bit of Ethernet Switch 0.184 J/Gbits [20]
I1AS Idle power consumed by Access Switch 47.7 W [22]
EAS Energy per bit of Access Switch 0.6898 J/Gbits [21]
IAR Idle power consumed by Aggregation Router  112.85 W [21]
EAR Energy per bit of Aggregation Router 0.8125 J/Gbits [21]
ICLR Idle power consumed by Cloud Router 122.85 W [21]
ECLR Energy per bit of Cloud Router 0.8125 J/Gbits [21]
ICLS Idle power consumed by Cloud Switch 54.54 W [21]
ECLS Energy per bit of Cloud Switch 0.6313 J/Ghits [21]
IFog Idle power of Intel XeonE5-2420 57 W [23]
EFog Power per MIPS of Intel XeonE5-2420 1111 uW /MIPS [22]
CFog Maximum capacity of Intel XeonE5-2420 34.2 kMIPS [22]
Mips Size of MIPS per User 1000 MIPS
D Size of Data per User 0.001 Gbit
U; Number of users per 10T group 10
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2.1. F-EDO

The total energy consumption of the network is composed of energy consumed by the networking
equipment, N, and energy consumed by the processing server, P,. The energy consumption of the networking
equipment, N, consists of the energy consumed by the access point, AP, and ethernet switch, ES,,
aggregation switch, AS,, aggregation router, AR,, core router, CR,, cloud router, CLR, and cloud switch,
CLS,, as show in (1)-(3). The AP,, ES,, AS,, AR,, CR,, CLR, and CLS,, is calculate based on the number the
devices it used, X; and the amount of traffic that traverse to it, T; as in (2) to (8), respectively.

N, = AP, + ES, + AS, + AR, + CR, + CLR, + CLS, 1)
AP, = Yicapr(Xi. IAP + T, EAP) @)
ES, = Yicpru(X;. IES + T,. EES) ©)
AS, = Yicgru(X:. IAS + T;. EAS) @)
AR, = Yiexru(Xi. IAR + T;. EAR) (5)
CR, = Yiexru(X;. ICR + T;. ECR) (6)
CLR, = ¥icpru(Xi. ICLR + T;. ECLR) @
CLS, = Yicpru(X;. ICLS + T;. ECLS) 8)

Meanwhile, the energy consumption of the processing equipment, F, is based on the number the
server is used, Z; and the amount users, w;; and MIPS per user, Mips the server served as shown in (9).

F, = Yiern Zi- IFog + ZiEIoTZjEFN w;;. Mips * EFog )
The delay in the network, D, is calculate based on the delay occurred in wired. D,, and wireless,
D,,;. Note that, as the delay is in microseconds, therefore to ensure the balance between the energy

consumption and delay, we multiply the latency by a factor of M as shown in (10). Note that, M is a big
number.

D¢ = Yicror ZjEFN(DW + Dy)-M (10)

The objective function of the model is to minimize the energy consumption of networking
equipment and processing and delay as in (11).

Objective Function = Minimize (N, + P, + D,) (11)
Subject to,

Yjenmiili<sj Lif — Lift = if i = s then Lyq else if i = d then —Lgg else 0
Vs € IoT,Vvd € FN,Vi € N,s #d (12)

Constraint (12) is used to ensure the flow conservation of the total incoming and outgoing traffic
from a node are equal.

Wsq < US'Yd
Vs € IoT,Vd € FN,s # d (13)

Yaern:szaWsa = Us
Vs € IoT (14)

Constraint (13) is to assign users in 10T group, U; to the server, w, if only the fog server is used, Y
while constraint (14) is to ensure all users are assign to the server.
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ZseloT:s:td Wsd-MIPS < CFd-Zd

vd € FN (15)
Y, < Z4
vd € FN (16)

Constraint (15) is to determine the number of fog server required, Z,; based on the number of users,
wgq per MIPS and the capacity of the server, CF,;. Meanwhile, constraint (16) is to ensure that Z; will be 1 or
more if the selected server is powered on.

LSd = WSd‘ D
Vs € [oT,¥d € FN,s # d (17)

YseloT deFN ZjENm[i],i;tj Lf]‘.i =T
VieN )

YseloT deFN L?}'i < Link;;
Vi E N,Vj € Nm[i],i #j (19)

Constraint (17) calculates the total traffic, Ly, based on the association between the user in loT to
the fog server, wg, and the size of data per user, D. Meanwhile, constraint (18) is to calculate the total traffic
traversing each node, T; based on the size of traffic from the 10T group, s to the fog server, d using link i and
J, L;?j-i. Constraint (19) is to limit the size of from traversing the link ij from the loT group to fog server, ij‘-i
does not exceed the maximum limit of the link, Link;;.

T, <

Vi € AP (20)
X, > T

X, < M.T;

Vi EN (21)

Constraint (20) is to ensure, the traffic served by the access point, T; does not exceed its maximum
capacity, C; which is 0.45 Gbps. Meanwhile, constraint (21) is to determine the node that is used to serve the
traffic, X;. Note that the X; is the binary number where it will be 1 if the node is used to serve the traffic, else 0.

P = L3}
Pt < M.L}
Vs € [oT,vd € FN,i € N,j € Nm[i],i # j (22)

Yien Xjenmii i=j P Distryj = Drgg
Vs € [oT,Vd € FN (23)

Yien Xjenmii =5 P Distwy; = Dwgg
Vs € [oT,Vvd € FN (24)

Constraint (22) is a binary value to determine the paths that is used to send the traffic from the loT
group to the fog server, Pisjd. This is based on the traffic traversing the link i and j from 10T group to the fog
server, ij-i. Constraint (23) and (24) is to determine the distance the traffic travel from the loT group to the
fog server for wired connection, Dr,; and wireless connection, Dwg, respectively. The distance is based on
the binary indicator of the path used to send the traffic from the 10T group to the fog server, Pfjd and the
distance for wired, Distr;; and wireless connection, Distw;;.

Drgq = Dryq /ST
Vs € IoT,Vd € FN (25)
Dwgq = Dwg,/Sw

Vs € [oT,Vd € FN (26)
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Constraint (25) and (26) is to calculate the delay occurred in wired, Dry; and wireless, Dwg,
medium to transmit data from loT group to fog server, respectively. This calculation is based on the total
distance of data traversing the medium and the speed of light. For wired medium, the speed of light, S,. is 2.7
x 108 m/s while wireless, S,, is 3 x 108 m/s.

2.2. C-EDO

In this work, a C-EDO is used to benchmark the proposed F-EDO in terms of its energy efficiency
and delay. In C-EDO, the server is located at the cloud. Therefore, the (1)-(26) are used in C-EDO while the
parameter of candidate location of server, FN is change to be only at the cloud switch.

3. RESULTS AND DISCUSSION

The results and analysis of the proposed F-EDO is presented in this section. In the first scenario, we
allow more than one processing server to be deployed at each candidate location. Also, we consider ten users
per 10T group. To benchmark F-EDO, we compared its performance in terms of its energy consumption and
delay with the C-EDO where the processing is performed in the cloud. Note that, in this work, each 10T
group is located at the access point, hence the delay is calculated from the access point to the fog server.
However, the propagation delay for transmitting traffic from the access point to a fog server located at the
same location is considered negligible.

The results in Figure 4 show that, F-EDO achieves up to 52.2% energy saving compared to the C-
EDO. This is mainly contributed by the energy consumption of the networking equipment. In F-EDO, the fog
server is located at the access layer, which optimizes energy consumption by activating only the networking
devices at the access layer. Meanwhile in C-EDO, the servers are located at the core layer, resulting in more
energy consumption in the upper layer. The results also reveal that, the energy consumption of the processing
in F-EDO is higher than in C-EDO. This is because in F-EDO, fog servers are placed within local access
networks in order to reduce the propagation time. This is shown in Figure 5 where F-EDO maintain
negligible delays while the delay in C-EDO is approximately 0.15ms. This proves that cloud-based
architectures are fundamentally limited by distance-related latencies, making fog computing the superior
choice for real-time 10T applications.
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Figure 4. Energy consumption of the networking and Figure 5. Delay in the network for F-EDO and C-
processing equipment EDO

We also evaluate the performance of F-EDO by increasing the number of users per loT group to 20
and 30. The results in Figure 6 show that increasing the traffic increase the total energy consumption in both
F-EDO and C-EDO. However, the results reveal that F-EDO remains more energy-efficient than C-EDO
with 43.2% and 33.4% for 20 and 30 users per 10T group, respectively. It is worth noting that, the reduction
in energy saving with increasing traffic in F-EDO is because of the increasing energy consumption of the
processing server as shown in Figure 6 as higher user demands require additional fog servers to maintain low
delay. Meanwhile, results in Figure 7 show the delay occurred in F-EDO is negligible while higher delay
occurs in C-EDO for all 10T group size. This is due to the same reason as explained earlier which is the
proximity of fog servers in F-EDO to the user. The results also indicate that, the delay in C-EDO remain
constant, as the location of the servers are always at the cloud.
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Additionally, we evaluate the performance of F-EDO using different type of processing servers that
has different processing capabilities as shown in Table 2. In this scenario we consider the 30 users per loT
group to evaluate the performance of the F-EDO.

Table 2. Input parameters for processing servers
Server IFog EFog CFog
Intel X5675 [24] 57W 517 uW/MIPS  73.44 kMIPS
Nvidia T4 GPU [25] 45W  27.7 yW/MIPS 1,080 kMIPS

Figure 8 shows that, as the processing capability of the server increases, energy consumption in both
F-EDO and C-EDO decreases. This reduction is mainly due to the decrease energy consumption of the
processing as fewer fog servers are utilized to serve users as shown in Figure 9. Furthermore, Figure 10
demonstrates that, the delay in F-EDO remains negligible while in C-EDO the delay remains the same

regardless of the processing capability of the server.
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4. CONCLUSION

In this work, we proposed the F-EDO approach and benchmarked its performance against the C-
EDO method in terms of energy consumption and delay. Our findings demonstrated that F-EDO outperforms
C-EDO in energy efficiency with up to 52.2% energy savings. These saving are also observed when the
number of users increases. This is due the location of fog servers in F-EDO is optimized at the access layer,
which reduces network energy consumption compared to the cloud-based servers in C-EDO. Furthermore, F-
EDO significantly reduces delay, with negligible delay compared to the C-EDO due to the longer
transmission distance to the cloud. The results also reveal that, the performance of both approaches improved
with higher processing capabilities of the servers where the F-EDO maintains negligible delay regardless of
the server's processing capability. Overall, the F-EDO approach proves to be a more energy-efficient and
lower-delay solution for 10T networks, hence offering a better alternative to cloud-based offloading.
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