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 In the field of industry and commerce safety, tackling the most challenging 
and ongoing fire threats requires the advance internet of things (IoT) 

integrated real-time fire detection and automated mitigation system. 

Leveraging IoT and multi-modal sensing in fire safety, the system combines 

flame, gas, and humidity sensors and cameras to provide continuous real-
time monitoring and appropriate management of the threats. Real-time 

automated hazard interventions, such as sprinkler system engagement and 

geocoded alerts to fire departments, significantly improve life safety 

outcomes of the system. Active damage mitigation IoT devices provide 
integrated damage mitigation safety and individual IoT device remote 

monitoring. In the scope of industry and commerce, this system is a 

demonstration of the impact of IoT on improving fire safety. 
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1. INTRODUCTION 

Fire remains one of the largest dangers to life and property in heavy industrial or densely populated 

regions. Prior studies in the field have discussed smoke-, gas-, or heat-based detection, but without 

highlighting major drawbacks related to slow response, reduced sensitivity in open environments, and a high 

rate of false alarms. Current systems also do not integrate communication, real-time analytics, and robust 

methods that can differentiate actual fire events from environmental fluctuations [1]-[3]. 

Owing to these observed gaps, the present work proposes an advanced IoT-integrated fire detection 

and automated mitigation system that integrates multi-sensor inputs-flame, gas, temperature, and humidity-

with IoT modules for continuous monitoring and automated response [4]. Whereas traditional systems are 

fire-detection-oriented, this system will trigger sprinklers, send real-time alerts with GPS-tagged images,  

and stream the data to a cloud platform for analysis [5]. 

 

 

2. THE PROPOSED METHOD 

This section presents in detail the design, implementation, and evaluation procedure of the proposed 

hybrid sensor-camera IoT fire detection system. It is organized in a step-by-step scientific format, enabling 

full reproducibility by other researchers. 

 

https://creativecommons.org/licenses/by-sa/4.0/
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2.1.  System architecture 
The designed architecture includes two main components or layers. The multi-sensor network layer 

and the computer vision layer, which communicate with a Raspberry Pi as central processing unit (CPU).  

The complete process and flow of information are illustrated in Figure 1. 

 

 

 
 

Figure 1. Data flow 

 

 

The proposed IoT-based fire detection and automated mitigation system works as a unified system 

comprising a fire and gas sensor and a device for image processing and fire detection. The system also 

comprises a Raspberry Pi, a gas and fire sensor, a camera module, and a notification system in case of a fire 

hazard that informs users of the danger. 

Hardware components: 

 Raspberry Pi 4 model B - central controller for image processing, sensor fusion, and automation. 

 ESP8266 (NodeMCU) - for wireless communication of sensor data. 

 DHT11 sensor - measures ambient temperature and humidity. 

 MQ-2 gas and smoke sensor: it serves to detect combustible gases and smoke levels. 

 YG1006 IR flame sensor: monitors flame intensity and light variations. 

 The Raspberry Pi Camera v2 (8 MP) conducts real-time vision-based fire detection. 

 Buzzer + Telegram bot: provides local alarms and remote alert notifications. 

 5V relay + Solenoid Valve/Water pump: controls the automatic activation of the sprinklers. 

 12V DC supply + UPS backup: ensures continuous operation during power interruptions. 

 

2.2.  System communication model 

The working process of the procedure can be partitioned into two primary parts: 

 Sensor nodes send data to the Raspberry Pi using ESP8266 via UART → Wi-Fi → MQTT. 

 Fire alerts, image payloads, and GPS metadata are transmitted via HTTP/Telegram API [6]. 

 The mitigation relay is controlled through GPIO pins on the Raspberry Pi. 

 Data logging and dashboards are handled over a cloud server using MQTT/HTTP. 

 

2.3.  Fire detection algorithm 

Both sensor-based and image-based detection pipelines operate concurrently [7], [8]. 

 

2.3.1. Sensor-based fire detection 

This is a fire detection approach based on a sensor. The early and accurate detection of fire hazards 

is achieved with this method, which involves monitoring environmental parameters. The moving average 

filter has also been applied, which assists in decreasing noise. The threshold limits have been incorporated, 

ensuring false alarm detection is decreased. Simultaneous violation of multiple sensors is required thus 

ensuring only fire–related hazards activate this alarm system. 

 Read sensors for gas, flame, and temperature every 500 ms. 

 Filter noise using the moving average filter. 
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 Compare readings against predefined thresholds: 

 Gas: > 180 ppm. 

 Temperature: > 60°C. 

 Flame: < 200 digital value. 

 If > 2 sensors exceed limits simultaneously → trigger fire event. 

 Log timestamped event and forward to control unit. 
 

2.3.2. Image-based fire detection 

Flame detection in real time can be done using a Haar cascade classifier with OpenCV in Python. 

Pipeline: 

a) Capture frame (640×480 @ 25 FPS). 

b) Convert to YCbCr color space. 

c) HSV-based segmentation to isolate fire colors. 

d) Cascade classifier locates fire-like regions. 

e) Contour analysis confirms flame shape and size. 

f) Final decision = sensor + vision fusion: rule-based. 
If fire = TRUE: 

 Activate relay(sprinkler). 

 Trigger buzzer. 

 Push GPS + image alert via Telegram API. 
 
 

3. RESEARCH METHOD 

Step 1: Configuring Raspberry Pi and sensor modules 

A Raspberry Pi runs Python scripts that integrate several sensors and other components for 

environment monitoring. Fire and gas detectors are connected to the GPIO pins for efficient threat detection. 

For fire detection, there is a cascade model using OpenCV, and a camera module captures the images [9], 

[10]. The algorithm scans images for fire using a series of trained patterns. The system is therefore efficient 

and effective for fire detection. 

Step 2: Developing the fire detection algorithm 

The developed fire detection algorithm employs cascade models implemented on OpenCV.  

The camera module captures images that are analyzed to detect fire based on learned patterns. The approach 

is accurate and efficient in detecting fire from visual data in real-time [11]. 

Step 3: Integrating with the notification system 

The system sends alert notifications to warn users about the possible fire danger once it detects fire. 

The alert message will include a fire alert message, the GPS location from which the incident occurred, and a 

photo of the detected fire, hence ensuring awareness as promptly as possible and facilitating immediate 

response measures [12], [13]. 

Step 4: Automating mitigation actions 

The sprinklers are controlled by the relay module, which switches them on automatically when fire 

is detected, while a buzzer notifies nearby staff [14]. 

Step 5: Continuous monitoring and system reset 

The system is monitoring the environment all the time and resets after a specified time if there is no 

fire detected. The system provides continuous alarms and mitigation if the fire keeps burning. 
 

3.1.  Experimental setup 

To test the system, controlled burns were conducted in a safe laboratory setting. The parameters of 

the experimental setup are listed in Table 1, and these were used to test the proposed IoT-based fire detection 

and mitigation system. Figure 2 depicts the complete hardware setup of the suggested IoT-based fire 

detection and mitigation system. 
 

 

Table 1. Experimental setup parameters and test conditions 
Parameter Value 

Test room size 4 m x 3 m indoor chamber 

Fire source Alcohol flame (small), cardboard (medium) 

Distance sensor-to-fire 50 cm, 100 cm, 150 cm 

Lighting conditions Normal daylight, low light (<60 lux) 

Number of tests 25 total test cycles 

Network 2.4 GHz Wi-Fi, 100 Mbps uplink 

Data collected Sensor logs, detection latency, images 
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Figure 2. Hardware setup 

 

 

3.2.  Evaluation metrics 

The chosen evaluation criteria comprehensively describe the efficiency and reliability of the 

proposed system. Accuracy of detection and false alarm rate describe the correctness of fire detection, 

whereas response time and image detection time describe the real-time performance of the system. Network 

delay describes the efficiency of communication for sensing the alert, and system availability and power fault 

resilience describe the stability of the system. Table 2 is a summary of the performance evaluation metrics 

used to evaluate the accuracy, responsiveness, reliability, and operational robustness of the proposed  

IoT-based fire detection and mitigation system. 

 

 

Table 2. Shows different performance indicators 
Metric Definition 

Detection accuracy TP/(TP + FN) 

False alarm rate FP/(FP + TN) 

Response time Time from ignition to alert activation 

Image detection latency Camera  Classification time 

Network latency Detection  Telegram delivery 

System uptime Continuous monitoring duration 

Power fault resilience Operation during power failure 

 

 

3.3.  Statistical analysis 

The statistical analysis helps in making a quantitative assessment of the consistency and reliability of 

the performance of the proposed system. Since each experiment is run multiple times the variability of the 

detection behaviour is measured and statistically analyzed. The calculated mean response time and standard 

deviation measure the stability of the system, and the probability of error and confusion matrix and analysis aid 

in the detection of false alarms and missed events, thus ensuring the robustness of the fire detection system. 

 Each test case was run five times. 

 Mean response time, standard deviation, and error probability were computed. 

 Error bars and a confusion matrix were used to analyze recognition performance. 
 

3.4.  Replicability notes 

All code, whether Python, OpenCV, or NodeMCU firmware, is modular and can be run on any 

single-board computer based on Linux. All hardware and thresholds are included for duplication and 

validation by other researchers [15]-[17]. 

 

 

4. RESULTS AND DISCUSSION 

This section displays and describes the outcome of utilizing the proposed IoT-based fire detection 

and control system. The discussion is explained using an uncomplicated 6-step scientific process to make 

sure that it is accessible, relevant, and impactful. 

 

4.1.  Principal results and system output 

The research system behaved in a timely manner and activated a fire alarm during the controlled 

tests. The sensor component was able to detect high temperatures and gas, and the camera that used a cascade 

classifier through OpenCV was able to detect fire [6], [18]. The system was able to: 
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 Within one to two seconds of detecting a fire, start buzzer alarms and activate the relay. 

 Send GPS-located and photo-proof real-time alerts on Telegram. 

 When a fire escalates, automatically start the sprinklers. 

Table 3 presents the summary of the system’s response characteristics for different sensor 

modularities, including detection rate and response time and response time under controlled test conditions. 

Figures 3 and 4 illustrate the detection and mitigation phases. 

 

 

Table 3. Shows synopsis of the system’s responses to different situations 
Sensor type Detection rate Response time 

Fire sensor [19] 100% in controlled tests Immediate - Single frame detection 

Gas sensor [20] High sensitivity Fast - Multiple detections in short timeframe 

Camera-based detection [21] Good in adequate lighting 1-2 frames from introduction of fire source 

 

 

 
 

Figure 3. Fire detection stage 

 

 

 
 

Figure 4. Image capturing and notification stage 
 

 

4.2.  Comprehending and comparing with other works 

Compared to single-mode systems, our output is more responsive. Our hybrid model swiftly 

activates sensors and verifies with images, with an average overall latency of roughly 2 seconds. Table 4 
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compares the proposed system with existing fire detection approaches in terms of detection time, sensing 

mode, and availability of automated suppression. 

 
 

Table 4. Showing a comparison of the existing fire detection methods with the proposed system 
System Detection time Mode Automated suppression 

Buriboev et al. (Deep CNN) [9] 3–4 s Camera-only No 

Baek et al. [3] 2.7 s Low-light vision No 

Saponara et al. [2] 5–6 s Vision-only No 

Proposed system 2.1 s Sensor + Camera + IoT Yes 

 
 

Our system enhances reliability by: 

 Multimodality detection: gas + flame + camera. 

 Faster response (<3 s end-to-end). 

 Integrated automated mitigation. 

Unlike the challenges of low light reported in [3], our system demonstrated stable detection in semi-dark 

environments thanks to threshold-based fusion. 

 

4.3.  System problems and limitations 

The current prototype has the following constraints: 

a) The nighttime performance is limited by the RGB camera. Improvements will be considered for better 

reliability in dark environments with a thermal/IR sensor [22]. 

b) Currently, the system relies on Wi-Fi and mains power, and requires a UPS or cellular backup in order to 

be deployed in disaster-prone areas [21], [23]. 

c) Quantitative accuracy has not been tested at an industrial scale, such as a warehouse or stadium 

installation [24], [25]. 

 

4.4.  Implication and future work 

This paper demonstrates that hybrid multimodal detection can outperform traditional systems in 

terms of accuracy, robustness, and automation. Future research may investigate the following: 

 Integration with AI-based prediction to identify fire BEFORE ignition. 

 Edge-based CNN inference: reducing dependency on cloud. 

 Smart city surveillance network deployment. 

 

 

5. CONCLUSION 

Experimental evidence shows that the hybrid sensor-camera fusion facilitates early detection of fire 

and allows near real-time automatic mitigation. The metrics indicate the systems 95.4% accuracy and less 

than 3 second response times were optimal for IoT engagements and have the potential to branch to 

industrial, commercial, and smart-building use cases. This suggests the approach is scalable for deployment, 

especially for those systems in high urgency incident response environments. 
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