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1. INTRODUCTION

In today’s digital landscape, where vast amounts of information are exchanged continuously, cryp-
tography serves as the cornerstone of security, ensuring the confidentiality, integrity and authenticity of digital
communications. However, cryptographic systems, while vital, are not immune to the ever-evolving threats
posed by malicious actors. This paper explores the critical area of cryptographic security, emphasizing its
foundational role in protecting digital interactions.

The study aims to provide a nuanced understanding of the various attacks that target cryptographic
protocols, classifying them to better understand the threat landscape and facilitate the development of tailored
defense strategies. Central to this classification is the distinction between symmetric and asymmetric cryptog-
raphy, each presenting unique vulnerabilities that attackers can exploit.

The most common attack against symmetric cryptography is brute-force, while man-in-the-middle
attacks are prevalent in asymmetric cryptography. Usually, attackers primarily focus on breaking or bypassing
cryptographic keys, whereas defenders emphasize key length, algorithmic resilience and additional layers of
protection tailored to specific attacks. Existing research, however, often addresses either attack descriptions or
mitigation strategies in isolation, with few studies providing a structured classification that links each attack
to its practical limitations and countermeasures. This approach limits comprehensive understanding, making
it difficult for researchers to systematically assess security or design integrated defense strategies. A unified
framework that categorizes attacks, aligns them with cryptographic paradigms, and highlights mitigation mech-
anisms remains largely absent in the literature.

By examining attacks against both types of cryptographic schemes, this work seeks to unravel the
specific challenges inherent in each paradigm. Through a comprehensive classification, the paper highlights the
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diverse attack vectors that threaten cryptographic security, paving the way for the strategies of robust security
measures.

This paper is organized as follows: Section 2 provides a background on symmetric and asymmetric
cryptography, laying the foundation for Section 3, where we classify the various attacks on each cryptographic
type. In addition to understanding cryptographic attack methodologies, it is equally important to study the
mechanisms used to defend against them. Effective defense strategies play a critical role in preserving data
confidentiality, integrity and authenticity. As attack techniques continue to evolve, cryptographic systems
must adopt adaptive and layered security measures. In this paper, section 4 therefore emphasizes defensive
approaches and strategies as a fundamental component of secure cryptographic design, enhancing the resilience
of cryptographic systems and ensuring better protection of sensitive information.

To address these challenges, this paper provides a structured analysis of cryptographic attacks and
defenses. Specifically, it provides a taxonomy of attacks on symmetric and asymmetric cryptography, maps
each attack to its associated vulnerabilities, risks, and practical implications, proposes mitigation strategies
tailored to specific attack types, and highlights emerging directions, including AI and ML driven approaches to
enhancing cryptographic security.

2. CRYPTOGRAPHY OVERVIEW

In this section, we focus on two primary types of symmetric and asymmetric cryptography, each of
which plays a critical role in safeguarding information. We will examine their core objectives, functionality,
and areas of application, shedding light on how they contribute to modern security practices.

2.1. Symmetric cryptography

Symmetric cryptography, also known as secret-key cryptography, involves the use of a single key for
both encryption and decryption processes. It is characterized by its efficiency in encrypting large amounts of
data due to the relatively simple and fast algorithms employed. Common examples of symmetric encryption
algorithms include the advanced encryption standard (AES) and the data encryption standard (DES) (see [[1]-
[6]). The Figure 1 shows a comprehensive structure of symmetric cryptography.

Objectives of symmetric cryptography:
— Confidentiality: ensuring that information is only accessible to authorized parties who possess the secret

key.

— Integrity: protecting data from unauthorized alterations.
— Authentication: verifying that the sender and receiver of the message are legitimate.
— Efficiency: enabling fast and resource-effective encryption and decryption of data.

Use cases:

— Data encryption: symmetric encryption is widely used for bulk data encryption, such as securing files,
databases, and communication streams in real-time systems.

— Secure communication: symmetric keys are often employed in securing communication channels, such as
in virtual private networks (VPNs) and secure sockets layer (SSL)/transport layer security (TLS) protocols.

— Disk and file encryption: full disk encryption tools like BitLocker and file encryption software like Ver-
aCrypt rely on symmetric encryption to safeguard stored data.

Encryption Key Encryption Key

%C@\Same Key %

| |

Encryption Decryption | Plain Text

Plain Text

Figure 1. Symmetric cryptography protocol
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Despite its advantages, symmetric cryptography presents challenges, particularly in the secure ex-
change of keys between parties. This vulnerability is addressed by asymmetric cryptography, which we explore
in the following section.

2.2. Asymmetric cryptography
Asymmetric cryptography, also referred to as public-key cryptography, uses two distinct keys: a public
key for encryption and a private key for decryption. The two keys are mathematically related, but it is com-
putationally infeasible to derive the private key from the public key. Popular asymmetric algorithms include
the Rivest-Shamir-Adleman (RSA), Diffie-Hellman, and elliptic curve cryptography (ECC) (see [[7]-[L1]). The
Figure 2 shows a comprehensive structure of asymmetric cryptography.
Objectives of asymmetric cryptography:
— Confidentiality: protecting data by ensuring that only the holder of the private key can decrypt the informa-
tion.
— Authentication: verifying the identity of the parties involved in the communication through digital signa-
tures.

— Non-repudiation: ensuring that the sender cannot deny having sent the message, enabled by digital signature
verification.

— Key exchange: enabling secure key distribution over insecure channels without the need for a shared secret.
Use cases:

— Digital signatures: asymmetric cryptography underpins digital signature schemes used for authenticating
the sender’s identity and ensuring message integrity.

— Key exchange protocols: protocols like SSL/TLS use asymmetric encryption to securely exchange symmet-
ric keys, which are then used for faster data encryption during communication.

— Email encryption: pretty good privacy (PGP) and secure/multipurpose internet mail extensions (S/MIME)
rely on asymmetric cryptography to secure email communications.

— Certificate authorities: public-key infrastructure (PKI) systems use asymmetric cryptography to issue digital
certificates, enabling trust in secure communications.

While asymmetric cryptography overcomes the key distribution problem, it is computationally more
intensive than symmetric cryptography, making it less efficient for encrypting large volumes of data. Both sym-
metric and asymmetric cryptographic systems serve critical roles in modern cybersecurity, with each offering
unique strengths and addressing specific challenges. Symmetric cryptography excels in efficiency, making it
ideal for encrypting large datasets, while asymmetric cryptography provides enhanced security features, par-
ticularly in key management and authentication. By understanding the objectives and applications of these
two cryptographic types, we can better appreciate the multifaceted nature of cryptographic security and the
importance of employing them in tandem to build robust, secure systems.

Public Key Private Key
ﬁ Different Key 7%
Cipher Text l
Plain Text Encryption Decryption |—— Plain Text

Figure 2. Asymmetric cryptography protocol

3.  ATTACKS AGAINST CRYPTOGRAPHIC PROTOCOLS

Cryptographic protocols are fundamental to the security of modern digital systems, providing mecha-
nisms for secure communication, data integrity, and authentication. However, these protocols are not invulner-
able and have been the target of various attacks designed to exploit weaknesses in their underlying algorithms,
implementation, or key management systems. The classification of these attacks can be broadly divided based
on the type of cryptography used symmetric or asymmetric each of which is subject to distinct attack vec-
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tors. Understanding these attack categories is essential for identifying vulnerabilities and developing more
resilient cryptographic systems. In this section, we provide a comprehensive classification of attacks against
both symmetric and asymmetric cryptographic protocols (see [12]-[19]).

3.1. Attacks against symetric cryptography protocols
3.1.1. Brute force attacks

A brute force attack is a method used by attackers to gain unauthorized access to a system by system-
atically attempting all possible combinations of keys or passwords until the correct one is found. This attack
exploits the computational power available to test every potential key or password in a given key space, which
is the total number of possible keys that can be generated based on the length and complexity of the password
or encryption key.

Process: Figure [3] shows the process of a Bruteforce attack. The effectiveness of brute force attacks
diminishes as key lengths increase, but they remain a persistent threat when passwords or encryption keys are
inadequately complex.

Steps Description

The attacker first estimates the
size of the key space, which is determined by the length
of the key or password and the number of possible
characters or symbols that can be used.

Key Space Calculation

The attacker uses software tools or
scripts that systematically generate and test each possible
Exhaustive Search key or password within the key space. The process begins
with the simplest combinations (e.g., “aaaaaa” for passwords)
and continues through more complex variations.

For each tested key or password, the system
compares the input to the correct value. If the key
matches, the system grants access; otherwise, the attacker
continues testing further possibilities.

Verification

The success of a brute force

attack depends on several factors, including the length
and complexity of the key, the processing power available
to the attacker, and the speed of the system’s response to

each attempt. Longer, more complex passwords exponentially
increase the time required to complete the attack,
whereas shorter or simpler keys make the attack more
feasible.

Success and Time to Break

Figure 3. Bruteforce attack’s process

Example of brute force attack: an attacker attempts to break a DES-encrypted message by systemati-
cally trying all 2°¢ possible keys until the correct key is found. Due to the relatively short key length of DES,
such attacks have become feasible with modern computing power, rendering DES insecure against brute-force
attacks.

3.1.2. Frequency analysis attacks

Frequency analysis attack is a cryptanalytic technique used to decipher information by exploiting the
frequency of symbols in a ciphertext. This method is particularly effective against simple substitution ciphers,
where each letter or symbol in the plaintext is consistently replaced by a corresponding symbol in the ciphertext.
By analyzing the frequency of symbols in the ciphertext, attackers can deduce correspondences between the
ciphertext symbols and the common letters in the plaintext, thereby breaking the cipher.

Process: Figure [ shows the process of a frequency analysis attack. This type of attack is particularly
effective against classical ciphers like the Caesar cipher and other simple substitution ciphers, where symbol
frequencies in the ciphertext closely reflect those in the plaintext.

Example of frequency analysis attack: in a monoalphabetic substitution cipher, the attacker observes
that the most frequent symbol in the ciphertext appears approximately 13% of the time. By correlating this
frequency with the letter “E,” which is the most common letter in English, the attacker can begin reconstructing
the plaintext and eventually recover the full message.

Classification of encryption attacks and strategies for mitigation (Anas Maaifi)
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Examination of Ciphertext

Identification of Patterns

Mapping Symbols to Letters

The attacker then establishes a probable mapping between the frequent symbols in the ciphertext and the

common letters of the plaintext,using statistical analysis and language patterns as guides.

Decryption

Once a plausible mapping is created, the attacker uses it to decrypt the entire ciphertext by substituting each

symbol with its corresponding letter.

The attacker begins by studying the ciphertext, focusing on the frequency of occurrence of each symbol.

Based on the analysis, the attacker identifies symbols that appear more frequently, as these are likely to
correspond to the most common letters in the language of the plaintext (e.g., 'E’, ‘T, or ‘A" in English).

Figure 4. Frequency analysis attack process

3.1.3. Exhaustive search attacks

Exhaustive search attacks, one of the brute-force attacks, involve systematically attempting all possible

combinations of characters to find a secret, such as a password or encryption key. This attack method is
commonly used in scenarios like password and encryption key cracking, where every conceivable combination
is tested until the correct one is identified. The effectiveness of an exhaustive search attack depends on the
size of the solution space, which is the total number of possible combinations. Larger solution spaces make
the attack more time-consuming and computationally expensive, as the number of combinations to be tested
increases exponentially.

Process: the Figure[5]shows the process of an exhaustive search attack. Example of exhaustive search

attack: an attacker targets an AES-128 encrypted file and attempts every possible key in the 2'2® key space.
Although theoretically possible, the enormous size of the key space makes such an attack computationally
infeasible, demonstrating how increased key length mitigates exhaustive search attacks.

The attacker calculates the size of the solution space, which is
Attacker’s based on the length and complexity of the secret. For example, a
password that is 8 characters long and uses a mix of uppercase
letters, lowercase letters, and digits has a solution space of 628
possible combinations.

calculation

The attacker systematically generates and tests every possible

Systematlc combination within the solution space. This process starts with the

Generation simplest combinations and progresses through more complex ones.

Each generated combination is tested against the target system to
AV giiler:1ile) I cletermine if it matches the correct password or key. The attack

continues until a match is found, or the solution space is exhausted.

Time and The time and computational resources required for an exhaustive

) search attack grow exponentially with the size of the solution

Computatlonal space. Longer and more complex secrets require significantly more
Cost time and computational power to crack.

Figure 5. Exhaustive search attack’s process
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3.1.4. Differential attacks, or differential cryptanalysis

Differential cryptanalysis is an attack method targeting weaknesses in symmetric-key block ciphers
by examining how differences in plaintext inputs affect the resulting ciphertexts. This technique exploits the
patterns and relationships between differences in plaintexts and their corresponding ciphertexts to gain insights
into the encryption algorithm’s internal structure. The ultimate goal is to recover portions of the secret key or
to enhance the efficiency of brute-force attacks. The success of differential cryptanalysis is highly dependent
on the design and structure of the block cipher being targeted.

Process: the Figure[6|shows the process of an differential attack. Example of differential cryptanalysis
attack: an attacker encrypts pairs of plaintexts with specific differences and observes the resulting ciphertext
differences. By analyzing how these differences propagate through multiple rounds of a block cipher, such as
DES, the attacker can deduce information about subkeys used in each round, significantly reducing the key
search space.

Selection of Plaintext Pairs

* The attacker chooses pairs of plain texts that have a specific and controlled difference
(differential) between them. These plaintext pairs are then encrypted using the same key to
produce corresponding ciphertext pairs.

Analysis of Ciphertext Differences

* The attacker analyzes the differences in the resulting ciphertexts for each plaintext pair. By
identifying and studying patterns in these differences, the attacker can infer information
about the internal operations and structure of the encryption algorithm.

Construction of Differential Characteristics

» The attacker constructs a “differential characteristic,” which is a probable sequence of
differences that relates plaintext differences to ciphertext differences. This characteristic
helps in understanding the ciphers behavior and revealing specific properties of the
encryption algorithm

Exploitation of Characteristics

* Once a useful differential characteristic is established, the attacker can use it to recover
portions of the secret key or to improve the efficiency of brute-force attacks. This involves
applying the characteristic to reduce the number of possible key candidates or to find key-
related patterns more effectively.

Figure 6. Differential attack’s process

3.1.5. Oracle attacks

Oracle attacks involve exploiting a system that provides information about cryptographic operations
to gain insights into protected secret information. These attacks leverage the system’s responses to queries or
operations to extract sensitive data, such as plaintext or cryptographic keys. Different types of oracle attacks
exploit various aspects of the cryptographic system’s behavior, including how it handles padding, timing, errors,
and physical side-channel information.

a. Padding Oracle attacks

— Scenario: in symmetric encryption schemes that use padding, attackers submit ciphertexts to an oracle
and observe whether the decrypted plaintext’s padding is valid.

— Exploitation: by analyzing the oracle’s responses, attackers can infer information about the plaintext
and gradually deduce the entire message, leveraging the patterns in padding validity.

The Figure 7] shows the process of a padding Oracle attack.

Ciphertext Ciphertext
[ENNEENEEEREEE] OTTITTITIITT
E— |

block cipher
Key decryption

INTERMIEDATE STATE m

> D
D

Plaintext

Figure 7. Padding Oracle attack’s process
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b. Timing Oracle attacks

— Scenario: these attacks exploit variations in the time taken for cryptographic operations to complete.

— Exploitation: attackers measure the time it takes for the system to process cryptographic operations to
infer details about the encrypted data or cryptographic key. Variations in processing time can reveal
information about the internal state of the system or specific bits of the key.

The Figure §shows the process of a padding Oracle attack.
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Figure 8. Timing Oracle attacks

c. Error-based Oracle attacks

— Scenario: involves exploiting error messages generated when cryptographic operations fail, such as
during decryption or validation processes.

— Exploitation: attackers analyze the content and patterns of error messages to gain insights into the
correctness of parts of the cryptographic input, potentially revealing information about the secret key
or plaintext.

d. Side-channel Oracle attacks

— Scenario: These attacks exploit physical information leaked during the execution of cryptographic
algorithms, such as variations in power consumption, electromagnetic radiation, or acoustic emissions.

— Exploitation: By observing and analyzing these side-channel leaks, attackers can infer details about
the cryptographic key or the internal workings of the cryptographic algorithm.

The Figure[9shows the side channel Oracle attack. Process: the Figure [T0]shows the process of a side
channel Oracle attack. Symmetric cryptography protocols are vulnerable to a wide range of attacks, including
brute force, frequency analysis, exhaustive search, differential, and Oracle attacks. Additional attack types
such as replay attacks, meet-in-the-middle attacks, side-channel attacks, known-plaintext attacks (KPA), and
chosen-plaintext attacks (CPA) further demonstrate the diversity of potential threats.

Figure 9. Side-channel Oracle attacks

Int J Inf & Commun Technol, Vol. 15, No. 3, September 2026: 1238-1253



Int J Inf & Commun Technol ISSN: 2252-8776 d

1245

|nf0rmati0n The attacker interacts with the target system to gather information
) based on the type of oracle attack being conducted. This may
Gatherlng involve submitting ciphertexts, measuring response times,
analyzing error messages, or observing physical leaks.

Pattern The attacker analyzes the responses or data collected to identify

. patterns or correlations that can provide insights into the secret
Ana IySIS information. This may involve statistical analysis, timing analysis, or
error message analysis.

Using the identified patterns, the attacker makes inferences about
|nfe rence the secret information, such as plaintext or cryptographic keys. This
often involves reconstructing or guessing parts of the secret based
on the collected data.

Exploitation The attacker uses the inferred information to complete the attack,
which may involve decrypting ciphertexts, recovering keys, or
otherwise compromising the cryptographic system.

Figure 10. Side-channel Oracle attack’s process

3.2. Attacks against asymetric cryptography protocols
3.2.1. Factorization attacks

Factorization attacks target the prime factors of public keys used in asymmetric cryptographic algo-
rithms, such as RSA, with the objective of recovering the private key. This type of attack exploits the math-
ematical difficulty of factoring a large number into its prime components, which is the foundation of RSA’s
security. The process involves decomposing the public key typically a product of two large prime numbers into
its component primes, thereby enabling the attacker to derive the private key.

Process: the Figure |11| shows the process of a factorization attack. Example of factorization attack
(RSA): an attacker targets an RSA public key by attempting to factor the modulus n, which is the product of
two large prime numbers. If the attacker successfully factors n into its prime components, they can compute
the private key and decrypt encrypted messages or forge digital signatures. Historical advances in integer
factorization algorithms have demonstrated that insufficient key sizes make RSA vulnerable to such attacks.

Public Key
Analysis

Factorization
Attempt

/
/
/
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Extraction

\
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Calculation

/
/
/
\

Key Recovery

AN
N\
AN
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¢ The attacker obtains the public key, which is typically composed of the product of two large prime numbers (e.g.,

n=pxdqinRSA).

¢ The attacker employs various factorization algorithms or techniques to decompose the large number into its
prime factors p and q. This may involve using algorithms such as the Quadratic Sieve, the General Number Field
Sieve (GNFS), or other advanced factorization methods.

¢ Upon successfully factorizing n, the attacker obtains the prime factors p and g.

¢ With the prime factors in hand, the attacker can compute the private key by deriving it from the factors p and g,
using known formulas or cryptographic procedures associated with the algorithm.

¢ Once the private key is recovered, the attacker can decrypt messages or forge signatures, compromising the
security of the system.

Figure 11. Factorization attack’s process

3.2.2. Exhaustive search for private keys
Exhaustive Search for Private Keys, also known as brute-force search, is a cryptographic attack in
which an attacker systematically tests all possible private key combinations to find the correct one. This method
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is used in asymmetric key algorithms and relies on the impracticality of exhaustively searching the entire key
space due to its vast size. The feasibility of this attack decreases as the size of the key space grows, making it
increasingly difficult to discover the correct key.

Process: the Figure [I2] shows the process of an exhaustive search attack. Example of exhaustive
Search for private keys: an attacker attempts to recover an asymmetric private key by systematically testing all
possible key values. Although theoretically possible, the extremely large key spaces used in modern asymmetric
algorithms such as RSA and ECC make exhaustive search attacks computationally infeasible when appropriate

key lengths are employed.
SR e S R
Resources

*

The attacker identifies the
total number of possible
private key combinations,

which is determined by the

key length and the
cryptographic algorithm
used. For instance, in a
3072-bit RSA key, the key
space is 23072 possible

*

The attacker generates and
tests each possible private
key in a sequential manner.
This involves trying every
conceivable key until the
correct one is found.

*

Each tested key is used to
attempt decryption or
verification of ciphertexts or
signatures. If the key
correctly decrypts the
ciphertext or validates the
signature, it is identified as
the correct private key.

*

The time and computational
resources required to
complete an exhaustive
search increase
exponentially with the size
of the key space. Larger key
sizes make the attack more
timeconsuming and
computationally prohibitive.

combinations.

Figure 12. Exhaustive search’s process

3.2.3. Collision attacks

Collision attacks target hash functions with the objective of finding two distinct inputs that produce
the same output hash value, known as a collision. Hash functions are designed to map arbitrary data to fixed-
size hash values. In a collision attack, the attacker aims to find two different inputs, M; and Ms, such that
H(M;) = H(M>), where H represents the hash function. The ability to find such collisions undermines the
integrity and security guarantees provided by the hash function.

Process: the Figure [I3] shows the process of a collision attack. Example of collision attack on hash
functions Used in asymmetric cryptography: an attacker finds two distinct messages that produce the same
hash value using a weak hash function. In digital signature schemes, this allows the attacker to substitute a
legitimate signed message with a malicious one that has the same hash, thereby undermining message integrity
and authentication in asymmetric cryptographic systems.

Hash Function * The attacker selects a hash function H that is used to
Selection generate fixed-size hash values from arbitrary inputs.

* The attacker generates different candidate inputs M1
and M2 with the aim of finding a pair that will produce
the same hash output. This involves creating and testing
various input values to find a collision.

Generation of
Candidate Inputs

* The attacker computes the hash values for the
generated input pairs. For each input M, the hash
function H(M) is calculated to produce the hash value.

Hash Calculation

* The attacker compares the hash values obtained from

Collision different input pairs. If two distinct inputs M1 and M2
Detection: produce the same hash value H{M1) = H{M2), a collision
has been found.
* Once a collision is found, it can be exploited to
Exploitation undermine the security properties of the hash function,

such as data integrity and authenticity.

Figure 13. Collision attack’s process
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3.2.4. Timing analysis attacks

Timing analysis attacks are a type of side-channel attack that exploit variations in the time taken by
a cryptographic system to perform specific operations. By measuring these time variations, attackers can infer
sensitive details, such as cryptographic keys. These attacks fall under the category of side-channel attacks,
which leverage unintended information leakage from the physical implementation of a cryptographic system.
Timing variations can arise due to factors such as input data, system state, or internal cryptographic processes.
The primary objective of timing analysis attacks is to analyze timing differences to reveal information about
the cryptographic key or other sensitive details.

Process: the Figure [I4] shows the process of a timing analysis attack. Example of RSA timing anal-
ysis attack: an attacker measures the time taken by a server to perform RSA private-key operations, such as
decryption or signature generation. By analyzing variations in execution time correlated with key-dependent
operations, the attacker can infer information about the private key. This type of attack exploits implementation
weaknesses rather than flaws in the RSA algorithm itself.

Measurement

Setup

The attacker sets up a
method to accurately
measure the time
taken by the
cryptographic system
to perform various
operations. This can
involve measuring
execution times for
operations like
encryption or
decryption.

Operation Data

Execution

The attacker
performs
cryptographic
operations with
different inputs or
keys and records the
time taken for each
operation. Variations
in execution time

may indicate
underlying
differences in how
the system
processes the inputs.

Collection

The attacker collects
timing data for a
range of operations.
This data may be
gathered under
different conditions
or with different
input values to
observe how timing
changes.

Analysis

The attacker analyzes
the timing data to
identify patterns or
correlations that
could reveal
information about the
internal state of the
system, such as key
bits or algorithm-
specific details. For
example, variations in
the time taken for
modular
exponentiation in RSA

Inference

Using the analyzed
timing data, the
attacker infers
sensitive details
about the
cryptographic key or
other internal
information. The goal
is to deduce enough
information to
compromise the
cryptographic
systems security.

could hint at specific
bit values of the
private key.

Figure 14. Timing analysis attack’s process

3.2.5. Side-channel attacks

Side-channel attacks exploit unintentional information leaks from the physical implementation of a
cryptographic system, circumventing the mathematical robustness of the algorithms themselves. These attacks
leverage observable side-channel information, such as power consumption, electromagnetic radiation, execu-
tion time, or even sound, to infer sensitive details such as cryptographic keys. By analyzing these unintentional
leaks, attackers can gain insights into the internal workings of the cryptographic system [20].

Common types of side-channel attacks:

— Timing attacks: exploit variations in the time taken for cryptographic operations. By measuring the execution
time of different operations, attackers can infer details about the internal state or key material.

— Power analysis attacks: monitor the power consumption of a cryptographic device during operations. Vari-
ations in power consumption can be correlated with specific computations, revealing information about the
cryptographic key or intermediate values.

— Electromagnetic analysis attacks: observe electromagnetic radiation emitted by a cryptographic device during
operations. The patterns in electromagnetic emissions can provide insights into the internal processes and
cryptographic keys.

— Acoustic analysis attacks: capture and analyze the sound produced by a cryptographic device while it is
operating. Variations in sound patterns can be exploited to deduce details about cryptographic computations.

— Cache attacks: exploit the behavior of cache memory during cryptographic operations. By analyzing cache
access patterns and memory usage, attackers can infer information about the data being processed.

Classification of encryption attacks and strategies for mitigation (Anas Maaifi)
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— Fault attacks: induce intentional faults or errors in a cryptographic device during operation. By analyzing
how these faults affect the system’s behavior, attackers can reveal internal states or cryptographic keys.

Process: the figure below (Figure [I3)) shows the process of a side channel attack. Example of side-
channel attack on asymmetric cryptography devices: an attacker observes the power consumption or electro-
magnetic emissions of a hardware device performing RSA or ECC operations. By correlating these physical
leakages with cryptographic computations, the attacker can recover sensitive information such as private keys,
even when the underlying cryptographic algorithm is mathematically secure.

Information

Data Analysis Inference Exploitation

Collection

e N
With the inferred information,
the attacker can compromise
the cryptographic system, such
as decrypting data, forging
signatures, or gaining
unauthorized access.

The attacker analyzes the [ The attacker uses the analyzed )
collected data to identify data to infer sensitive details
patterns or correlations. For about the cryptographic
instance, variations in power system. This could include
consumption or timing may deducing cryptographic keys,
correlate with specific internal states, or intermediate
cryptographic operations. values.

( The attacker collects side
channel information through
various means, such as
measuring execution time,
power consumption,
electromagnetic emissions,
sound, or cache behavior.

Figure 15. Side channel attack’s process

3.2.6. Man-in-the-middle attacks

Man-in-the-middle (MitM) attacks are a type of cyberattack in which an unauthorized third party
intercepts and potentially alters the communication between two legitimate parties. The attacker may imper-
sonate one or both parties to manipulate or eavesdrop on the communication. MitM attacks can occur in various
scenarios, including Wi-Fi networks, public networks, unsecured websites, or through compromised hardware
devices. Common techniques used in MitM attacks include DNS spoofing [21]], ARP spoofing [22], session hi-
jacking [23], and SSL/TLS stripping [24]]. Successful MitM attacks can lead to unauthorized access to sensitive
information, injection of malicious content, or manipulation of communications.

The Figure [T6) shows the man in the middle attack. The figure above summarizes the sequence of
a Man-in-the-Middle attack, where an attacker secretly positions themselves between a client and a server.
The attacker intercepts the client’s requests, potentially capturing or altering sensitive data. These messages
are then forwarded to the legitimate server to maintain the appearance of normal communication. The server’s
responses are likewise intercepted and relayed back to the client. This process demonstrates how MITM attacks
compromise data confidentiality and integrity without detection.

Original connection

€)
¢)

> ° o

\New connection

Figure 16. Man in the middle attacks

Process: the Figure[I7]shows the process of a man in the middle attack. Example of man-in-the-middle
attack on public key exchange: during an unsecured public key exchange, an attacker intercepts the commu-
nication between two parties and substitutes their own public key in place of the legitimate one. As a result,
both parties unknowingly encrypt messages using the attacker’s key, allowing the attacker to decrypt, modify,
and re-encrypt messages while remaining undetected. This attack highlights the importance of authentication
mechanisms such as digital certificates.
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Figure 17. Man in the middle attack process

Asymmetric cryptography protocols face a variety of attacks, including factorization attacks, exhaus-
tive search for private keys, collision attacks, timing analysis, side-channel atacks, and man-in-the-middle
attacks. These attacks exploit both mathematical weaknesses and implementation flaws, highlighting that the
security of public-key systems depends on careful design and key management. Additional attack types con-
tinue to emerge, demonstrating that the threats to asymmetric cryptography are diverse and evolving. It is
important to note that the examples discussed here are not exhaustive, and many other attack methods exist.

4. DEFENSE STRATEGIES AGAINST CRYPTOGRAPHIC ATTACKS

This section presents a comprehensive overview of defense strategies against cryptographic attacks,
structured into two complementary parts. The first part discusses practical and theoretical mitigation mech-
anisms designed to strengthen cryptographic systems against known threats. The second part provides a
structured analytical mapping in the form: Attack — Weakness Exploited — Mitigation, highlighting the
relationship between vulnerabilities and corresponding countermeasures. Together, these perspectives offer a
systematic framework for enhancing cryptographic resilience.

4.1. Defense strategies
Following the examination of symmetric and asymmetric cryptographic attacks, this section focuses

on the defense strategies designed to mitigate these threats and strengthen cryptographic systems. It discusses
practical and theoretical countermeasures such as the use of stronger key lengths, secure key management
practices, and the adoption of advanced and quantum-resistant cryptographic algorithms. Emphasis is placed
on building resilient security architectures capable of adapting to evolving attack techniques and emerging
computational threats:
a. Brute force

To combat brute force attacks, it is important to enforce account lockouts after multiple failed login at-

tempts, apply strong password policies, and use two-factor authentication (2FA) to enhance security. These

measures help protect sensitive data from compromise.
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b. Frequency analysis attacks
To mitigate frequency analysis attacks, modern block and stream ciphers should be used alongside more
complex encryption techniques that obscure statistical relationships between plaintext and ciphertext, mak-
ing such attacks ineffective.

c. Exhaustive search attacks
Defense against exhaustive search attacks relies on using longer and more complex passwords or encryp-
tion keys, employing algorithms with large key sizes, and implementing protections such as rate limiting,
account lockouts, and multi-factor authentication.

d. Differential attacks
To resist differential attacks, systems should employ strong and well-designed block ciphers and ensure
regular updates and reviews of cryptographic protocols and algorithms.

e. Oracle attacks
Mitigating oracle attacks requires secure coding practices that avoid leaking sensitive information through
error messages, designing cryptographic systems to handle errors safely, using well-established protocols
resistant to such attacks, and regularly updating implementations to address emerging vulnerabilities (see
[25D).

f. Factorization attacks
Protection against factorization attacks involves using large key sizes, adopting alternative algorithms such
as elliptic curve cryptography (ECC), staying informed about advances in factorization techniques, and
regularly updating cryptographic practices.

g. Exhaustive search for private keys
To counter exhaustive search for private keys, it is essential to use large key sizes, update key lengths
regularly, adopt secure alternatives like ECC, and remain aware of developments in computing and cryp-
tography.

h. Collision attacks
Mitigating collision attacks requires the use of collision-resistant hash functions such as SHA-256 or SHA-
3, continuous updates to stronger hash functions, awareness of emerging vulnerabilities, and proper imple-
mentation of secure hashing techniques.

i. Timing analysis attacks
To defend against timing analysis attacks, cryptographic implementations should use constant-time algo-
rithms, incorporate techniques such as dummy operations or fixed execution times, avoid timing leaks in
code, and undergo regular security audits and testing.

j-  Side-channel attacks
Protection against side-channel attacks includes ensuring constant-time cryptographic operations, introduc-
ing randomness to obscure leaked information, designing hardware to reduce physical leakage, implement-
ing fault detection mechanisms, and conducting regular security audits.

k. Man-in-the-middle attacks
To prevent man-in-the-middle attacks, secure communication protocols such as HTTPS should be used,
strong authentication mechanisms like 2FA should be implemented, public networks should be used cau-
tiously with VPNs when necessary, and cryptographic protocols must be correctly implemented.

By promoting a culture of awareness and cooperation, while utilizing advanced encryption and secure
communication protocols, we can more effectively safeguard our sensitive information from interception and
tampering.

4.2. Structured analytical mapping

Attack on symmetric cryptography relies on the security of shared secret key and key length and is
exploitable by several types of attacks. Understanding these attacks helps to strengthen protocol design and
implementation. The chart (Figure[I8) shows Attacks against symmetric cryptography protocols.

Attacks on symmetric systems mainly exploit weak keys, statistical patterns, or implementation flaws.
Using strong algorithms, sufficient key sizes, and secure modes of operation greatly reduces risk. Proper
implementation is as important as the algorithm itself for ensuring security. Asymmetric cryptography uses
a public and private key pair to secure communications. Its security depends on mathematical hardness and
correct protocol implementation. However, multiple attacks target both its theoretical and practical weaknesses.
By knowing such attacks it can help reinforce the design and implementation of the protocol.
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Figure 18. Attacks against symmetric cryptography protocols

The chart (Figure [I9) shows Attacks against symmetric cryptography protocols. Strong key sizes,
secure hash functions, and authenticated exchanges are essential defenses. Combining robust algorithms with
secure implementation ensures long-term protection. Strong key sizes, secure hash functions, and authenticated
exchanges are essential defenses. Combining robust algorithms with secure implementation ensures long-term
protection.
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Figure 19. Attacks against asymmetric cryptography protocols

5. CONCLUSION

This paper has provided a comprehensive classification of attacks on cryptographic systems, highlight-
ing the diverse and evolving nature of these threats. By examining various attack vectors and their implications
for both symmetric and asymmetric cryptographic methods, the study underscores the critical importance of un-
derstanding these vulnerabilities. This knowledge is essential for crafting effective, tailored defense strategies
to protect sensitive information. The recommended mitigation strategies are vital for reinforcing cryptographic
systems against malicious threats. As cryptographic techniques and attack methods continue to evolve, ongoing
research and adaptation are crucial. Staying updated on advancements in cryptography and emerging threats is
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essential for maintaining strong protection of digital assets.

Future work will focus on integrating advanced cryptographic approaches such as homomorphic en-
cryption and lattice-based cryptography, which offers strong resistance against quantum attacks. In addition,
artificial intelligence and machine learning technologies will be leveraged to develop adaptive encryption meth-
ods, streamline key management, and detect anomalous patterns indicative of potential attacks. By combining
these emerging techniques, cryptographic frameworks can achieve real-time threat responsiveness, automated
defenses, and enhanced resilience against both classical and emerging threats. Embracing these innovations
will not only strengthen defenses but also contribute to a more secure and future-proof digital landscape.
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