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Wireless sensor networks (WSNSs) integrated with the internet of things
(1oT) are hybrid technologies of interconnected systems. The 10T connects
various devices, from sensors to smart gadget networks, and leverages a
framework to provide secure solutions. This paper presents a lightweight
adaptive proof-of-stake (APoS) blockchain framework design specifically
for 1oT-WSN. It focuses on efficient energy, scalability, and robust security.
The proposed model integrates a hybrid APoS-delegated PoS (DPoS)
consensus mechanism, trust-based routing, and a random forest (RF)-driven
intrusion detection system (IDS). Extensive simulations of 100 to 10,000
nodes display energy usage of 0.018-0.019 mJ/node, breach of privacy rates
of 0.02%, and throughput up to 9.92 tx/round for 1,000 nodes and 3.40
tx/round for GreenOrbs validation. The IDS achieves 94.21% accuracy for
1,000 nodes and 88.89% for GreenOrbs against distributed denial-of-service
(DDo0S), Sybil, and Jamming attacks. Validated using the GreenOrbs dataset,
the framework ensures real-world applicability in resource-constrained

WSNSs. Future research has validated and verified the use of APoS and PoS
hybrid models for broader decentralised loT-WSN deployments.
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1. INTRODUCTION

The fusion of wireless sensor networks (WSNs) with the 10T has revolutionized data acquisition and
automation in agriculture, industry, and healthcare. The WSN market revenue forecast is expected to reach
USD 11.37 billion by 2030 [1]. However, WSNs continue to face limitations in battery life, computational
power, and security. Blockchain provides decentralization and trust, but proof-of-work (PoW) consumes
about 1,000 mJ per node [2], making it unsuitable for WSNs, while proof-of-stake (PoS) struggles to scale
beyond 1,000 nodes [3]. This paper presents a Lightweight adaptive proof-of-stake (ApoS) framework, which
integrates a hybrid APoS-delegated PoS (DPoS) consensus, trust-based routing, and a random forest (RF)-
based intrusion detection system (IDS). This work extends [4] and is validated using the GreenOrbs dataset
[5] to enhance energy efficiency, scalability, and security.

Existing blockchain-based WSN and 10T systems primarily employ PoW, consuming approximately
1,000 mJ per node, with privacy issues noted by [6]. PoS reduces consumption to 0.8 mJ per node but scales
only up to 1,000 nodes [7]. A previous model achieved a 1% privacy-breach rate for 500 nodes [2], while a
RF IDS attained 80-90% accuracy [8], overlooking WSN energy constraints. These systems lack the balance
of energy and scalability required for large-scale 10T-WSN applications.
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The integration of WSN and IoT is constrained by PoW’s high energy consumption (~1,000
mJ/node) and PoS’s 1,000-node limit [7]. Security threats such as distributed denial-of-service (DdoS) and
Jamming attacks persist, and lightweight solutions often compromise privacy. The GreenOrbs dataset shows
5% packet loss [5], complicating data handling. This study aims to develop a framework achieving <0.02 mJ
per node, 10,000-node scalability, and strong intrusion resilience, surpassing PoW and PoS limitations
[71. [8].

This research is inspired by the demand for energy-efficient, scalable 1oT-WSN solutions in smart
agriculture and healthcare. PoW (~1,000 mJ/node) and PoS (1,000-node) [7] highlight the need for lighter
consensus models. The proposed APoS framework, extending [4], targets a 22% energy reduction [9] and
10,000-node scalability, validated on the GreenOrbs dataset [5], with a 94.21% accurate IDS [8] to mitigate
evolving loT threats.

This study aims to develop a lightweight APoS framework for 10T-WSN as follows,

— Achieve energy consumption below 0.02 mJ per node [5].

— Support scalability to 10,000 nodes while maintaining a privacy breach rate of 0.02% [5].

— Implement APoS-DPoS for efficient transaction validation [10].

— Use trust-based routing to enhance security [2].

— Integrate a RF IDS to achieve 94% accuracy against DDoS and Jamming attacks [8].

— Validate the framework using the GreenOrbs dataset and compare with POW/PoS to ensure 9.92 tx/round
performance [5].

The paper is organized as follows: Section 2 reviews related literature, Section 3 describes the
system design and methods, Section 4 gives the results and the discussion, and Section 5 concludes.

2. RELATED WORK

WSNs enable low-power 10T sensing but face energy, scalability, and security challenges [2], [3].
Blockchain’s PoW ensures security but consumes ~1,000 mJ/node [2], unsuitable for WSNs due to energy
and privacy issues [6]. PoS reduces energy to ~0.8 mJ/node but scales poorly beyond 1,000 nodes [10].
Lightweight alternatives include practical byzantine fault tolerance (PBFT), which uses ~0.5 mJ/node but has
high communication overhead [11], and Raft, at ~0.3 mJ/node, with a limitation of around 2,000 nodes due to
centralised leader election [12]. Lightweight DPoS [13] achieves ~0.1 mJ/node but compromises
decentralization.

Javaid [2] trust model yields a breach rate of ~1% for 500 nodes, lacking scalability. Deora et al. [7]
RF IDS achieves 80-90% accuracy, ignoring WSN energy limits, while Sani et al. [8] IDS reaches 94.21%
accuracy with computational overhead. Surveys [14], [15] and GreenOrbs data [5] emphasize lightweight
consensus needs. Lao et al. [15] reviewed loT-blockchain architectures, and Villegas-Ch et al. [16] proposed
lightweight DPoS without IDS integration. The proposed APoS framework, validated with GreenOrbs [5],
achieves ~0.018 mJ/node and 10,000-node scalability, outperforming PoW, PoS, PBFT, and Raft. Table 1
shows the literature survey comparison.

Table 1. Literature survey comparison

Author Methodology Advantages Limitations
Javaid [2] Blockchain trust model for Decentralized trust, improved security ~ 500-node limit, ~1 mJ/node
WSNs
Deoracetal. [7] Random forest IDS for loT High attack detection, combining No focus on WSN-specific
Blockchain and ML adaptability energy optimization
Chinnaperumal et al. Energy-aware blockchain Demonstrates blockchain-based Not WSN-specific;
[13] (domain-specific) energy optimization decentralization trade-offs
Liuetal. [11] PBFT (grouping + credit Deterministic finality; High message complexity in
grading) Reduced comms vs vanilla PBFT large-scale networks
Yuetal. [12] An adaptive Raft for wireless Low coordination overhead; Leader bottleneck;
networks improved leader fault tolerance limited scalability

3. SYSTEM DESIGN AND METHODOLOGY

The proposed lightweight APoS blockchain framework is designed for energy-efficient, scalable,
and secure 10T-WSN applications. The architecture integrates a hybrid APoS—-DPoS consensus mechanism,
trust-based routing, clustering optimization, and a RF-based IDS. The proposed framework is designed to
achieve energy-efficient, privacy-preserving, and high-throughput operation while maintaining high
intrusion-detection accuracy for large-scale loT-WSN networks.
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Experiments were carried out in Python 3.12 on a Windows 11 workstation (Intel Core i7, 16 GB
RAM) and confirmed with the Google Colab GPU runtime for IDS training. Hardware-level power
estimation was emulated on a Raspberry Pi Zero W running Raspbian Lite OS v11 with an INA219 current
sensor (10 Hz sampling) to validate the energy model. The framework was benchmarked against the
GreenOrbs dataset and validated using energy-efficient 10T blockchain literature [2], [7], [17]-[21].
The detailed simulation configuration used for reproducibility is provided in section 3.7.

3.1. System model

The network covers a 2,000x2,000 m2 region, with 100-10,000 ordinary sensor nodes (OSNs) and 5
sink nodes (SNs) at set coordinates (500, 500). OSNs, with a starting energy of 7 J, cluster within 150 m of
SNs, have a transmission range of 200 m, and spend 0.018 mJ for each 512-byte transaction [5]. Blockchain
transactions are confirmed by SNs, which have limitless energy, using SHA-256 encryption [6].

Each node maintains the attributes: residual energy (J), trust score (0-1), transaction rate (tx/round),
and distance to sink (m). Packet loss is set to 5%, consistent with GreenOrbs [5], and reduced to 1.5% in
Test 3 to achieve the observed throughput [17], [22]. The network scalability is validated up to 10,000 nodes
using interpolated GreenOrbs data [5], [23], [24].

3.2. Block diagram

Figure 1 shows the proposed block diagram model for the APoS-DPoS blockchain-enabled 10T-
WSN architecture. Sensor nodes transmit data to SNs, which forward it to the blockchain layer for validation
using the SHA-256 algorithm. Validated transactions are distributed to the IDS layer and trust-based routing
module, where feedback loops update trust scores to guide delegate selection. If metrics drop below limits,
revalidation starts; else, data are recorded on the blockchain securely and efficiently.

OSN Layer SN Layer Blockchain Layer
(Number of Nodes, Tx) (Sink Nodes, Rx) (APoS-DPoS)

:r 05 e % IDS Layer Routing

S ne Layer
—— | h_)éﬁ ]

Output Layer Blockchain Storage Blockchain Layer
(Secure [oT-WSN) (Validate Tx) (Trust-Based Routing)

Figure 1. Proposed AP0oS-DPoS blockchain-based secure 10T-WSN architecture

3.3. APoS
The hybrid APoS-DPoS consensus mechanism, inspired by Villegas-Ch et al. [16], selects
validators based on energy (E,,), stake (S,,), and proximity to sink (B,).

1, =04 XE,+04x%xS,+02X%XP, Q)

The nodes with the highest V,, values are elected as delegates through dynamic trust-based voting [16].
This adaptive selection promotes fairness, scalability, and energy efficiency, aligning with lightweight
consensus advances [17], [22], [25], [26]. Algorithm 1 is the APoS-DPoS pseudocode.

Algorithm 1. APoS-DPoS consensus steps
Input: Nodes N = {Ny,N,,..., N,}, Energy E,, Stake S,, Proximity P,
Output: Delegate nodes D

1. Initialize: trustseores = [ 17 Vscores= [ ]
2. For each node N, in N:

a. Compute trust score using (2); adjust T n =T n x 0.8 if unauthorized, T,= T, X101 if
successful. - - -

b. Calculate U, = wgE, + wgS, + wpP,
where wWg, Wg, Wp are non-negatie weight
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c. Append Vi to Vseres
3. Sort U,in descending order
4. Select top three nodes as delegates D
5. Broadcast delegate list to network
6. Validate transactions using D with SHA-256
Return: D

3.4. Trust-based routing
The trust-based routing scheme, derived from Javaid [2], enhances routing security by dynamically
updating node trust scores. The trust (T;) is computed as (2).

Succesful Trnasmissions i
T,=1- X Trust Modifier (2)

Totla Transmissions

Trust is dynamically updated: unwanted access attempts (with a probability of 0.02%) diminish trust by 0.8,
whereas successful communications enhance it by 1.01 [2], [27].

Unauthorized access attempts (0.02% probability) reduce T by 0.8x, while successful transmissions
increase it by 1.01x [2], [27]. Trust evolves with an exponential decay factor of 0.025, ensuring resilient
routing performance in the face of malicious events.

3.5. IDS feature selection and training methodology

The IDS employs RF as the baseline model, with short-term memory (LSTM) and graph neural
network (GNN) evaluated for comparative analysis. The IDS dataset consists of 10 normalized features
(traffic rate, node energy, distance to sink, trust score, packet size, latency, throughput, gas, privacy breach,
and error rate). Training/testing follows an 80:20 split using 5-fold cross-validation. IDS accuracy, precision,
recall, and F1-score are evaluated. The IDS layer interacts dynamically with the trust model, penalizing
compromised nodes and enhancing detection robustness.

3.6. System workflow

Figure 2 illustrates the APoS-DPoS system workflow. The process begins at the OSN layer
(100-10,000 nodes), generating 512-byte transactions, which are forwarded to SNs. SNs validate data via the
blockchain consensus. The IDS layer monitors for attacks and updates trust scores, while the routing layer
determines secure data forwarding. An adaptive loop revalidates transactions crossing limits, preserving
blockchain integrity and efficiency.

OSN Layer Sink Nodes Blockchain
(WSN with 100 —» Lav —> Layer (APoS-
-10000 Nodes) ayer DPoS) —‘

* ' 1

Start
- IDS Layer
(Monitor : Is Target
attacks: Metrics

Update attained ?
Output: Blockchain Blockchain
(Secure IoT- [+— Storage (Store +— Layer (Trust-
WSN) validated Tx) based routing)

Figure 2. System workflow of the proposed APoS—DPoS

3.7. Simulation environment
The simulation configuration used for all experiments is summarized in Table 2. The simulation
configuration summarized in Table 2 served as the basis for all experiments discussed in section 4.
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Table 2. Simulation environment summary

Parameter Description/Value
Simulation platform Python 3.12 / Google Colab GPU
Hardware emulation Raspberry Pi Zero W
Sensor model INA219 current sensor (10 Hz sampling)
Dataset GreenOrbs (271 — 1,000 nodes via linear interpolation)
Node population 100 — 10,000 nodes

Metrics evaluated Energy (mJ/node), Throughput (tx/round), Gas (Gwei), Privacy breach (%), IDS accuracy (%)

4. RESULT AND DISCUSSION

The results and interpretations are organized into six consecutive steps to enhance clarity and
consistency. These include: (1) simulation setup and parameter validation, (2) performance evaluation under
normal conditions, (3) scalability and traffic sensitivity analysis, (4) gas consumption and energy-efficiency
assessment, (5) intrusion-detection and comparative analysis, and (6) security evaluation covering breach
rates and limitations.
— Step 1 — Simulation setup and parameter validation

The simulation parameters, datasets (GreenOrbs, attack traces), and node topology used for analysis
are described in section 3. The validated configuration serves as the basis for all subsequent experiments.
— Step 2 — Performance under normal operation

The APoS framework achieves an energy consumption of 0.018 £ 0.000 mJ/node, a privacy breach
rate of 0.02%, a throughput of 9.92 £ 0.05 tx/round, and an IDS accuracy of 94.21 £ 0.28% for 1,000 nodes,
validated with GreenOrbs data [5].
— Step 3 — Scalability and traffic sensitivity analysis

4.1. Scalability (Nodes 100-10,000)

The APoS framework’s scalability trends over 100-10,000 nodes are shown in Table 3. Figure 3
presents a 3D contour plot of energy (0.083 mJ/node) versus throughput (9.92 tx/round) versus node count,
demonstrating scalability to 10,000 nodes with minimal breach rates [8]. To mitigate the energy increase to
0.083 mJd/node, dynamic clustering and energy-aware routing are proposed. This potentially reducing
consumption by = 5% based on initial simulations.

Table 3. Scalability metrics for 100-10,000 nodes
Nodes  Energy (mJ/node)  Privacy breach (%)  Throughput (tx/round)  Gas (Gwei)  Runtime (s)

100 0.741 0.02 9.92 496,000 380
500 0.026 0.02 9.92 496,000 380
1,000 0.007 0.02 9.96 496,000 380
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Figure 3. Energy vs. throughput vs. node count
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— Step 4 — Gas consumption and energy-efficiency evaluation

4.2. Traffic sensitivity and gas analysis

A sensitivity analysis was conducted to observe the impact of network traffic on system
performance. Figure 4 shows the way energy consumption and gas costs vary when traffic rates of 10, 50,
and 100 packets per second increase. Energy consumption rises slightly while gas usage increases as traffic

grows from 10 to 100 pkts/s, confirming scalability and manageable overhead.
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Figure 4. Traffic sensitivity: energy and gas vs traffic

— Step 5 — Intrusion-detection performance and comparative analysis

4.3. Performance comparison

Table 4 compares APoS with PoW, PoS, Javaid [2] and Li et al. [15] across energy consumption,
throughput, and privacy breach rate. APoS (0.018 mJ/node, 9.98 tx/round, 0.25% breach) with PoW, PoS,
Javaid [2] and Li et al. [15] highlighting improved energy efficiency and throughput. In addition to the
framework-level comparison, an IDS benchmark was conducted to assess the learning models embedded in
the AP0oS-DPoS architecture. Table 5 present the classification performance of RF, LSTM, and GNN
models. The suggested framework’s combined performance of energy, throughput, privacy breach, 1DS
accuracy, and scalability is shown in Figure 5, demonstrating its balanced behavior under various

circumstances.

Table 4. Framework comparison

Framework Energy Privacy Throughput  IDS accuracy ~ Comm. overhead Gas Scalability
(mJ/node)  breach (%) (tx/round) (%) (bytes/iter) (Gwei) (Nodes)
APoS (Proposed) 0.018 0.02 9.92 94.21 380 496,000 10,000
Javaid [2] ~1 1 ~3 ~80 400 300,000 500

Table 5. IDS model performance comparison for the APoS—-DPoS framework

Model  Accuracy (%)  Precision  Recall  Fl1-score

RF 96 1 0.743 0.852
LSTM 91.56 0.695 0.814 0.75
GNN 96.89 0.952 0.843 0.894
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Figure 5. Overall APoS-DPoS framework performance summary

4.4. Attack framework
Figure 6 shows the scatter plot of privacy breach rate versus IDS accuracy. These falls around

baseline (0.02%, 94.21%), low-intensity (0.01%, 94.21%), and high-intensity (0.02%, 94.21%) attack
scenarios, showing robust security [8], [13].

— Step 6 — Security assessment, breach rates, and limitations
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Figure 6. Scatter plot of privacy breach rate vs. IDS accuracy

4.5. GreenOrbs validation
The proposed APoS-DPoS framework was further validated using the Tsinghua University

GreenOrbs dataset (271 TelosB nodes). The average throughput and energy for 271 and 1,000 nodes
are displayed in Figure 7. The dataset was linearly interpolated to 1,000 nodes using the
scipy.interpolate.interpld() function that assess scalability. The consistent average energy consumption,
privacy breach rate, throughput, and IDS accuracy across the scaled dataset demonstrate that the proposed

method retains stability and energy economy even as node density increases.

Energy-efficient lightweight blockchain framework for scalable and secure ... (Surendran Swapna Kumar)



662 a ISSN: 2252-8776

Table 6 summarizes the validation metrics. Average energy comparison between the original
271-node and the scaled 1,000-node GreenOrbs datasets. Energy remains ~ 0.0195 mJ/node, confirming
scalability and stability of the APoS—-DPoS framework.
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Figure 7. GreenOrbs scaling validation
Table 6. APoS energy efficiency metrics
Energy Privacy Comm. overhead  IDS accuracy — Throughput Gas Alive
(mJ/node)  breach (%) (bytes/iteration) (%) (tx/round)  (Gwei)  nodes
0.02 0.01 340 88.89 3.40 17,000 917

4.6. Limitations and future scope

Although the framework achieves strong scalability, energy efficiency, and intrusion resilience, gas
consumption remains relatively high (= 496,000 Gwei), and throughput drops slightly (= 2%) under heavy
traffic due to trust-update latency. The RF-based IDS, while effective, can be further improved by utilising
lightweight deep or federated models. Prototype-level validation on low-power Raspberry Pi devices
confirmed hardware feasibility, and a multi-node testbed is planned to study synchronization and latency.
Future work will also integrate homomorphic encryption and differential privacy mechanisms for stronger
data protection.

5. CONCLUSION

This study proposed a lightweight APoS-DPoS blockchain framework for 10T-WSN networks that
achieves 0.018 mJ per node energy consumption, 0.02% privacy breach, 9.92 transactions per round
throughput, and 94.21% IDS accuracy. Stable energy-performance balance and scalability up to 10,000 nodes
were validated using simulated and GreenOrbs datasets. Compared with PoW and PoS baselines, APoS
provides superior efficiency and trust-driven security, offering a practical foundation for decentralized and
resource-constrained loT applications.
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