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 Cultural heritage preservation increasingly relies on digital forensics to 

ensure authenticity and consistency in heritage documentation. This study 

presents a digital forensic framework based on machine learning for 
classifying multi-device images of the historic Surabaya City Hall. The 

dataset was collected from nine smartphone devices and preprocessed 

through standardization, 360° rotational augmentation, and three filtering 

methods: gaussian, median, and laplacian. Three supervised algorithms 
(support vector machine (SVM), K-nearest neighbor (KNN), and logistic 

regression (LR)) were evaluated using accuracy, macro average, and 

weighted average of precision, recall, and F1-score. The results indicate that 

image preprocessing substantially affects model performance, with the 
gaussian-filtered KNN achieving the best result, reaching 92% accuracy, and 

balanced macro and weighted F1-scores of 0.92-0.93. Confusion-matrix 

analysis revealed minor misclassifications among iPhone models with 

similar sensor characteristics, while other devices were accurately identified. 
The findings confirm that gaussian filtering improves feature consistency 

and that KNN’s distance-based classification exhibits robustness across 

heterogeneous image sources. However, the study is limited to a single 

heritage object and a restricted number of devices, which may affect 
generalizability. The proposed framework provides a reproducible and 

interpretable method that supports digital authenticity verification and aligns 

with UNESCO’s vision for open, transparent cultural heritage preservation. 
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1. INTRODUCTION 

Cultural heritage connects past and present societies, reflecting creativity, historical identity, and 

collective memory [1]-[3]. In Indonesia, colonial-era buildings like Surabaya City Hall symbolize civic 

governance and cultural resilience [2], [4]. However, rapid urbanization, environmental degradation, and 

insufficient documentation practices continue to threaten the sustainability of many heritage sites [5]-[7]. 

UNESCO and similar organizations advocate digital technologies for reliable, reproducible preservation [6], [7]. 

Advances in AI and digital forensics combine computational imaging with authentication methods 

to support cultural preservation [1], [8]-[11]. Although AI-based restoration and reconstruction are 

increasingly applied [1], [12], challenges persist due to data reliability and device heterogeneity [2], [5], [8]. 

Images from diverse devices vary in sensors and compression, risking authenticity and classification 
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accuracy [13], [14]. Therefore, integrating digital forensics with machine learning for image classification is 

crucial for verifiable workflows [9], [14]-[16]. 

Digital forensics now also serves heritage documentation alongside its traditional cybercrime role 

[9], [17]-[19]. Machine learning enhances forensic analysis with automated detection and attribution [16], 

[17], [20]-[23]. Algorithms like support vector machines (SVM) [24], K-nearest neighbor (KNN) [25], and 

logistic regression (LR) [26] balance interpretability and accuracy for image data [27]-[30]. These have been 

used in camera identification [31], forgery detection [32], [33], and tampering localization [34], showing 

promise in heritage forensics. 

However, few studies address multi-device forensic classification for heritage images, often lacking 

comprehensive preprocessing to handle sensor noise and distortion [35]-[41]. There is a need for 

reproducible pipelines combining multi-device acquisition, preprocessing, and classification to verify 

heritage image authenticity [42]-[44]. This study proposes such a framework focused on Surabaya City Hall 

images, integrating gaussian, median, and laplacian filters with SVM, KNN, and LR classifiers to evaluate 

preprocessing effects on accuracy and forensic reliability. In the context of cultural preservation, digital 

forensics plays a crucial role not only in documenting heritage assets but also in verifying the authenticity 

and provenance of digital images. Multi-device image classification enables the identification of image 

sources, which is essential for ensuring data integrity, preventing manipulation, and maintaining trustworthy 

digital archives. Therefore, linking device-level forensic analysis with heritage documentation provides a 

robust foundation for reliable and verifiable cultural preservation systems. The contributions of this study are 

threefold: establishing a reproducible digital forensic and machine learning workflow for heritage imagery; 

examining multi-device variability on model performance; and providing an interpretable framework 

supporting sustainable heritage preservation policies. This study contributes to bridging the gap between 

digital forensics and cultural heritage preservation by demonstrating how device-level classification can 

enhance data authenticity, traceability, and reliability in heritage documentation. 

 

 

2. RESEARCH METHOD 

The digital forensic workflow of this study is summarized in Figure 1, comprising the following 

stages: selection of the research object, multi-device data collection, dataset compilation and standardization, 

image filtering, data augmentation, classification, and performance evaluation. 

 

 

 
 

Figure 1. Workflow of the digital forensics classification process 

 

 

2.1.  Research object 

The historic Surabaya City Hall was selected as the primary research object. This landmark 

represents dutch colonial architecture with its distinctive facades and symmetrical design, presenting 

complex visual features that make it suitable for digital forensic image classification consistent with 

UNESCO’s cultural-heritage documentation principles [6], [7]. 
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2.2.  Data collection 

The dataset was collected by photographing Surabaya City Hall using nine different smartphone 

models spanning multiple brands, including iPhone, Oppo, Vivo, Samsung, and Xiaomi, with a total of 3,240 

original images. Each device captured approximately 360 images at different elevations and angles, ensuring 

360° coverage around the building. Metadata such as EXIF information, timestamps, and geolocation were 

preserved to maintain evidential integrity, consistent with forensic data-collection standards [14], [30], [31]. 

 

2.3.  Dataset compilation and standardization 

To eliminate inconsistencies caused by device variation, all collected images underwent strict 

standardization. All images were converted to a common format (JPEG/PNG) and normalizing resolution, 

resizing every image to 128×128 pixels. This step prevented classification biases based on dimensional 

disparities. Images were systematically labeled and organized into device-specific folders to preserve 

provenance traceability. This preprocessing step ensured that subsequent classification performance reflected 

algorithmic effectiveness rather than input inconsistencies [32], [39], [45]. 

 

2.4.  Image filtering and preprocessing 

To improve image quality and reduce noise prior to classification, four dataset variants were 

prepared: one unfiltered (original) and three filtered using gaussian, median, and laplacian techniques. These 

filters adjust image attributes such as smoothness, contrast, and edge definition. These filters are widely 

recognized in digital forensics and image processing research [32], [33], [39]-[41]. Filters were applied post-

standardization to maintain consistent intensity distribution and facilitate comparative evaluation of their 

impact on classification accuracy. 

Figure 2 presents representative samples from the four datasets. Figure 2(a), Figure 2(b),  

Figure 2(c), and Figure 2(d) show the original, gaussian-filtered, median-filtered, and laplacian-filtered 

images, respectively. Gaussian and median filters yield cleaner, more uniform inputs suitable for pattern-

based classifiers, whereas the laplacian filter emphasizes geometry and contrast for edge-focused feature 

extraction. These variations are expected to influence the classification performance discussed in section 3, 

where their quantitative effects are compared. 

 

 

  
(a) (b) 

 

  
(c) (d) 

 

Figure 2. Sample images illustrating the effects of preprocessing methods: (a) original,  

(b) gaussian-filtered, (c) median-filtered, and (d) laplacian-filtered images 
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2.5.  Original dataset 

The original dataset contains standardized images without filtering, preserving authentic visual 

features, including sensor-specific noise, color tones, and compression artifacts. This dataset served as the 

baseline for evaluating the impact of filtering techniques, as these subtle characteristics are essential for 

device-level forensic attribution, where authenticity relies on subtle pixel-level differences [30], [31]. 
 

2.6.  Gaussian filter 

The gaussian filter smooths the image by averaging neighboring pixels weighted based on their 

distance from the center pixel. It effectively reducing high-frequency noise and illumination irregularities 

while maintaining architectural structure. This technique is commonly used in forensic imaging to stabilize 

intensity variance before feature extraction [28], [39], [41]. In this study, gaussian filtering produced 

balanced brightness and reduced speckle noise across device sources. The image appears smoother with 

reduced random noise and consistent tone across surfaces. 
 

2.7.  Median filter 

The median filter applies a non-linear approach replacing each pixel with the median value of its 

neighborhood, effectively removing “salt-and-pepper” noise while preserving sharp edges and details that 

critical for architectural features like window frames, ornamentation and wall patterns without excessive 

blurring [33], [39]. This filter balances noise reduction with edge preservation, and random bright/dark pixel 

artifacts are eliminated, that suited to heritage imagery. 
 

2.8.  Laplacian filter 

The laplacian filter, a second-derivative operator, enhances edges by highlighting regions with rapid 

intensity changes, accentuating structural contours such as rooflines and façades [32], [40]. Due to high noise 

sensitivity, it is typically applied after normalization or mild gaussian smoothing to avoid false edges  

[39], [41]. This filter aids forensic analysis by sharpening degraded images and emphasizing architectural 

boundaries [32], [33]. 
 

2.9.  Data augmentation 

To improve model generalization and simulate variations in viewing angles, a 360° rotational 

augmentation was implemented. Each image was rotated at fixed intervals, 15°, 30°, 45°, to increase dataset 

diversity and prevent model overfitting. This augmentation is particularly relevant for architectural heritage 

objects where orientation invariance enhances generalization [13], [28], [29]. In a digital forensics context, 

rotational augmentation is particularly relevant because it ensures that device-specific features such as sensor 

noise patterns and compression artifacts remain invariant under geometric transformations. This allows the 

model to focus on intrinsic device characteristics rather than orientation-dependent features, improving 

robustness in real-world forensic scenarios where images may be captured from various angles. 
 

2.10.  Machine learning classification 

Three supervised machine learning algorithms were used to classify images according to the device 

source. First, SVM: utilizes kernel-based optimization to separate classes in high-dimensional feature spaces 

and is effective for non-linear boundaries [24], [27], [36]. Second, KNN: a distance-based instance classifier 

that assigns labels based on similarity, offering robustness in smaller datasets [25], [30]. Last, LR: provides 

interpretable probabilistic predictions through weighted feature coefficients, facilitating transparent forensic 

evidence interpretation [26], [46]. Each model was trained using identical training-validation splits, and 

hyperparameters were optimized via grid-based cross-validation to ensure fair and rigorous comparison. 
 

2.11.  Evaluation 

Model performance was quantitatively evaluated using accuracy, macro average, weighted average 

metrics [27]. Confusion matrix were generated to identify common misclassifications and assess robustness 

across device classes. Cross-validation mitigated risks of biased results due to data partitioning. 
 

 

3. RESULTS AND DISCUSSION 

This study addresses the gap in previous research related to multi-device forensic classification for 

cultural heritage images, particularly in handling device heterogeneity and preprocessing variability.  

The experimental evaluation compared the classification performance of three supervised machine learning 

algorithms, SVM, KNN, and LR across four preprocessing conditions: original, gaussian-filtered, median-

filtered, and laplacian-filtered datasets. The comparison results are presented in Table 1, which summarizes 

the accuracy, macro-averaged, and weighted-averaged values for precision, recall, and F1-score. 
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Table 1. The comparison of performance measurement results from all models 

Dataset Model Accuracy 
Macro Avg 

precision 

Macro Avg 

recall 

Macro Avg 

F1-score 

Weighted 

Avg precision 

Weighted 

Avg recall 

Weighted 

Avg F1-score 

Original SVM 0.79 0.82 0.79 0.79 0.82 0.79 0.79 

 KNN 0.92 0.93 0.92 0.92 0.93 0.92 0.92 

 LR 0.84 0.84 0.84 0.84 0.84 0.84 0.84 

Gaussian-

filtered 
SVM 0.79 0.82 0.79 0.79 0.82 0.79 0.79 

 KNN 0.92 0.93 0.92 0.92 0.93 0.92 0.92 

 LR 0.84 0.84 0.84 0.84 0.84 0.84 0.84 

Median-

filtered 
SVM 0.80 0.81 0.80 0.80 0.81 0.80 0.80 

 KNN 0.91 0.91 0.90 0.91 0.91 0.90 0.91 

 LR 0.79 0.80 0.79 0.79 0.80 0.79 0.79 

Laplacian-

filtered 
SVM 0.78 0.79 0.77 0.78 0.79 0.77 0.78 

 KNN 0.86 0.87 0.86 0.86 0.87 0.86 0.86 

 LR 0.76 0.77 0.76 0.76 0.77 0.76 0.76 

 

 

Overall, the KNN model consistently outperformed the other classifiers in all preprocessing 

variations. In particular, the gaussian-filtered KNN model achieved the highest overall performance, with an 

accuracy of 0.92, macro average precision of 0.93, recall of 0.92, and F1-score of 0.92. This demonstrates the 

superior generalization capability and robustness of the gaussian-KNN combination in handling 

heterogeneous multi-device image data. This behavior is consistent with the nature of sensor pattern noise 

(SPN), where images captured by the same device tend to form compact clusters in feature space, making 

distance-based classifiers such as KNN particularly effective. 

In contrast, SVM achieved lower performance, with accuracy ranging between 0.78 and 0.80. This 

limitation is attributed to SVM’s sensitivity to overlapping features and its dependence on kernel 

optimization for nonlinear data separation. LR, on the other hand, delivered moderate results with accuracy 

values between 0.76 and 0.84. While it provided clear probabilistic interpretations, its linear nature made it 

less capable of capturing the complex, nonlinear patterns inherent in architectural textures. Among the 

preprocessing methods, gaussian filtering consistently produced the most balanced results, followed by 

median filtering, which achieved slightly lower accuracy (0.91). The laplacian filter yielded the weakest 

performance (0.76–0.86), as it tends to amplify edge noise and reduce tonal stability, confirming previous 

findings that edge-only representations are insufficient for robust classification [32], [40]. 

These outcomes highlight that image preprocessing plays a critical role in enhancing classification 

performance, particularly when dealing with data collected from multiple devices. Gaussian filtering 

effectively suppresses random intensity fluctuations while preserving structural details, providing cleaner 

input for the KNN algorithm to compute accurate distance-based similarity measures. This explains why the 

gaussian-KNN configuration consistently produced the best results across all performance metrics. 

Furthermore, this finding aligns with earlier studies in digital forensics, which report that preprocessed 

images lead to higher attribution accuracy and improved forensic reliability [16], [36], [37]. The strong  

F1-score balance between precision and recall further indicates that the model maintained consistent 

recognition capability without overfitting to specific device characteristics. 

To further validate the superior performance of the Gaussian-filtered dataset, Figure 3 presents the 

confusion matrices for all three models (SVM, KNN, and LR) under Gaussian preprocessing. The SVM 

model shows that iPhone cluster (12, 13, 15, 8+) exhibited strong overlap, while non-iPhone devices (e.g., 

Oppo_A60, VivoY36, Xiaomi14T) were more separable. This indicates that SVM struggled mainly with 

visually similar iPhone models, while excelling on devices with more distinct features. The KNN model 

shows near-perfect classification for several devices, including iPhone16 and VivoY36, with only minor 

overlap observed among similar iPhone models (12, 13, 8+) and between Xiaomi14T and Samsung_A52s. 

KNN’s instance-based approach proved effective for most models, outperforming SVM by handling intra-

class similarities more robustly. LR shows that misclassifications were concentrated in the iPhone series  

(12, 13, 8+) and occasional overlap between Oppo_A60 and Samsung_A52s. While less robust than KNN, 

LR maintained a strong balance between interpretability and performance. 

From a digital forensic and cultural heritage perspective, these findings demonstrate that machine-

learning-driven authentication can substantially improve the reliability and reproducibility of heritage image 

documentation. Specifically, the gaussian-KNN model offers a practical, interpretable framework that can be 

incorporated into automated systems for verifying image provenance across diverse acquisition devices. Such 

capabilities align closely with UNESCO’s recommendations for digital archiving and authenticity verification 

in heritage preservation [6], [7]. Future research should further investigate inter-device misclassification 

patterns, particularly among visually similar smartphone models, to enhance forensic discrimination capability.  
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Figure 3. Confusion matrices of SVM, KNN, and LR models on gaussian-filtered dataset 
 

 

4. CONCLUSION 

This study proposed a digital forensics-based framework for cultural heritage preservation through 

multi-device image classification of the historic Surabaya City Hall. The framework integrates standardized 

preprocessing, noise filtering, and supervised machine learning algorithms to evaluate the authenticity and 

consistency of heritage imagery captured by nine different smartphones. The results demonstrate that 

preprocessing plays a pivotal role in enhancing model performance when dealing with heterogeneous image 

sources. Among the three models (SVM, KNN, and LR), the KNN model combined with gaussian filtering 

achieved the highest accuracy of 92%, with balanced precision, recall, and F1-score values between 0.92 and 

0.93. The gaussian smoothing process effectively reduced sensor-related noise and intensity variation, 

enabling KNN to robustly identify similarity patterns across devices. In contrast, SVM and LR performed 

less effectively due to their sensitivity to overlapping features and linear decision boundaries. 

Confusion matrix analysis further confirmed the superior device-level discrimination capability of 

the gaussian-filtered KNN approach, with misclassifications primarily confined to visually similar iPhone 

models. These findings suggest that the synergy of gaussian filtering and KNN offers a practical and 

interpretable solution for multi-device digital forensic classification, supporting enhanced data authenticity 

and reproducibility in cultural heritage documentation. This approach aligns with UNESCO’s vision for 

transparent and reliable digital preservation of heritage assets. 

Despite promising outcomes, several limitations merit attention. The dataset was restricted to nine 

smartphone devices and focused on a single heritage site, limiting generalizability to broader contexts.  

The study employed two-dimensional imagery and traditional filtering methods, without exploring advanced 
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deep feature extraction or multimodal forensic cues. Future work should expand dataset diversity, integrate 

deep learning techniques for hierarchical feature analysis, and incorporate Explainable AI (XAI) frameworks 

to improve transparency and interpretability. Additionally, extending the framework to incorporate 3D 

reconstruction and multispectral imaging modalities could further enhance authenticity verification and 

advance sustainable, open-access digital heritage preservation. Overall, this study provides practical evidence 

that integrating digital forensics and machine learning can significantly enhance the reliability and 

trustworthiness of digital cultural heritage documentation. 
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