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 One of the main causes of end-stage renal disease is diabetic nephropathy 

(DN). Patient privacy-sensitive data is a restriction in centralized  

machine-learning approaches for the healthcare domain. This research 

introduces a privacy-preserving federated deep-learning (Fed-DN) method 

for early diagnosis of DN and modelling disease progression and its impact. 

Fed-DN combines safe aggregation with differential privacy (DP) using 

Opacus and multi-modal data sources (electronic health records, fundus 

imaging, and histopathology). Both simulation tests with multi-modal data 

sets distributed across hospitals show an efficient privacy-utility trade-off,  

with Fed-DN achieving near-centralized performance (AUC ≈ 0.90) 

(Accuracy = 87%) while maintaining a privacy budget of ε ≈ 3.1. This is a 

good example of the trade-off achieved between model accuracy and privacy 

protection. The technique does not reveal patient information, which enables 

collaborative, scalable healthcare analytics. Furthermore, it enhances trust 

among patients and institutions. 
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1. INTRODUCTION 

Diabetic nephropathy (DN) is a prevalent and severe diabetes mellitus complication and a major 

cause of chronic kidney disease (CKD) and end-stage renal disease (ESRD) [1], [2]. Machine learning (ML) 

holds out the potential for earlier diagnosis and more precise progression modeling, but centralized training is 

usually impractical due to privacy laws like the health insurance portability and accountability act (HIPAA) 

and general data protection regulation (GDPR) [3], [4]. Federated learning (FL) allows collaborative model 

training across hospitals without sharing raw patient records [5], [6]. However, real-world deployment is 

confronted with challenges like non-independent and identically distributed (IID) local data, communication 

limitations, and privacy leakage via model updates [7], [8]. This paper introduces federated deep-learning 

(Fed-D, which is a federated system that mixes differential privacy (DP) stochastic gradient descent (DP-

SGD) with secure aggregation [9]-[11] to limit leakage, and personalization methods to address 

heterogeneity, used for multi-modal DN prediction and progression modeling. 

 

 

2. THE PROPOSED WORK 

FedAvg and communication-aware FL algorithms are the backbone of cross-institutional ML 

applications [4]-[6]. For instance, FL has successfully been applied to imaging tasks such as brain tumor 

segmentation [7], medical diagnosis [12], [13] and modelling of electronic health records (EHR) [14].  

https://creativecommons.org/licenses/by-sa/4.0/
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Other privacy-preserving techniques, like secure aggregation [9], [11] and DP [10], [15], [16] have been 

applied to FL to protect against membership inference [17], [18] and reconstruction attacks. While the 

integration of tabular EHR with imaging (fundus, histopathology) increases diagnostic accuracy [13], [19], 

[20], multi-modal FL is still not fully explored and is the gap that Fed-DN will address. 

Algorithm problem formulation: 

a) Input: Clinical text data from various hospitals without compromising patient data. 

b) Pre-processing: Clean clinical texts and tokenize them to obtain relevant clinical features. 

c) Local training: The model is trained locally at each hospital with DP-SGD, gradient clipping, and 

Gaussian noise for privacy.  

d) Federated aggregation: Securely merges the noisy model updates from the participating hospitals 

e) Personalization: A proximal term takes care of non-IID data and generates a personalized model for 

every hospital, while retaining global knowledge. 

 

 

3. METHODS 

Let 𝑆 hospitals participate, each with a private dataset 
 

𝐷𝑠 = {(𝑥𝑖
(𝑠)
, 𝑦𝑖

(𝑠)
)}𝑖=1

𝑛𝑠   
 

The global empirical objective is 
 

𝐹(𝑤) = ∑
𝑛𝑠

𝑁

𝑆
𝑠=1 𝐹𝑠(𝑤)  
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where 𝑤 denotes model parameters and ℓ the per-example loss (e.g., cross-entropy). 

Clients perform DP-SGD with gradient clipping norm 𝐶 and Gaussian noise: 
 

Δ𝑤𝑠
̃ = Δ𝑤𝑠 +𝒩(0, 𝜎2𝐶2𝐼)  

 

The server aggregates noisy updates from participating clients 𝑆𝑡 at round 𝑡: 
 

𝑤𝑡+1 = 𝑤𝑡 + 𝜂
1

|𝑆𝑡|
∑ Δ𝑤𝑠

̃
𝑠∈𝑆𝑡   

 

To improve personalization under heterogeneous distributions, we include a proximal personalization term: 
 

min
𝑤𝑠

𝐹𝑠(𝑤𝑠) + 𝜆 ∥ 𝑤𝑠 − 𝑤 ∥2
2  

 

3.1.  System overview 

As shown in Figure 1, Fed-DN has three major components: First, a central server that coordinates 

communication rounds, sets up secure aggregation, and maintains the global model; Second, clients, namely, 

the hospitals that train a local DP-SGD model on their own multi-modal patient data and optionally fine-tune 

a personalised model head to reflect the data heterogeneity of each hospital; Third, a common data catalogue 

that provides consistent feature mappings, data representation, and data preprocessing across all clients. 
 

3.2.  Multi-modal model architecture 

Figure 2 illustrates a multimodal healthcare system integrating EHR data from clinical text, medical 

imaging, and patient lab information. The outputs of this layer include imaging and diagnosis processed from 

these inputs and sent to a fusion layer. The fusion layer combines all of the information to create an 

integrated diagnosis and summary. 

Encoders: 

− EHR encoder: Dense or transformer-based encoder for tabular/time-series features of clinical text data, 

medical imaging, and patient lab data [14]. 

− Fundus encoder: convolutional neural network (CNN) backbone (e.g., ResNet) for retinal fundus 

images [19]. 

− Histopathology encoder: CNN or patch-transformer for tissue patches [13]. 

Latent vectors 𝑧ehr, 𝑧fundus, 𝑧histo are concatenated and fused: 
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𝑧fuse = ReLU(𝑊𝑓[𝑧ehr; 𝑧fundus; 𝑧histo] + 𝑏𝑓)  

 

Final prediction: 

 

𝑦̂ = 𝜎(𝑊𝑠𝑧fuse + 𝑏𝑠)  

 

 

 
 

Figure 1. FL architecture 

 

 

 
 

Figure 2. The complete system architecture diagram 

 

 

3.3.  Privacy and security mechanisms 

Figure 3 displays the privacy threats and mitigation strategies in ML. Model inversion attempts to 

extract sensitive data from a trained model. Membership inference refers to whether a specific data record is 

used for training. DP helps safeguard individual data, and secure aggregation helps ensure that data remains 

private during model training. 

− DP: Per-example or per-sample gradient clipping and Gaussian noise addition (DP-SGD) with Opacus 

for privacy accounting [5], [21], [22]. 

− Secure Aggregation: Cryptographic protocols to aggregate encrypted client updates so the server cannot 

observe individual updates [9], [11]. 

Combined, DP and secure aggregation mitigate gradient-inversion and membership-inference 

attacks [17], [18]. 
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Figure 3. Privacy attack and defense diagram 
 

 

3.4.  High-level algorithm 

This algorithm is called Fed-DN and is composed of a central server and participating hospitals.  

The server initializes the global model, picks a set of clients for each communication round, sends out the 

global model, gets back noisy updates that have been encrypted, safely combines them, and updates the 

global model. Local DP-SGD is implemented on each hospital's private patient data. The norm C is used to 

clip gradients, and Gaussian noise with the multiplier σ is added for privacy. It is possible to fine-tune 

optional personalization to local data with the model. Lastly, the noisy update is sent to the server, but it is 

encrypted for secure aggregation. 

Server: initialize 𝑤0. For 𝑡 = 0,… , 𝑇 − 1: sample subset 𝑆𝑡, send 𝑤𝑡 , receive encrypted noisy 

updates Δ𝑤𝑠
̃ , aggregate and update 𝑤𝑡+1. 

Client 𝑠: receive 𝑤𝑡 , perform DP-SGD with clipping norm 𝐶 and noise multiplier 𝜎, optional 

personalization fine-tuning, send encrypted Δ𝑤𝑠
̃ . 

 

 

4. RESULTS 

The results shown in Table 1 demonstrate that Fed-DN outperforms the local-only and FedAvg 

models, and performs close to the centralized CNN. Fed-DN achieves near-centralized performance while 

providing formal DP guarantees and improved adaptation to non-IID client distributions via personalization 

[23], [24]. The small accuracy gap vs centralized models arises from DP noise and simulated data limitations. 

Algorithm 1 demonstrate Combined DP + Personalization is observed to produce near-centralized 

performance (AUC ≈ 0.90) (Accuracy = 87%) while maintaining a privacy budget of ε ≈ 3.1 (A. In general, 

the performance of the models can be enhanced by combining modalities. 
 

 

Table 1. Summary of experimental performance (simulated data) 
Method DP Personalization Privacy Budget (\epsilon) AUC Accuracy 

Centralized CNN No No – 0.92 89% 
Centralized CNN + DP Yes No 3.8 0.89 86% 

Local-only No Yes – 0.78 75% 

Local-only + DP Yes Yes 3.5 0.75 72% 

FedAvg No No – 0.88 86% 

FedAvg + DP Yes No 3.2 0.85 83% 
Fed-DN No Yes – 0.92 89% 

Fed-DN (DP + Personalization) Yes Yes 3.1 0.90 87% 

 

 

Algorithm 1. Opacus DP-SGD code sketch 
for batch in dataloader: 

    optimizer.zero.grad() 

    loss = criterion(model(batch x), batch y) 

    loss.backward() 

    torch.nn.utils.clip_grad_norm_(model.parameters(), 1.0)  # clip 

    add_noise(model.parameters(), sigma=1.0)                 # Opacus handles per-sample no

ise 

    optimizer.step() 

 

eps = privacy_engine.accountant.get_epsilon(delta=1e-5) 

# Privacy parameters: batch_size=32, epochs=2, sigma=1.0 -> epsilon ≈ 3.1 
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Multi-modal DN prediction can be achieved with a workable privacy-utility trade-off for Fed-DN. 

The use of simulated data instead of actual multi-institutional cohorts, the engineering and communication 

overhead for actual deployments [4], and the accuracy degradation brought on by DP noise are some of the 

limitations. Longitudinal modelling and time-to-event analysis, interpretability for clinical uptake [20] and 

pilot multi-center deployment [3], and fairness and bias assessment [25] are future directions. 
 

 

5. CONCLUSION 

Finally, the proposed Fed-DN framework shows the potential of a privacy-preserving federated deep 

learning model for the early diagnosis and modelling of the progression of diabetic nephropathy.  

The framework incorporates federated learning, DP based on Opacus, secure aggregation, and multi-modal 

healthcare data to facilitate hospitals in jointly building a model without exposing patients' sensitive data. 

The simulation results show that Fed-DN performs nearly centrally, with an AUC of about 0.90 and a privacy 

budget of ε ≈ 3.1, balancing predictive performance and privacy protection. As such, Fed-DN offers a 

scalable and secure solution for collaborative healthcare analytics, tackling the critical issues of data privacy 

and security. Future research may involve the extension of the validation to real-world clinical settings, 

dealing with non-IID and imbalanced data, personalisation between hospitals, and optimizing communication 

and privacy costs. 
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