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come stronger through this same technology. Two ways this happens are via
spoofing and layering, which pervert the way prices are determined, confuse in-
vestors, and reduce the level of trust in the integrity of financial markets. Exist-
ing surveillance mechanisms were predominantly rule-based or relied on opaque
Keywords: machine learning models, limiting their adaptability and interpretability. This
study proposed SECURE, an explainable artificial intelligence (Al)-based in-
trusion detection system designed to detect and interpret spoofing and layering
activities in real time. The framework integrated ensemble machine learning
Explainable Al models, cybersecurity-inspired monitoring logic, and shapley additive expla-
Intrusion detection system nations (SHAP)-based explainability to achieve accurate detection with trans-
Market manipulation parent decision-making. Using Level-II order book data, the system analysed
behavioural and microstructural trading features to classify manipulative pat-
terns while generating feature-level explanations for each alert. Experimental
evaluation demonstrated that the proposed framework achieved high detection
accuracy, low false-positive rates, and dependable real-time performance. The
results indicated that combining intrusion detection principles with explainable
Al improved regulatory interpretability and strengthened the effectiveness of au-
tomated market surveillance systems.
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1. INTRODUCTION

In the list of these cybersecurity threats, some methods of market manipulation like spoofing and
layering pose a significant threat to market integrity and investor confidence [1]]. In case of spoofing, large buy
and sell orders are placed but there is no intention behind them for actual execution of trade while in case of
layering, perceived [2] depth of the market is manipulated through placing various orders at varying price levels
[3]. Such manipulative techniques distort the process of price discovery and create artificial liquidity within
the financial markets. Retail investors can be easily manipulated through these strategies since they mainly use
publicly available order book data for their trades [4].
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However, the current market surveillance technologies heavily use rule-based and threshold-based ap-
proaches for recognizing suspicious behaviors in the market [5]. While such an approach is quite successful
when detecting specific violations, it fails to evolve in response to the new and increasingly complex manipula-
tions in the financial market. Additionally, using strict rule-based criteria often leads to a large amount of false
positives, causing an increased workload for the regulators and, thus, decreasing the efficiency of automatic
market surveillance technologies. Therefore, it was decided to use artificial intelligence (AI) and machine
learning algorithms to perform market surveillance.

For dealing with the interpretability issues associated with traditional Al algorithms, the methods of
explainable artificial intelligence (XAI) have received considerable interest in the domain of financial surveil-
lance [6]. One such method is SHAP, which explains the contribution of individual features towards the model
prediction [[7]. Despite the advantages of XAl for making the model more interpretable, previous research does
not consider the implementation of explainability along with real-time surveillance and cyber security based
intrusion detection system []].

Driven by such research issues, this paper aims to introduce SECURE, an intrusion detection frame-
work based on cybersecurity concepts for spoofing and layering in stock markets. Xu and Lin [9] This frame-
work utilizes machine learning, structured validation with rules, and XAI for real-time and accurate detection
and monitoring in stock markets [10]. By applying behavioral analysis together with explainable decision sup-
port tools, SECURE intends to improve transparency in the market, increase regulatory control, and offer better
protection for investors. The next section describes past research studies and their limitations [11].

Table 1 presents a comparative summary of representative studies in market manipulation detection.
Table 1 shows that significant achievements have been reached in terms of detection of market manipulations
using rule-based surveillance, machine learning approaches, cybersecurity-based intrusion detection system
techniques, and explainable Al methods. Although many advancements have been made in this field, there
is still a lack of research in terms of creating a holistic surveillance framework instead of just focusing on
enhancing certain components of the detection framework. The machine learning approach usually performs
well in terms of detection but lacks interpretability while the explanation-based methods hardly ever provide
real-time operation capability. On the other hand, cybersecurity-based intrusion detection methods have not
been used much for behavioural analysis of Level-II order books data.

Table 1. Comparison of existing studies on market manipulation detection

Citations Focus Key strength Key limitation
[12], (3] Market volatility, trading activity Shows how cyber threats impact Does not detect manipulation
during cyber-attacks financial markets patterns
[14], [15] Order book depth, spoofing Strong theoretical basis for Not real-time operational
patterns, fake liquidity spoofing and layering
[16], [L7]  Cancellation bursts, order lifetime, Detects high-frequency spoofing Limited interpretability
frequency patterns strategies

(L8], (1191 Layering depth, order placement Strong regulatory relevance for High computational overhead
imbalance manipulation cases

[20], [21] Distribution shifts in order-flow Novel quantitative method for Complex to tune, not

spoofing detection industry-ready
[22], [23] HFT order innovations, Clear distinction between No ML or XAI integration
manipulation behaviours legitimate HFT and abuse
[241], [25] System vulnerabilities, attack Strong justification for IDS No trading-pattern detection
vectors in finance inclusion

[26], 127] Sector-level cybersecurity Supports cybersecurity-motivated Not focused on trading
challenges market surveillance microstructure

(28], [291 High-frequency trade sequences Strong ML foundation for Black-box, lacks explainability

real-time fraud detection
(301, 1311 Price-volume anomalies, Modern ML approach for Does not handle spoofing patterns
manipulation signals manipulation detection explicitly

Several research limitations are identified from the existing literature review concerning the problem
of stock market manipulation detection. The first one is that the traditional rule-based systems have transpar-
ent decision process but lack flexibility in adapting to changing spoofing and layering techniques in dynamic
markets [21]], [22]. Secondly, despite the fact that machine learning and deep learning models have consider-
ably enhanced detection accuracy, the majority of these models remain black-box systems and thus can hardly
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be used for conducting investigation and auditing. Thirdly, current XAl research is predominantly aimed at
providing explanation after making the predictions and it is seldom incorporated in the market surveillance
process. Lastly, while IDS have been proved to be successful in cybersecurity applications, their application
for analysing the behaviour of Level-II order book and traders has been barely explored.

2. THE PROPOSED SECURE FRAMEWORK
2.1. Overview of the proposed SECURE framework

In this paper, we introduce the SECURE framework which is a cybersecurity-inspired and an explain-
able approach to detect spoofing and layering manipulations in the stock market as shown in Figure 1. Jacob-
Leal and Hanaki [23] in contrast to traditional approaches for market surveillance, which use either rule-based
monitoring only or machine learning alone, SECURE utilizes ensemble machine learning techniques along
with behavioral rule validation and state-based intrusion detection, all under one detection framework, together
with XAl techniques. SECURE architecture is made up of six interacting layers, namely the surveillance layer,
the examination layer, the control layer, the understanding layer, the response layer, and the enhancement layer.

Surveillance

)
Enhancement / \E:amination
Response K / Control
Ry

Understanding

Figure 1. Layers of the SECURE Framework

2.2. Operational workflow of the SECURE framework

The proposed SECURE framework followed a structured six-stage operational pipeline, as illustrated
in Figure 2: Surveillance: real-time ingestion of Level-II order book events; Examination: feature computation
and preliminary anomaly scoring; Control: rule-based enforcement using predefined behavioural thresholds;
Understanding: generation of SHAP-based explanations; Response: dispatch of structured and explainable
alerts; Enhancement: continuous learning through validated analyst feedback.

ML Model

[ order Book | Feature Scoring
| Updates | Data Ingest ——| Extraction
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Transactions
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Cancellation
| Rate Rule Engine | | SECURE Explain Explanations
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Figure 2. Operational workflow of the SECURE framework
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2.3. Explainability mechanism
XAI was implemented using SHAP to generate feature-level attributions [29]]. The following is how
the explanation function works:

f(xe) :¢o+z¢i (D
i=1

where ¢; represents the contribution of the ¢-th feature to the final model prediction. This formulation enabled
transparent interpretation of how individual features influenced the model output.

2.4. Proposed detection models
Three progressively advanced model architectures were implemented.

2.4.1. Model 1: Random forest with SHAP (Baseline)
This baseline model applies supervised learning combined with post-hoc explainability [30].
Ut = [rF (%) (2)

2.4.2. Model 2: SECURE + Random forest + SHAP
This model integrates rule-based evaluation with anomaly scoring [31]. The operational process is
described as follows:

Ri=g (Xt) 3

A = M 4)
o

St = afrr (x¢) + BA; + YRy &)

S; > 1 = Suspicious (6)

2.4.3. Model 3: SECURE + Random forest + SHAP + IDS
The final model, algorithm 1 represents the integration of a state-aware intrusion detection system for
session-level behavioural cor-relation [32]].

Algorithm 1 IDS-Integrated SECURE Detection

Require: Real-time stream .S, IDS engine, RF model
Ensure: Alerts and audit logs

1: Initialise IDS session memory

2: for each event x+ do

3: Update session state

4: Extract features

5: Compute R and A¢

6: Predict RF confidence

7 Compute IDS correlation score

8: Compute Risk;

9: if Risk: exceeds thresholds then
10: Generate SHAP explanation
11: Create alert and store logs
12: end if
13: end for

14: Periodically retrain using validated feedback

C, = IDS (x,, Hy) (7)
Risk; = w1 Py + wa Ay + w3Cy + wa Ry (8)
Risk; > Thigh = Critical Alert &)
Risk; > Timea = Warning Alert (10)
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3. METHOD
3.1. Dataset description

A Level-II stock market order book dataset was employed in this study. Each transaction record
contained a timestamp, trading symbol, order price, quantity, order type, execution status, order book depth
level, a unique order identifier, volume at the price level, and a derived risk score. The experimental data set
contains Level-II stock market order book data with around 800,000 trading instances collected through elec-
tronic trading. In this data set, legitimate trading instances are mixed with labelled instances of manipulation,
which include spoofing and layering actions. All transactions in the data set have been characterized by market
microstructure properties, behavioural measures, and risk properties. The dataset comprised both legitimate
trading instances and labelled events reflecting spoofing and layering behaviours [24]. Malicious labels were
assigned based on expert-defined behavioural rules derived from prior literature to ensure consistency with
realistic market dynamics.

3.2. Dataset availability and reproducibility

Due to regulatory, legal, and confidentiality constraints associated with Level-II stock market data,
the raw order book dataset used in this study cannot be publicly released. To address reproducibility concerns,
the experimental dataset employed in this study consists of a combination of anonymised real trading records
and synthetically generated manipulation samples. The synthetic spoofing and layering events were generated
using expert-defined behavioural rules derived from established financial microstructure literature, ensuring
that realistic market dynamics and temporal characteristics were preserved. All preprocessing steps, feature
engineering procedures, model architectures, and evaluation protocols are fully described within this paper to
enable methodological reproducibility. Furthermore, the proposed SECURE framework is model-agnostic and
can be applied to any Level-1I order book dataset with equivalent feature structure.

3.3. Data preprocessing

Raw trading data were processed to ensure consistency, reliability and suitability for model devel-
opment [25]. The following preprocessing steps were applied: removal of duplicate and logically inconsistent
records, missing value imputation using statistical substitution, Min—-Max normalisation of numerical attributes,
label encoding of categorical variables, and temporal ordering of transactions to preserve sequence integrity.
Formally, each raw record x; was transformed using a preprocessing function as follows:

x; = P(ay) (11)
where z} represents the cleaned and normalised data instance.

3.4. Feature engineering

After preprocessing, structured features were derived to capture microstructural and behavioural char-
acteristics associated with spoofing and layering [26]. Feature extraction was performed over both short-term
and session-based time windows [27]]. The feature vector was defined as follows:

Xt = [Qt» Dt, e, ¢, by, ve, i, 74, Apt] (12)

where ¢; denotes the order size, p; represents the price relative to the mid-price, [; corresponds to the order
lifetime, ¢; indicates the cancellation rate, b; denotes the order book imbalance, v; represents the traded volume
at the price level, f; indicates the trader submission frequency, r; represents the risk score, and Ap, denotes
the short-term price movement.

3.5. Machine learning detection engine

This detection engine uses ensemble tree classifier techniques such as Random Forest and Gradient
Boosted Trees due to their resilience to high dimensional structured financial data, as well as SHAP based
explainability capability. This technique was trained by the feature vector created from Level-II order book data
for classification of trading behavior into either legitimate, spoofing, or layering behavior [28]]. The predictive
function is formalised as:

Ut = [rF (Xt) (13)

where 3; € {legitimate, spoofing, layering}.
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4. RESULTS AND DISCUSSION

The proposed SECURE framework was evaluated to assess its detection performance and operational
feasibility under realistic trading conditions [33]]. Three progressively advanced model configurations were
implemented: Model 1, Model 2, and Model 3. All models were evaluated using stratified five-fold cross-
validation. Performance was measured using accuracy, precision, recall, F1-score, ROC-AUC, false positive
rate, detection latency, and memory usage [34].

4.1. Quantitative performance analysis

The Table 2 illustrates evaluation of all models using stratified five-fold cross-validation. Performance
was measured using accuracy, precision, recall, F1-score, ROC-AUC, false positive rate, detection latency and
memory usage [34].

Table 2. Performance comparison of model configurations

Metric Model 1  Model 2  Model 3
Accuracy (%) 93.1 95.9 97.0
Precision (%) 78.3 85.1 89.4

Recall (%) 70.0 82.0 87.6
F1-score (%) 73.1 83.6 88.5
ROC-AUC (%) 89.3 93.9 96.2
False positive rate 0.15 0.10 0.06
Latency (ms) 5.4 3.2 1.7
Memory usage (MB) ~100 ~140 ~210
Real-time capability No Partial Full

4.2. Performance interpretation

Table 2 vividly represents the performance comparison of model configurations whereas the
Figure 3 represents the evaluation of models based on their performance. From an operational perspective,
these improvements are particularly important: higher precision reduces unnecessary regulatory workload,
higher recall reduces the risk of undetected manipulation, and lower false positive rates improve confidence in
automated surveillance.

. Model 1 . Model 2 . Model 3

False Positive Rate Latency (ms}

Model 1 Model 2 Medel 3 Model 1 Madel 2 Model 3
ROC-AUC (%)} Memory Usage (MB}

80

60

Walue
value

40

20

Model 1 Made| 2 Mode| 3 Model 1 Madel 2 Model 3

Figure 3. Evaluation of models based on false positive rate, latency, ROC-AUC, and memory usage
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4.3. Explainability analysis using SHAP
4.3.1. Global feature importance

An explainability analysis was carried out to determine if the prediction behavior of the framework
aligns with what market manipulation experts know about it [35]. Across all model configurations, SHAP anal-
ysis consistently identified the most influential behavioural indicators: short-window cancellation rate, relative
order size, order book imbalance surveillance, trader submission frequency, and short-term price movement.
The strong alignment between SHAP-derived feature rankings and established financial microstructure [36]
theory confirms that the model’s internal reasoning reflects expert knowledge, which is essential for regulatory
acceptance [37].

4.3.2. Local trade-level explanations

At the individual trade level, SHAP explanations indicated that suspicious classifications were primar-
ily driven by: rapid order cancellations, abnormally large order placements, and high-frequency submissions.

4.4. Operational system performance

The full SECURE model generated real-time alerts in under two milliseconds, meeting the opera-
tional requirements of exchange-level monitoring [38]. The IDS layer substantially improved alert quality by
correlating events across time windows and trader identities, thereby reducing redundant alerts and increasing
overall precision. Arifin [39]] the feedback-driven enhancement module demonstrated adaptive learning capa-
bility. The introduction of a small proportion of analyst-validated feedback resulted in: improved prediction
stability, reduced false alert rates, and faster convergence during retraining.

4.5. Comparative analysis among peer system

In contrast to traditional rule-based surveillance systems, which are rigid and prone to alert saturation,
SECURE achieves a balanced integration of: adaptability through machine learning, control through rule-based
logic, and transparency through SHAP-based explainability.

4.6. Use-case validation

Two representative market scenarios were used to validate practical applicability: a spoofing cluster
scenario, in which rapid large-order cancellations were accurately detected and clearly explained [39], and a
volatile market layering scenario, where artificial order book depth was successfully identified through IDS-
based session correlation [40]], [41]. These cases confirm that the framework performs reliably not only in
controlled experimental settings but also under realistic market conditions.

5. CONCLUSION

SECURE is the name of the XAl-based intrusion detection system proposed in this paper for detecting
and explaining instances of fraudulent behaviors such as spoofing and layering in high-frequency trading fi-
nancial market environment. The proposed methodology combines the power of machine learning algorithms,
cybersecurity-based techniques, and XAl to overcome the drawbacks of traditional rule-based and opaque sys-
tems. Experiments conducted show that SECURE provides excellent detection accuracy, low false positive
detection rate, and good computational efficiency which allows the framework to be used in the real-time
market surveillance system. In addition, the use of SHAP-based explanations helps make the results more
interpretable by finding the top important feature contributions in each detection. Due to the implementation
of an adaptive feedback loop system, the proposed scheme is able to consistently update its detection approach
to counteract newly developed manipulative approaches, thus increasing its stability over time. Future work
will involve expanding the scope of SECURE framework to include more types of market manipulations, such
as wash trading, front running, and quote stuffing. Future improvements in the framework will also involve
integration of multimodal external data sources like financial news and social media sentiments that will enrich
context intelligence. Future work will also involve developing the framework with adversarial robustness, in-
creasing computational efficiency to scale up to a bigger size and also using real-world datasets in association
with regulatory authorities and stock exchanges to validate the proposed framework.
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