International Journal of Informatics and Communication Technology (1J-1CT)
Vol. 15, No. 4, December 2026, pp. 1954~1963
ISSN: 2252-8776, DOI: 10.11591/ijict.v15i4.pp1954-1963 O 1954

SmartMob-PPT-CLAMA: Traceable anonymous
authentication for V2X mobility

Haewon Byeon

Department of Future Technology, Korea University of Technology and Education (KOREATECH), Cheonan, South Korea

Article Info

ABSTRACT

Article history:

Received May 22, 2025
Revised Aug 26, 2026
Accepted Sep 18, 2026

Keywords:

Certificateless authentication
Conditional traceability

loV

Pseudonym management
Smart mobility

V2X security

Smart mobility ecosystems connect autonomous vehicles, shared mobility
platforms, electric-vehicle charging infrastructure, pedestrians, and roadside
units through real-time V2X messages. This paper redesigns PPT-CLAMA,
a privacy-preserving and traceable certificateless anonymous mutual
authentication scheme, for high-speed internet of vehicles (loV) and smart
mobility environments. The proposed SmartMob-PPT-CLAMA introduces
mobility-adaptive pseudonym pools, RSU-assisted handover caching,
lightweight VV2X authentication headers, hierarchical traceability, and Sybil-
aware regional trust filtering. The protocol preserves the original security
objectives of anonymity, unlinkability, perfect forward secrecy, known
session-specific temporary information security, and lawful traceability,
while addressing mobility-specific weaknesses such as long-lived
pseudonym tracking, handover re-authentication delay, centralized trace
authority failure, high-speed Sybil attacks, and broadcast replay. In the
evaluated Raspberry Pi 4B and SUMO/NS-3 workload, the proposed design

reduces authentication delay from 1.10 ms to 0.82 ms, reduces
communication overhead from 470 bits to 312 bits, and achieves 99.1%
handover re-authentication success. The design is mapped to ETSI ITS
security, IEEE 1609.2, ISO/SAE 21434, and GDPR Article 32 requirements.
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1. INTRODUCTION

Smart mobility integrates autonomous driving, shared mobility, electric-vehicle charging, public
transport, roadside infrastructure, and pedestrian services into a dense cyber-physical transportation fabric.
In this environment, vehicle-to-infrastructure, vehicle-to-vehicle, and vehicle-to-pedestrian messages carry
safety-critical event warnings, cooperative awareness data, road hazard reports, and charging or
mobility-service credentials. The resulting internet of vehicles (loV) creates a dual security requirement:
routine V2X messages should not reveal the long-term identity or movement profile of drivers, but malicious
vehicles must remain legally traceable under narrowly defined safety or judicial conditions [1], [2].

Certificateless anonymous authentication is an attractive primitive for this setting because it reduces
certificate management cost while avoiding full key escrow. The original PPT-CLAMA scheme provides
pseudonym-based anonymity, mutual authentication, key agreement, nonrepudiation, unlinkability, perfect
forward secrecy, known session-specific temporary information security, and TRA-enabled traceability [1].
The original paper also shows that the scheme avoids bilinear pairings and achieves lower communication
overhead than several recent certificateless schemes [1]. However, the original 10T model is not specialized
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for high-speed mobility, millisecond V2X broadcast verification, RSU handover, dynamic pseudonym-pool
exhaustion, Sybil manipulation, or ITS message-format compatibility [3], [4].

The smart mobility deployment considered in this paper assumes vehicles traveling above 100 km/h,
dense RSU coverage, 5G-V2X and ITS-G5 channels, and frequent CAM/BSM broadcasts. In such a network,
a pseudonym that is safe in a static 10T sensor deployment may become linkable across multiple RSU cells.
Likewise, a traceability authority that is acceptable in a small 10T deployment may become a system-wide
privacy bottleneck when it stores mapping data for millions of vehicles [5], [6]. Therefore, this study
redesigns PPT-CLAMA into SmartMob-PPT-CLAMA, a V2X-oriented privacy-preserving and traceable
authentication protocol. The separation of the OBU, RSU edge, vehicle registration authority (VRA), and
mobility traceability authority (MTA) is illustrated in Figure 1.

)
Vehicle OBU Vav/vap Vehicle Registration Traffic control center
smart mobility terminal safety broadcasts Authority (VRA/KGC) legal warrant gateway
\ J %

o
Shared mobility Regional Mobility
EV charging / transit Trace Authority
V2I RSU edge OEM backend / ITS cloud
\ A 5G-V2X base station pseudonym policy

Figure 1. Smart mobility V2X privacy-traceability plane.

The main contributions are as follows. First, we define a smart-mobility domain mapping that
converts 10T devices, KGC, TRA, and the network layer into vehicle OBUSs, vehicle registration authority,
mobility traceability authority, and RSU/5G-V2X edge. Second, we derive four mobility-specific
vulnerabilities: static pseudonym tracking, handover re-authentication delay, TRA single point of failure, and
high-speed Sybil attacks. Third, we design mobility-adaptive pseudonym pools, RSU handover caching,
sequence-window V2X headers, and hierarchical tracing. Fourth, we present performance and governance
mapping against ETSI ITS security, IEEE 1609.2, ISO/SAE 21434, GDPR Article 32, and automotive
cybersecurity requirements [7], [8].

2. THE PROPOSED METHOD/ALGORITHM/PROCEDURE

SmartMob-PPT-CLAMA is derived through five ordered steps: i) reconstruct PPT-CLAMA setup,
registration, pseudonym generation, partial private-key extraction, mutual authentication, and key agreement;
i) map the original 10T entities to V2X roles; iii) derive mobility-specific attack traces; iv) introduce
pseudonym-pool, handover-cache, replay-window, Sybil-filtering, and threshold-tracing mechanisms; and v)
validate the resulting design using the experimental workflow in Section 3. The pairing-free certificateless
foundation, KGC/TRA trust roles, randomized group elements, and seven hash functions are retained from
PPT-CLAMA [1]. Table 1 defines the notation used in the redesign. Figure 2 summarizes the retained
PPT-CLAMA certificateless trust flow before the V2X-specific extensions are applied.

Table 1. Notations and smart mobility data types

Notation Definition in SmartMob-PPT-CLAMA
OBU_i Vehicle onboard unit or smart mobility terminal
VRA Vehicle registration authority corresponding to KGC
MTA Mobility traceability authority corresponding to TRA
RSU_e Roadside edge unit or 5G-V2X base station
PID_i"e Epoch- and mobility-adaptive pseudonym
CAMHash/BSMHash Digest of VV2X safety message payload
SegNo Sliding-window message sequence number
LegalWarrantHash Digest of lawful trace-opening authorization
SybilScore Regional trust score generated by RSU edge

In the smart mobility mapping, an loT device is reinterpreted as a vehicle OBU that generates V2X
safety messages, manages short-lived pseudonyms, and signs or authenticates broadcasts. The KGC becomes
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a vehicle registration authority that issues system parameters and partial private keys. The TRA becomes a
mobility traceability authority that can open pseudonyms only with a legal warrant or traffic-safety
emergency token. The network layer becomes a collection of RSU edge nodes and 5G-V2X base stations that
provide local pseudonym-pool distribution, handover support, and Sybil pre-filtering [9], [10]. The resulting
domain mapping and security responsibilities are summarized in Table 2.

Vehicle OBU TRA / MTA KGC/VRA Full key
RID, xi, Pi pseudonym generation partial private key SK=(x,d); PK=[PR}

Auth request Auth response Session key
Reg={M4T2} Rep={M5,T4} H7(T3,h5)

Figure 2. PPT-CLAMA certificateless trust flow

Table 2. Domain mapping from PPT-CLAMA to SmartMob-PPT-CLAMA

Original element Smart mobility mapping Security role
10T device U_i Vehicle OBU / smart mobility terminal V2X message generation and pseudonym management
KGC Vehicle registration authority System parameter and partial private-key issuance
TRA Mobility traceability authority Lawful identity opening
Network layer RSU edge / 5G-V2X base station Handover support and regional anomaly filtering
Pseudonym Dynamic pseudonym pool Route unlinkability under mobility
Authentication request CAM/BSM-hound V2X AuthHeader Low-latency broadcast verification
Trace request LegalWarrantHash or emergency token Governed conditional traceability
3. METHOD

3.1. Reproducible evaluation and validation procedure

The evaluation follows a reproducible sequence. First, cryptographic operation time on a Raspberry
Pi 4B parameterizes the authentication path. Second, SUMO mobility traces represent vehicles traveling
above 100 km/h through dense RSU coverage. Third, these traces are coupled to an ns-3 V2X workload
using 5G-V2X/ITS-G5 links, frequent CAM/BSM broadcasts, RSU handovers, sequence-window replay
caches, and the hierarchical trace-token service. Fourth, replayed CAM/BSM messages, stale handover
tokens, multi-pseudonym Sybil traffic, and unauthorized trace-opening requests are exercised against their
corresponding verification paths. Finally, the workflow records authentication delay, high-speed handover re-
authentication success, Sybil blocking, serialized security-header size, and completed trace openings per
second [11], [12].

Authentication delay is measured from AuthHeader submission to RSU verification completion;
handover success is the proportion of valid handover attempts accepted within the token validity window;
Sybil blocking is the proportion of injected Sybil messages rejected by the regional filter; communication
overhead counts security-header bits excluding the CAM/BSM application payload; and trace throughput is
the number of authorized trace openings completed per second. This metric definition separates safety-
message processing from the exceptional trace-opening path.

3.2. Adversarial model and V2X message mapping

The adversary may be an outsider that eavesdrops, replays, injects, or links V2X traffic; a
credentialed but malicious vehicle that reuses pseudonyms or mounts Sybil behavior; a compromised RSU
that attempts cache misuse; or a colluding vehicle-RSU pair. The model assumes standard cryptographic
primitives and the VRA root secret remain secure and that fewer than the threshold parties required for trace
opening are compromised simultaneously. Compromise of the VRA master secret or of the tracing threshold
majority is outside the claimed guarantee. RSSI, position, and speed features used in SybilScore provide
auxiliary evidence and do not replace cryptographic authentication.

Int J Inf & Commun Technol, Vol. 15, No. 4, December 2026: 1954-1963



Int J Inf & Commun Technol ISSN: 2252-8776 O 1957

The lightweight AuthHeader is mapped to the security envelope rather than to mandatory
CAM/BSM safety-payload fields. PID_i*e, SeqNo, nonce, timestamp T, and CAMHash/BSMHash are
carried as security metadata bound to the protected message, while the application payload remains
unchanged. Thus, the design preserves CAM/BSM semantics and treats the added fields as an
implementation-specific security extension/profile under IEEE 1609.2 and ETSI TS 103 097
processing [13], [14]. HandoverToken and trace tokens remain RSU/backend control-plane objects and are
not inserted into the safety payload.

4. RESULTS AND DISCUSSION

Recent certificateless VANET/IoV schemes emphasize conditional privacy, revocation,
decentralized key agreement, or aggregate signatures [5], [6], [8], [15], but they do not jointly address
mobility-adaptive pseudonym rotation, RSU handover caching, Sybil-aware regional filtering, and threshold-
governed trace opening. The following results therefore interpret both security coverage and mobility-
specific operational effects.

4.1. Mobility-specific vulnerability analysis

The first vulnerability is static or slow pseudonym replacement. In V2X, repeated use of the same
pseudonym over several RSU cells enables passive route linkage. An attacker that records the same or
weakly transformed pseudonym near a charging station, highway RSU, and urban intersection can infer a
driver route profile. Therefore, SmartMob-PPT-CLAMA defines PID_i*e = H(ID_i || RSU_ID || SpeedClass
|| HandoverEpoch || r_i), where the pseudonym lifetime changes with vehicle speed, traffic density, and
privacy preference [16], [17].

The second vulnerability is V2X handover delay. When a vehicle enters a new RSU region, full
verification of pseudonym, partial key, and session transcript may exceed the time budget of safety
broadcasts. This can drop emergency braking or collision avoidance messages. The proposed solution pre-
distributes regional pseudonym pools and short-lived handover tokens from RSU_A to RSU_B, allowing the
next RSU to verify the vehicle through a cached credential rather than a full re-registration path [18], [19].

The third vulnerability is the single point of failure of the traceability authority. In a smart mobility
city, a centralized TRA database may contain sensitive mapping between pseudonyms, identities, and
movement histories. A breach would cause large-scale driver privacy exposure. SmartMob-PPT-CLAMA
replaces the single TRA model with a regional threshold tracing mechanism involving a mobility traceability
authority, RSU edge witness, and legal warrant hash. Identity opening is disabled unless the legal or
emergency condition is verified [20], [21].

The fourth vulnerability is high-speed Sybil manipulation. An attacker may generate multiple
pseudonymized vehicles and transmit false CAM/BSM messages, causing congestion manipulation, signal-
timing distortion, and shared mobility disruption. The proposed RSU trust filter computes SybilScore from
pseudonym count, RSSI fingerprint, RSU triangulation, speed consistency, and pseudonym issuance epoch.
Broadcast replay is mitigated by binding CAM/BSM hashes to nonce and sequence windows [22], [23].
These attack-impact-mitigation relationships are summarized in Table 3 and their temporal progression is
illustrated in Figure 3. Figure 3 shows how each attack trigger propagates through an exploit path to a
mobility-specific operational impact.

Table 3. Vulnerabilities, attack scenarios, and smart mobility impacts

Vulnerability Attack scenario Smart mobility impact Mitigation
Static pseudonym Long-term PID observation Route tracking and Speed and density adaptive
replacement across RSUs stalking risk pseudonym rotation
V2X handover delay Re-authentication exceeds CAM/BSM safety- Pre-distributed RSU
safety-message interval message drop pseudonym pool
TRA S|fngle point of Central trace' table Mass identity and route Threshold regional trace tokens
ailure compromise exposure
High-speed Sybil Many virtual vehicles inject Congestion and signal RSU SyhilScore and mobility
attack false CAM/BSM manipulation consistency
Old hazard warning False braking or route Nonce and sequence-window

Broadcast replay retransmitted diversion replay cache

4.2. Protocol operation, traceability, and failure handling

SmartMob-PPT-CLAMA retains the pairing-free certificateless structure of PPT-CLAMA while
adding mobility-specific transcript binding. During setup, the VRA issues system parameters and partial
private-key material, while the MTA prepares a regional tracing policy. During vehicle registration, the OBU
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obtains a pseudonym pool instead of a single pseudonym. Each pool entry is scoped to a validity epoch, RSU
cell, and privacy level. During authentication, the OBU transmits a compact AuthHeader that binds the
pseudonym to CAM/BSM digest, RSU identifier, sequence number, nonce, and timestamp. Table 4
summarizes the resulting protocol messages and verification functions. Figure 4 illustrates the normal
handover path, pseudonym-pool selection, and the factors controlling the pseudonym change period.

Attack trigger Exploit path Mobility impact

\ J \ J A\ J/

s 3\ \ ( 3\
Long-lived PID RSU logs link route segments Driver tracking and stalking risk

\ / \ / \ /
RSU handover burst Re-authentication misses safety slot CAM/BSM safety-message drop

\

' % 2 N e N
Central TRA breach PID-to-identity table leaked Mass privacy collapse

\ / \ / \ /
Virtual-vehicle swarm Sybil CAM/BSM messages C ion and signal

\ L

s a 7 3 ( Y
Broadcast replay 0Old hazard message re-sent False braking or route diversion

A J A = \ J

Figure 3. Mobility attack timeline

Table 4. SmartMob-PPT-CLAMA protocol messages and verification functions

Stage Message or function Purpose
Registration M1={RID_i, P_i, mobility profile commitment} Request certlzlrcezgi(i?;land traceable
Pseudonym pool issue Pool_i={PID_i"e, RSU scope, validity, privacy level} Enable route un:ér;lé?rk])élslsty and handover
AuthHeader=MAC_SK(PID_i"e || CAMHash || - - —
V2X broadcast RSU_ID || SeqNo || Nonce || T) Lightweight CAM/BSM authentication
HandoverToken=Sig_RSU_A(PID_i*e || RSU_B || Reduce RSU_B re-authentication
Handover -
Expiry) latency
Sybil filtering SybilScore=f(PIDCount,RSSI,position,speed,epoch) Detect virtual-vehicle injection

TraceOpenReq=Sig_AUTH(LegalWarrantHash ||

Trace opening IncidentID || TimeWindow)

Govern lawful identity recovery

The authentication process uses normal, handover, and trace modes. In normal mode, an RSU
verifies the compact AuthHeader and sliding sequence window. In handover mode, RSU_B accepts a short-
lived HandoverToken issued by RSU_A only when its signature, target RSU, expiry, and current mobility
context are valid. If RSU_B fails, becomes congested, or its local cache reaches a bottleneck, the OBU may
present the still-valid token to another admissible neighboring RSU; a cache miss, invalid token, or expired
token triggers the original full certificateless mutual-authentication path rather than bypassing verification.
Cache entries are time-bounded, and safety-message verification is prioritized over background cache
refresh. Trace mode requires a signed LegalWarrantHash or verified emergency token [13], [24].

Traceability is enforced without routine identity exposure. Under the preimage resistance of H,
PID_i"e=H(ID_i || RSU_ID || SpeedClass || HandoverEpoch || r_i) hides ID_i, while fresh r_i and epoch/RSU
scoping limit cross-cell linkage. The identity-to-pseudonym mapping is released only when the MTA
combines the required regional trace evidence with a valid authorization token. An RSU alone, a passive
observer, or a vehicle-RSU coalition below the tracing threshold therefore cannot open the identity; an
authorized threshold reconstruction can recover the registered identity and bind it to IncidentID and
TimeWindow. This is a security proof sketch for conditional anonymity and traceability rather than a
machine-checked proof; threshold-majority compromise remains outside the model [20], [21].

Int J Inf & Commun Technol, Vol. 15, No. 4, December 2026: 1954-1963



Int J Inf & Commun Technol ISSN: 2252-8776 O 1959

1. Preload pool 2. Mobility monitor 3. Handover token 4. V2X auth 5. Trace gate
PIDs for next RSU cells speed / density / cell risk short-lived RSU_A -> RSU_B CAM/BSM hash + SeqWindow LegalWarrantHash only

- N

AuthHeader = MAC_SK(PID | | CAMHash/BSMHash || RSU_ID || SeqNo | | Nonce || T)

. w

PID change period = f(speed, RSU density, privacy preference, SybilScore, handover epoch)

% v

Figure 4. SmartMob-PPT-CLAMA handover and pseudonym-pool workflow

4.3. Security, scalability, and comparative discussion

Under the adversarial model, mutual authentication requires a valid certificateless session transcript
and current pseudonym; unlinkability follows from epoch-, RSU-, speed-, and randomness-scoped PID_i"e
values; perfect forward secrecy and known session-specific temporary information security are retained
through fresh session contributions; replay is rejected by SegNo, nonce, and timestamp checks;
and Sybil manipulation is filtered by cryptographic validity plus RSU-local consistency evidence [25], [26].
Table 5 summarizes the security and deployment coverage of the baseline, PPT-CLAMA, and the proposed
mobility redesign.

Compared with Zhu et al. [5] and Yang et al. [8], which focus on certificateless conditional-privacy
aggregate authentication, SmartMob-PPT-CLAMA adds explicit RSU handover caching and mobility-scoped
pseudonym pools. ISC-CPPA [6] emphasizes revocation, Lin and Jhuang [15] decentralize trusted key
services through blockchain, and ECA-VFog [10] exploits 5G vehicular fog. The proposed design instead
combines local handover continuity, Sybil-aware filtering, and governed threshold tracing without placing
blockchain on the safety-message fast path. This is a functional comparison rather than a claim of universal
superiority because the schemes use different cryptographic assumptions and experimental platforms.
Table 6 reports the measured workload outputs used in the performance discussion. The latency, handover,
Sybil-filtering, overhead, and trace-throughput results are visualized together in Figure 5.

Table 5. Security comparison among baseline, PPT-CLAMA, and SmartMob-PPT-CLAMA

Security feature Baseline CL loT PPT-CLAMA SmartMob-PPT-CLAMA
Mutual authentication Partial Yes Yes
Anonymity and unlinkability Limited Yes Yes, mobility-adaptive
Perfect forward secrecy Sometimes Yes Yes
KSSTIS No Yes Yes
Traceability Centralized TRA-based Threshold regional traceability
Handover support No No Yes
Sybil filtering No No RSU-based
ITS compatibility No No CAM/BSM header mapping

Table 6. Performance evaluation under smart mobility workload

Evaluation item Original PPT- SmartMob-PPT- Interpretation
CLAMA CLAMA
Authentication deiaéy on Raspberry Pi 1.10 ms 0.82 ms V2X bgg:gggi; (;ftg:::i;?;gon and
High-speed hangﬁ(\:/gsge—authentication Not evaluated 99.1% Mobility-adaptive pseudonym pool
Sybil attack detection/blocking Not evaluated 97.6% RSU-based regional trust verification
Communication overhead 470 bits 312 bits ITS-compatible Ezg]dpe?a authentication
Distributed traceability throughput Not evaluated 28 TPS Hierarchical trace-token architecture
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Latency (ms) Handover success (%) Sybil blocking (%) Overhead (bits) Trace TPS
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[Measured workload: Raspberry Pi 4B, SUMO/NS-3 mobility traces, RSU edge cache, and hierarchical trace-token service. ]

Figure 5. Security and performance evaluation dashboard

The measured workload shows 0.82 ms authentication delay, 99.1% high-speed handover
re-authentication success, 97.6% Sybil blocking, 312-bit communication overhead, and 28 trace openings/s.
The lower delay and header size are consistent with moving repeated handovers from full re-registration to
local cached verification, while the trace path remains off the safety-message fast path. These results should
be interpreted as workload-specific implementation results rather than direct cryptographic benchmarking
against schemes evaluated on different hardware or mobility models.

Scalability follows from keeping the fast path local: each routine AuthHeader carries constant-size
security metadata and uses a bounded sequence-window lookup, so OBU work is O(1) per broadcast and
RSU work grows approximately linearly with received message volume; pseudonym and cache lookup can
be implemented as O(1) hash-table access. Per-RSU memory grows with active vehicles and the
bounded replay/cache window, while trace opening remains off-path. Increased vehicular density therefore
primarily stresses RSU verification and cache queues rather than vehicle-side cryptography. The current
evaluation demonstrates high-speed handover behavior but does not include a complete numerical
vehicle-density sweep.

The standards mapping focuses on technical alignment rather than claiming certification. ETSI ITS
security informs the separation of station trust domains and RSU-based enforcement. IEEE 1609.2 motivates
compact secure message processing for V2X headers. ISO/SAE 21434 motivates risk-based automotive
cybersecurity engineering and traceable security claims. GDPR Article 32 motivates pseudonymization,
encryption, and protection of driver location data. Governance is enforced by requiring LegalWarrantHash or
an emergency safety token before trace opening [14]-[27]. The resulting technical and governance mapping
is summarized in Table 7 and illustrated in Figure 6. Also, Figure 6 visualizes the relationship among ITS
security architecture, secure-message processing, automotive cybersecurity, location-data protection, and
governed trace opening.

Table 7. ITS standard and governance mapping

Requirement area Relevant framework SmartMob-PPT-CLAMA function
ITS station security ETSI ITS security architecture VRA/MTA/RSU trust separation
V2X secure message format IEEE 1609.2 Compact AuthHeader and sequence-window verification
Automotlvg cyb_ersecurlty ISO/SAE 21434 Threat analysis, risk-based controls, and auditability
engineering
Location data protection GDPR Article 32 Pseudonymization, enggg;tilr?;, and minimized trace
Legal and ethical tracing Automotive governance rules Warrant-bound or emergency-only identity opening
OBU/RSU and OEM API Backward-compatible pseudonym cache and handover
Deployment roadmap : .
integration token
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ETSI ITS security IEEE 1609.2 ISO/SAE 21434 GDPR Article 32 Governance
station architecture secure message cybersecurity risk location-data warrant of emergency
and trust domains formats and headers engineering protection trace opening only

Protocol mapping: pseudonym minimization + CAM/BSM priority queueing + hierarchical trace tokens + driver-configurable privacy level J

[Ethical rule: identity opening is disabled unless a valid legal warrant hash or verified traffic-safety emergency is present. }

Figure 6. ITS standard and governance mapping

Three limitations should be noted. First, the study reports aggregate Raspberry Pi 4B and SUMO/ns-3
outputs rather than a multi-city vehicle-density sweep. Second, SybilScore partly depends on
RSSI/position/speed consistency and may degrade under severe radio obstruction or localization spoofing,
so cryptographic acceptance is never based on SybilScore alone. Third, the traceability argument is a proof
sketch rather than a machine-verified proof. Future work should add high-density stress sweeps, explicit
RSU-failure fault injection, PC5/network-slicing experiments, and a formal symbolic model of the threshold
trace protocol.

5. CONCLUSION

This study redesigned PPT-CLAMA for smart mobility and loV environments by combining
mobility-adaptive pseudonym pools, RSU handover caching, compact V2X authentication headers,
threshold-governed traceability, and RSU-based Sybil filtering while retaining anonymity, unlinkability,
perfect forward secrecy, KSSTIS, and conditional traceability. In the reported Raspberry Pi 4B and
SUMO/ns-3 workload, authentication latency was 0.82 ms, high-speed handover success was 99.1%, Sybil
blocking was 97.6%, communication overhead was 312 bits, and trace throughput was 28 TPS.

The results indicate that mobility-specific privacy and handover controls can be added without
placing identity opening on the routine safety-message path. Conditional tracing remains warrant- or
emergency-bound, whereas failed or congested RSUs fall back to neighboring-token validation or full mutual
authentication rather than bypassing security. The design is technically aligned with IEEE 1609.2, ETSI ITS
security, ISO/SAE 21434, and GDPR Article 32; future validation should extend the density sweep and
machine-check the threshold trace protocol.
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